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Before we get started, there’s two things I’d like to mention. The first is that, all of 
the sides, speakers’ notes and the demos are available for download and I’ll be 
providing a link at the end of the talk. I tend to be one of those folks who can’t 
keep up with the speaker and take notes at the same time, so for those folks in 
the same boat, no need to take notes. Everything I’m covering is going to be 
available for download.

The second is to please hold all questions until afterwards. If you’ve got 
questions, make a note of them and ask me at the end. With luck, I’ll be able to 
answer most of your questions during the talk itself.



FileVault 2 
Under The Hood

To better understand the capabilities of fdesetup and how FileVault 
management works on Mavericks, let’s take a look underneath 
FileVault 2’s hood to see how it handles authentication, unlocking 
and decryption.
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To begin with, passwords are almost irrelevant to FileVault 2's 
encryption. Instead, the system relies on a series of cryptographic 
keys granting access to two other layers of keys. These keys are the 
derived encryption key, the key encryption key and the volume 
encryption key.



Key-Driven Unlock Process
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To give everyone an idea of how the keys are interacting with each other, here’s a visual representation of what’s happening when you log in at the pre-boot login screen.

To take them from the bottom layer up, let’s first look at the Volume Encryption Key. This is the key that is interacting with the CoreStorage volume that the FileVault 2 encryption process has created. All cryptographic operations on an encrypted 
CoreStorage volume are unique to that volume because a different volume encryption key is randomly generated for each volume. This is the key that is actually unlocking the encrypted volume and it’s also the key that’s deleted when a wipe command 
is sent to a FileVault 2 encrypted Mac.

On the next level up, there’s the key encryption key. This key is generated when FileVault 2 encryption is initialized on a particular volume. It is used to unlock the volume encryption key one layer down and acts as the middleman between the volume 
encryption key and the derived keys. This middle layer allows the derived keys to change without affecting the derived keys ability to unlock the encrypted volume. The key encryption key is the key that gets updated when derived keys are added, deleted 
or changed. With each change, addition or removal, the key encryption key gets re-wrapped to allow for the updated information.

On the top layer, there’s the derived encryption keys. These keys begin the chain-reaction of unlocking the other keys below it, resulting in the unlocking or decryption of the encrypted volume. Any derived key can be independently changed without 
affecting its ability to unlock the other two layers of keys. 

Any given CoreStorage volume must support multiple cryptographic users, each with their own derived key. This is important because it means that there can be multiple ways to access the encrypted volume. In the case of FileVault 2’s encryption, it 
means that multiple user accounts can be enabled to unlock an encrypted Mac at the pre-boot login screen. Derived keys are also used for the FileVault 2 recovery keys.



Generating derived key from the user’s 
password

To break it down further:

In this illustration, this process opens the door you’re seeing above. 
You enter your password and the password is converted to a derived 
key with the RSA Password-Based Key Derivation Function (otherwise 
known as PBKDF2). 



Key validation and volume unlock

The derived key unlocks the key encryption key, represented here by 
the vault door. Once the key encryption key has been unlocked, it 
grants access to the the volume encryption key.

The volume encryption key, represented here by the lock on the house, 
then unlocks the kernel and the OS boots.



Pre-encryption access

So how do you get a derived key in the first place? There’s a couple of 
ways. The first is to have your access set up when FileVault 2 
encryption is initialized. Since there are no pre-existing keys at this 
point, your password or other means of access get enabled at the same 
time that the encryption is initialized.



Post-encryption access

Once the encryption is turned on though, it’s much tougher. The 
bouncer is standing by the door and he’ll stop you from coming in 
unless you can properly show that you’re legit. The only way to get in 
at this point is to have a friend who’s already on the inside vouch for 
you.



Post-encryption access

An existing derived key can be used to enable new derived keys, so 
your friend who’s already inside can use his derived key to enable your 
account. At that point, a new derived key is generated to give you 
access and you’re good to go.



No key? No access.

Without an existing derived key available, there’s no way to get a new 
derived key set up. To make a long story short, if you don’t have a 
friend on the inside, you’re not getting in.



Mavericks’ fdesetup

Before we dive into fdesetup on Mavericks, let's take a look at what you can do with FileVault 2 when not using fdesetup.

You can monitor, unlock or decrypt a FileVault 2-encrypted boot drive using command line tools, but you can’t start the encryption process 
from the command line using Apple’s other native tools. Instead, the encryption needs to be enabled from System Preference's FileVault 
preference pane.

It is not possible to see who has FileVault 2-enabled accounts without looking at the pre-boot login screen.

It can be difficult to enable an account without using the FileVault preference pane.

It is not possible to remove an enabled account without deleting the account or setting the account password to be blank.

You have to choose between using the alphanumeric personal recovery key or using the institutional recovery key using 
FileVaultMaster.keychain.



fdesetup overview
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fdesetup allows FileVault 2 administration from the command line and 
solves all of those problems with its various functions. It will turn on 
FileVault 2 encryption using a variety of options, disable encryption, 
allow addition and removal of FileVault 2 enabled users from the 
command line, supply a current list of authorized users, provide 
encryption status and much more.



fdesetup commands

fdesetup enable
fdesetup disable
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fdesetup remove
fdesetup changerecovery
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fdesetup removerecovery
fdesetup sync
fdesetup authrestart

fdesetup has a number of verbs associated with it. The ones that may 
be most commonly used in Mavericks are enable, disable, add, list, 
remove, changerecovery, removerecovery, sync and authrestart.



fdesetup enable
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Activates FileVault 2 Encryption
Can set FileVault 2 encryption to use: 

Individual alphanumeric recovery key

Institutional recovery key using 
FileVaultMaster.keychain

Both kinds of recovery key simultaneously

Can enable multiple user accounts at time 
of encryption activation
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fdesetup is amazingly flexible when it comes to enabling FileVault 2 
encryption from the command-line. 



fdesetup enable
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Keysudo fdesetup enable

To start with the simplest method, you would run the command shown 
on the screen to enable FileVault 2 encryption. Next, you'll be prompted 
for the username and password of the user you want to authorize, which 
is the account you want to have appear at the FileVault 2 pre-boot login 
screen once the encryption is turned on. If everything's working properly, 
you'll next be given an alphanumeric personal recovery key and 
prompted to restart.

One thing that's very important to know is that the personal recovery key 
is not saved anywhere. You will need to make a record of it when it’s 
displayed or you will not have it later.



fdesetup enable -user
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Keysudo fdesetup enable -user username -usertoadd username

You can also enable additional user accounts at the time of encryption, 
as long as the accounts are either local or mobile network accounts. 
You would run the command as shown on the screen and specify the 
accounts you want. As part of this, you will be prompted for the 
account passwords.

 After that, you'll be given an alphanumeric personal recovery key and 
prompted to restart. All of the accounts specified should appear at the 
FileVault 2 pre-boot login screen.



fdesetup enable -inputplist
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Note: All account passwords need to be supplied in cleartext.

For those who want to automate the process, fdesetup supports 
importing a property list file via standard input (stdin). The plist file 
needs to follow the format shown up on the screen and more users can 
be added as needed by appending new user information under the 
AdditionalUsers plist key. 



fdesetup enable -inputplist
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Keysudo fdesetup enable -inputplist < plistfile.plist

Once the plist has been set up, you would run the command shown on 
the screen to enable FileVault 2 encryption and reference the 
information in the plist file.

Since the accounts and passwords are in the plist file, fdesetup does 
not need to prompt for passwords. Instead, the alphanumeric personal 
recovery key is displayed and the user is prompted to restart. All of the 
accounts specified in the plist file should appear at the FileVault 2 pre-
boot login screen.



fdesetup enable -defer

Password

Wrapped
Key-

encrypting
Key

Bulk
Decryption

Key

Encryption
Unlocks;
OS boots

PBKDF2
Derived

Key

To avoid the need to enter a password, fdesetup also has a defer flag that can be used 
with the enable verb to delay enabling FileVault 2 until after the user logs out. With the 
defer flag, the user will be prompted for their password at their next logout. The 
recovery key information is not generated until the user password is obtained, so the 
defer option requires a file location where this information will be written to as a plist 
file. 

The plist file will be created as a root-only readable file and contain information 
similar to what's shown on the screen. For security reasons, this plist file should not 
stay on the encrypted system. It should be copied to a safe location and then securely 
deleted from the system.



fdesetup enable -defer
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Keysudo fdesetup enable -user username -defer plistfile.plist

If you have a particular user account that you want to enable, you 
would run the command shown on the screen to defer enabling 
FileVault 2 and specify the account you want.



fdesetup enable -defer
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Keysudo fdesetup enable -defer plistfile.plist

If you don't want to specify the account, you would use the command 
shown on the screen. If there is no account specified, then the current 
logged-in user will be enabled for FileVault 2. If there is no user 
specified and no users are logged in when the command is run, then 
the next user that logs in will be chosen and enabled. 



fdesetup enable -defer
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On logout, the user will be prompted to enter their account password. 
Once entered, FileVault 2 will be enabled and the recovery information 
plist file will be created. Once the enabling process is complete, the 
Mac will restart.

An important thing to keep in mind about the defer option is that it 
enables one single user account at the time of turning on FileVault 2 
encryption. The defer option does not enable multiple user accounts 
and cannot be used to enable accounts once FileVault 2 encryption has 
been turned on.



fdesetup enable -defer
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Since this can be something that’s better shown than explained, lets 
take a look at how the defer process works.



fdesetup enable -keychain
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Keysudo fdesetup enable -keychain

Another capability of FileVault 2 in Mavericks is the ability to use the 
alphanumeric personal recovery key, an institutional recovery key using 
FileVaultMaster.keychain, or both kinds of recovery key at the same time. 

As seen in the earlier examples, fdesetup will provide the alphanumeric 
personal recovery key by default. To use the institutional recovery key, the -
keychain flag needs to be used as shown on the screen. The alphanumeric 
personal recovery key is displayed, but the encryption will also use the 
FileVaultMaster.keychain institutional recovery key. In case recovery is needed, 
either recovery key will work to unlock or decrypt the encrypted drive.



fdesetup enable -keychain

Password

Wrapped
Key-

encrypting
Key

Bulk
Decryption

Key

Encryption
Unlocks;
OS boots

PBKDF2
Derived

Keysudo fdesetup enable -keychain -norecoverykey

If you want to specify that only the FileVaultMaster keychain be used, 
both the -keychain and -norecoverykey flags need to be used when 
enabling encryption



fdesetup enable -certificate
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Keysudo fdesetup enable -certificate cert.cer

fdesetup is also capable of creating a FileVaultMaster keychain and 
automatically storing it in /Library/Keychains. To do this, an existing 
FileVault 2 public key needs to be available as a DER encoded 
certificate file. Once that's available, the command shown on the screen 
will enable FileVault 2, automatically create the institutional recovery 
key with the supplied certificate file and store it as /Library/Keychains/
FileVaultMaster.keychain



fdesetup enable -certificate
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Let’s take a look at how you would create a DER encoded certificate file 
from an existing public key. In this case, we’re assuming that there is 
not a pre-existing recovery key so we’ll be creating one with the create 
FileVaultMaster keychain tool.



fdesetup enable -certificate
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Keysudo fdesetup enable -certificate cert.cer -norecoverykey

To specify that only the FileVaultMaster keychain be used as the 
recovery key, you would add the norecoverykey flag to the command.



fdesetup enable -inputplist with public key data

Note: All account passwords need to be supplied in cleartext.

It is also possible to include the public key data in a plist file, which 
allows the use of a plist to set up the institutional recovery key. The 
plist needs to follow the format shown on the screen.



fdesetup enable -inputplist with public key data

base64 /path/to/filename.cer > /path/to/filename.txt

Using the public key’s DER encoded certificate file, the public key data 
for the plist can be obtained using the base64 tool by using the 
command shown on the screen to export the data to a text file.



fdesetup enable -inputplist with public key data

Note: All account passwords need to be supplied in cleartext.

You would then add the exported data from the text file into the 
Certificate key of the plist.



fdesetup enable -forcerestart
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Keysudo fdesetup enable -inputplist < /path/to/filename.plist -
norecoverykey -forcerestart

Along with the various options for enabling, it's also possible to force a restart 
of the Mac once FileVault 2 has been successfully configured. This can help 
automate the process of enabling FileVault 2 on a Mac if no input from a 
logged-in user is needed. 

For example, an organization may want to pre-configure its Macs to 
automatically encrypt with FileVault 2 at first boot with a local admin account 
enabled. It also wants to use only the institutional recovery key. If a plist with 
the desired account information and public key data to create the institutional 
recovery key is available, the command shown on the screen could be run to 
enable FileVault 2 and force a restart at the first boot.
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Since this combines three different enable options, let’s take a look at 
how it works when you run that command to automatically encrypt. In 
this case, I’m going to be enabling three accounts via a plist file and 
setting the institutional key as the sole recovery key.



fdesetup enable -forcerestart
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Keysudo fdesetup enable -inputplist < /path/to/filename.plist -
outputplist > /path/to/recoverykeyinfo.plist –forcerestart

If you want to use the alphanumeric personal recovery key with -
forcerestart, the personal recovery key can be exported into a plist file. 
Taking the example shown on the screen, the institution’s automated 
setup would run the following command to automatically encrypt with 
FileVault 2 at first boot using both types of recovery key and a local 
admin account enabled.



fdesetup disable
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Disables FileVault 2 encryption

In contrast to all of the various options available for enabling FileVault 
2 using fdesetup, the command to turn off FileVault 2 encryption is 
fdesetup disable. There are no additional flags associated with this 
command.



fdesetup add
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Once the Mac has been fully encrypted with FileVault 2, you can add 
additional users using fdesetup. To do so, you will need to provide the 
password of a previously enabled account as well as the password of 
the account you want to add.



fdesetup add -usertoadd
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Keysudo fdesetup add -usertoadd username

The command shown on the screen will enable a specified user on this 
encrypted Mac. The initial password prompt can be the password of 
any account on the Mac that’s already been enabled for use with 
FileVault 2.



fdesetup add -inputplist
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Note: All account passwords need to be supplied in cleartext.

For those who want to automate the process, fdesetup also supports 
importing a plist file via standard input (stdin). The plist needs to 
follow the format shown up on the screen.
 
 When adding additional users using a plist file, the top level Username 
key is ignored, and the Password key value should either be an existing 
FileVault user's password or the personal recovery key. Additional users 
can be added as needed by adding additional user information under 
the AdditionalUsers plist key.



fdesetup add -inputplist
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Keysudo fdesetup add -inputplist /path/to/plistname.plist

Once the plist has been set up, you can run the command shown on 
the screen to add additional users by referencing the account 
information in the plist file.
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To list all accounts enabled for FileVault 2, fdesetup includes the list 
verb.



fdesetup list
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Keysudo fdesetup list

To get a list of all FileVault 2 enabled accounts on your Mac, you would 
run the command shown on the screen. All enabled accounts will be 
listed with both the accounts' username and UUID.



fdesetup remove
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To remove accounts from the list of FileVault 2 enabled accounts, 
fdesetup includes the remove verb. You can remove users by using 
either the username or the account's UUID. 



fdesetup remove -user
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Keysudo fdesetup remove -user username

To remove the account by username, you would run the command as 
shown on the screen and provide the account’s username.



fdesetup remove -uuid
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Keysudo fdesetup remove -uuid uuid_here

To remove the account using the UUID, you would run the command as 
shown on the screen and provide the account’s UUID.



fdesetup changerecovery
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fdesetup in Mavericks adds the new ability to change, add and remove 
both personal and institutional recovery keys. This gives Mac admins 
much greater ability to manage recovery keys, including the capability 
to quickly update or remove compromised personal or institutional 
recovery keys in the event of a data breach or other problem.



fdesetup changerecovery -personal
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Keysudo fdesetup changerecovery -personal

To change to a new personal key, you would run the command shown 
on the screen. You’ll be prompted for the password of an existing 
FileVault 2-enabled user or an existing personal recovery key. Once 
entered, a new personal recovery key will be generated and displayed. 
The former personal recovery key will no longer work.



fdesetup changerecovery -personal -inputplist

Password

Note: All account passwords need to be supplied in cleartext.

For those who want to automate the process, fdesetup supports 
importing a properly formatted plist via standard input. The plist needs 
to follow the format shown on the screen. You would store either the 
password of an existing FileVault 2-enabled user or the existing 
personal recovery key in the Password key in the plist.



fdesetup changerecovery -personal -inputplist

Password

Note: All keychain passwords need to be supplied in cleartext.

If applicable, you can also import a plist which references a keychain 
containing the public and private key for an institutional recovery key. 
For the KeychainPath key, you will need to provide the file path to the 
keychain as the plist value and for the KeychainPassword key, you will 
need to provide the password that unlocks that keychain.



Using KeychainPath and KeychainPassword in plists

Password

One thing to know about using the KeychainPath and 
KeychainPassword keys in a plist file is the fdesetup man page notes 
that KeychainPath only works with certain commands. Regrettably, it 
doesn’t mention which commands those are, so I did some testing to 
find out. As of OS X 10.9.4, it appears that you can leverage 
KeychainPath and KeychainPassword with the following two commands:

fdesetup changerecovery
fdesetup removerecovery



fdesetup changerecovery -personal -inputplist
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sudo fdesetup changerecovery -personal 

-inputplist < /path/to/filename.plist

To change to a new personal key, you would run the command shown 
on the screen to reference the information in the plist file and change 
to a new personal recovery key. The former personal recovery key will 
no longer work.

In the event that the Mac in question does not have a personal recovery 
key, running the described commands will add a personal recovery key 
instead of changing an existing one.



fdesetup changerecovery -personal -key
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sudo fdesetup changerecovery -personal -key /path/to/

recovery.keychain

The changerecovery function also allows the use of an institutional 
keychain to authorize the generation of a new personal recovery key. 
The institutional keychain would need to have both the private and 
public keys inside.

To do this, you would run the command as shown on the screen. You’ll 
be prompted for the password to unlock the institutional recovery 
keychain. Once that password is provided, a new personal recovery key 
will be generated and displayed.



fdesetup changerecovery -personal -key -outputplist
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sudo fdesetup changerecovery -personal -key /path/to/

recovery.keychain -outputplist > /path/to/
new_recovery_key.plist 

fdesetup can also export the recovery key to a plist file by using the 
outputplist flag. To generate a new personal recovery key and have it 
exported to a plist, you would run the command shown on the screen.



fdesetup changerecovery -personal -key -outputplist
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The exported plist should contain information similar to what’s shown 
on the screen and store the new personal recovery key in the 
RecoveryKey value.



fdesetup changerecovery -institutional
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sudo fdesetup changerecovery -institutional 

-certificate /path/to/filename.cer

To change to a new institutional recovery key, you will need to have the new public key available. If 
you have a new institutional public key available as a DER encoded certificate file, you can run the 
command shown on the screen to replace the current institutional key.

If an institutional keychain is being used on this Mac, you will see a message that an existing 
FileVault Master keychain was found and moved. The reason for this is that, as part of this process, 
the current institutional key’s FileVaultMaster keychain is replaced with a new FileVaultMaster 
keychain that includes the new institutional recovery key’s public key.

While the former institutional key’s FileVaultMaster keychain was moved and not deleted from the 
Mac, the former institutional recovery key will no longer work.



fdesetup changerecovery -institutional
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sudo fdesetup changerecovery -institutional -keychain

-certificate /path/to/filename.cer 
-key /path/to/filename.keychain

You can also use the current institutional recovery key to authenticate 
the change to the new institutional key. If you have a keychain file 
available containing both the public and private keys for the current 
institutional key, you can run the command shown on the screen to 
enable the change to the new institutional key. 

As part of this process, you’ll be prompted for the keychain password 
for the institutional key that’s being replaced. Once entered, the 
current institutional key will be replaced with the new one.



fdesetup changerecovery -institutional -inputplist

Note: All account passwords need to be supplied in cleartext.

For those who want to automate the process, fdesetup also supports 
importing a plist via standard input. You would store either the 
password of an existing FileVault 2-enabled user or an existing 
personal recovery key in the Password key and have the public key data 
stored in the Certificate key of the plist.



fdesetup changerecovery -institutional -inputplist

Note: All keychain passwords need to be supplied in cleartext.

You can also use a plist which references a keychain containing the 
public and private key of the current institutional key. For the 
KeychainPath key, you will need to provide the file path to the keychain 
as the plist value, for the KeychainPassword key, you will need to 
provide the password that unlocks that keychain, and store the public 
key data in the Certificate key.



fdesetup changerecovery -institutional -inputplist
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sudo fdesetup changerecovery -institutional 

-inputplist < /path/to/filename.plist

To change to a new institutional key, you would run the command 
shown on the screen to reference the information in the plist file and 
change to a new institutional recovery key. Once changed, the former 
institutional recovery key will no longer work.

In the event that the Mac in question does not have a institutional key, 
running the previously described commands will add a institutional key 
instead of changing an existing one.



fdesetup removerecovery
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Removes the current 
institutional or personal 
recovery key

To remove recovery keys, fdesetup includes the removerecovery verb. 
You can remove the personal recovery key or the institutional recovery 
key. Once removed, the recovery keys will no longer work. 

One thing to note is that you can also use this command to remove all 
of the current recovery keys associated with your encrypted Mac. Once 
the recovery keys have been removed from your Mac, only FileVault 2-
enabled accounts will be able to unlock or decrypt it.



fdesetup removerecovery -personal

Password

Wrapped
Key-

encrypting
Key

Bulk
Decryption

Key

Encryption
Unlocks;
OS boots

PBKDF2
Derived

Keysudo fdesetup removerecovery -personal

To remove an existing personal key, run the command shown on the 
screen. You’ll be prompted for the password of an existing FileVault 2-
enabled user or the existing personal recovery key. Once entered, the 
personal recovery key will be removed from the system.



fdesetup removerecovery -personal -inputplist

Password

Note: All account passwords need to be supplied in cleartext.

For those who want to automate the process, fdesetup also supports 
importing a plist via standard input. The plist needs to follow the 
format shown on the screen, with the password of an existing FileVault 
2-enabled user or the existing personal recovery key stored in the 
Password key in the plist.



fdesetup removerecovery -personal -inputplist

Password

Note: All keychain passwords need to be supplied in cleartext.

If applicable, you can also use a plist which references a keychain 
containing the public and private key for an institutional recovery key. 
For the KeychainPath key, you will need to provide the file path to the 
keychain as the plist value and for the KeychainPassword key, you will 
need to provide the password that unlocks that keychain.



fdesetup removerecovery -personal -inputplist
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sudo fdesetup removerecovery -personal 

-inputplist < /path/to/filename.plist

To remove the existing personal key, you would run the command 
shown on the screen to reference the information in the plist file and 
remove the current personal recovery key.



fdesetup removerecovery -institutional
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Keysudo fdesetup removerecovery -institutional

To remove an existing institutional key, run the command shown on 
the screen. You’ll be prompted for the password of an existing 
FileVault 2-enabled user. You can also use an existing personal 
recovery key if applicable.



fdesetup removerecovery -institutional -keychain
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sudo fdesetup removerecovery -institutional -keychain

-key /path/to/filename.keychain

You can also use the current institutional recovery key to authenticate 
the removal of itself. If you have a keychain file available containing 
both the public and private keys for the current institutional key, you 
can run the command shown on the screen to remove the current 
institutional key. You’ll be prompted for the keychain’s password. Once 
entered, the current institutional key will be removed and will no longer 
work.



fdesetup removerecovery -institutional -inputplist

Password

Note: All account passwords need to be supplied in cleartext.

For those who want to automate the process, fdesetup also supports 
using a plist to remove the institutional key. You would store either the 
password of an existing FileVault 2-enabled user or an existing 
personal recovery key in the Password key in the plist.



fdesetup removerecovery -institutional -inputplist

Password

Note: All keychain passwords need to be supplied in cleartext.

You can also use a plist which references a keychain containing the 
public and private key of the institutional recovery key that you want to 
remove. For the KeychainPath key, you will need to provide the file path 
to the keychain as the plist value and for the KeychainPassword key, 
you will need to provide the password that unlocks that keychain.



fdesetup sync
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Compares directory service 
account information with 
Mac’s list of FileVault 2 
enabled accounts

Removes users that have been removed 
from the directory service.
Does not add directory service accounts 
to list of FileVault 2 enabled accounts.

fdesetup also has the sync verb, which allows FileVault 2 to check with the 
Mac's directory service and see which accounts have been changed. Its main use 
currently is to automate the disabling of FileVault 2-enabled accounts by 
checking the directory service to see which accounts have been removed. If an 
account has been removed from the directory service, running fdesetup sync on 
an encrypted Mac will automatically remove the account from the list of 
FileVault 2 enabled accounts. The sync only affects the account’s FileVault 2 
status and will not remove the account or account home folder from the Mac.

One important thing to know is that sync does not allow accounts to be 
automatically added, only removed.



fdesetup authrestart
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fdesetup authrestart will allow a one-time restart of a FileVault 2-
encrypted Mac which goes to the regular login window instead of the 
FileVault 2 pre-boot login screen.

As this is something that's best shown, here’s what happens when 
"fdesetup authrestart" is executed on a  Mac running Mavericks that's 
encrypted with FileVault 2 . When you run the command, it asks for a 
password or recovery key. The password must be an account that has 
been enabled for FileVault 2. After that, it puts an unlock key in system 
memory and reboots. On reboot, the reboot process automatically clears 
the unlock key from memory.



fdesetup authrestart -inputplist

Password

Note: All account passwords need to be supplied in cleartext.

For those who want to automate the process, fdesetup also supports 
using a plist to authenticate the authrestart process. You would store 
either the password of an existing FileVault 2-enabled user or an 
existing personal recovery key in the Password key in the plist.



fdesetup authrestart -inputplist

sudo fdesetup authrestart -inputplist < /path/to/filename.plist

To run authrestart this way, you would run the command shown on the 
screen to reference the information in the plist file. The authrestart 
process will authenticate and then reboot the machine.



fdesetup authrestart -key

sudo fdesetup authrestart -key /path/to/filename.keychain

Apple Bug Report ID: 17423687

http://openradar.appspot.com/radar?id=6385064946434048

According to the fdesetup man page, you can also authenticate using a 
keychain and you would run the command shown on the screen to do 
this. However, as of 10.9.4, this particular function does not appear to 
be working properly and I’ve filed a bug report with Apple about it. If 
you want to also file a bug report on this, please submit it at 
bugreport.apple.com and reference the ID number on the screen when 
submitting your report.

I’ve also got the details of my bug report posted at Open Radar, 
available from the link below the bug ID.



FileVault 2 Management 
Solutions Using fdesetup

There are a number of FileVault 2 management solutions that use 
fdesetup to manage FileVault 2, available from JAMF Software, Dell and 
open source projects.



Name Supported 
OSs

Recovery 
Key 

Support
Vendor

Cauliflower 
Vest 10.7.x -10.9.x Individual Open 

Source

The Casper 
Suite 10.8.x -10.9.x

Individual 
and 

Institutional
JAMF 

Software

Dell Data 
Protection | 
Encryption

10.7.x -10.9.x Institutional Dell

Crypt 10.8.x -10.9.x Individual Open 
Source

FileVault 
Setup.app 10.8.x -10.9.x

Individual 
and 

Institutional
Open 

Source

The grid shows  a listing of the management solutions that I’ve worked 
with that utilize fdesetup. All have their strengths, so I recommend 
evaluating them carefully to find the one that meets your needs. This is 
also not a comprehensive list; there’s even more out there.



fdesetup = FileVault 2 multi-tool
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fdesetup is a Swiss Army knife for managing FileVault 2. It can enable 
FileVault 2, add and remove users, report on FileVault 2's status, rotate 
recovery keys and more. If you're managing FileVault 2 encryption in 
your own environment, I recommend using this tool. Properly used, it 
will save you time and give encryption options available with no other 
software.



Additional information
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If you want more information about managing 10.9’s FileVault 2 with 
fdesetup, I recommend checking out the October 2013 issue of 
MacTech. It’s available via the MacTech iPad app and print copies 
should be available for ordering.



Additional information
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For more general information on FileVault 2, Apple has released a white 
paper that describes best practices for deploying FileVault 2 on OS X 
Lion. Because it is focused on Lion, it does not cover fdesetup but it 
does include a lot of interesting technical detail on how FileVault 2 
works.



FileVault 2 talk videos
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Penn State MacAdmins 2013 - http://youtu.be/fsxtNHj_lY8

MacSysAdmin 2013 - http://docs.macsysadmin.se/
2013/2013doc.html

JAMF National User Conference 2013 - http://www.youtube.com/
watch?v=ySYs_z_DYiU

This talk has covered just fdesetup but more information about FileVault 
2 is available from other talks that I’ve given. The video links for these 
talks are available here.



Links
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Apple Best Practices for Deploying FileVault 2 - http://training.apple.com/osx
Managing Mavericks’ FileVault 2 with fdesetup: http://
derflounder.wordpress.com/2013/10/22/managing-mavericks-filevault-2-with-
fdesetup/
Using a FileVault 2 institutional recovery key in Mavericks to generate an 
individual recovery key: http://derflounder.wordpress.com/2013/12/20/using-
a-filevault-2-institutional-recovery-key-in-mavericks-to-generate-an-
individual-recovery-key/
Referencing a FileVault 2 institutional recovery key as part of an fdesetup plist file 
in Mavericks: http://derflounder.wordpress.com/2014/07/05/referencing-a-
filevault-2-institutional-recovery-key-as-part-of-an-fdesetup-plist-file-in-
mavericks/
Enabling users for FileVault 2 with a non-enabled admin user does not work in 
Mavericks: http://derflounder.wordpress.com/2013/10/24/enabling-users-for-
filevault-2-with-a-non-enabled-admin-user-does-not-work-in-mavericks/
Disabling FileVault 2 with fdesetup on Mountain Lion and Mavericks: http://
derflounder.wordpress.com/2014/03/22/disabling-filevault-2-with-fdesetup-
on-mountain-lion-and-mavericks/
Macs that support authenticated restart with FileVault: http://support.apple.com/
kb/HT6116

Here’s some useful links for FileVault 2 and fdesetup, including links to 
some topics not discussed as part of today’s talk.
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KeyPDF available from the 
following link:

http://tinyurl.com/PSUMac2014PDF

Keynote slides available 
from the following link:

http://tinyurl.com/PSUMac2014key

Feedback link: http://j.mp/psumac46

As mentioned earlier, here are the download links for this talk. It’s 
available in PDF format with the speakers notes and you can also 
download the Keynote slides with all of the speakers notes and 
demos.


