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• Open Source

• Public discussions

• Accessible developers 

• Unix philosophy:

• Small tools that do one thing

• Text input/text output

• Open formats

• Text logging









#!/usr/bin/env python
# encoding: utf-8
"""
managedinstallslib.py

Created by Greg Neagle on 2008-11-18.
Copyright (c) 2008 Walt Disney Animation Studios. All rights reserved.

Common functions used by the managedinstalls tools.
"""

import sys
import os
import plistlib
import urllib2
import urlparse
import time
import calendar
import subprocess
import tempfile
import shutil
from xml.dom import minidom

#####################################################
# managed installs preferences/metadata
#####################################################

def getManagedInstallsPrefs():
    # define default values

#!/usr/bin/env python
# encoding: utf-8
"""
makecatalogitem.py

Created by Greg Neagle on 2008-11-25.
Creates a managed install catalog item plist given an Installer item:
a .pkg, a .mpkg, or a .dmg containing a .pkg or .mpkg
at the root of the mounted disk image.

You may also pass additional items that are installed by the package. These
are added to the 'installs' key of the catalog item plist and are used when 
processing the catalog to check if the package needs to be installed or 
reinstalled.

The generated plist is printed to STDOUT.

Usage: makecatalogitem /path/to/package_or_dmg [-f /path/to/item/it/installs ...]
"""

import sys
import os
import re

#!/usr/bin/env python
"""
installomatic
Tool to automatically install pkgs, mpkgs, and dmgs
(containing pkgs and mpkgs) from a defined folder. Intended
to be run as part of a logout hook, but can be run manually
"""

import os
import subprocess
import sys
import time
import plistlib
import optparse
import managedinstalls

def log(message):
    global logdir
    logfile = os.path.join(logdir,'install.log')
    f = open(logfile, mode='a', buffering=1)
    if f:
        print >>f, time.ctime(), message
        f.close()

def countinstallcandidates(dirpath):
    """
    Counts the number of pkgs, mpkgs, and dmgs
    in dirpath
    """





munki





https://code.google.com/p/munki







Radmind influences



Radmind influences
•Open source
•UNIX philosophy

•Small tools that do one thing 
(managedsoftwareupdate, makepkginfo, makecatalogs)

•Text files for configuration data 
(manifests, catalogs)

•Logging
•Desired state



Radmind influences
•File system diffs/repackaging

•Get filesystem into known state
• Install new software or make config change
•Scan filesystem for changes
•Edit transcript of changes
•Upload transcript and files to server



Radmind influences
•File system diffs/repackaging

•Pros:
•Worked with any type of installer

•Cons:
•You were essentially repackaging everything
•Could not guarantee that radmind was accurately 
reproducing the vendor-provided installer



Radmind influences
•File system diffs/repackaging



Code Evolution
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GUI Evolution













Steve Küng
Zürich, Switzerland



Commercial adoption













Community contributions



Client Authentication



Client certificate authentication

Brian Warsing
Vancouver, Canada

https://github.com/munki/munki/wiki/Using-Munki-With-SSL-Client-Certificates



Web request code



"Native" web request code

Michael Lynn (aka frogor)
Washington (State), USA

• Helped with the move from curl 
to Cocoa's NSURLConnection 
and NSURLSession


• Lots of PyObjC advice and 
help

https://github.com/munki/munki/blob/main/code/client/munkilib/gurl.py



Munki and the Cloud



Web request middleware

Wade Robson
Vancouver, Canada

• Opened the door to using 
cloud providers for Munki 
repos

https://github.com/munki/munki/wiki/Middleware



Munki and FileVault



Authorized Restarts

Wesley Whetstone
San Francisco, USA

https://github.com/munki/munki/wiki/Authorized-Restarts



A GUI for Munki



MunkiAdmin

Hannes Juutilainen
Jyväskylä, Finland

https://github.com/hjuutilainen/munkiadmin









https://github.com/hjuutilainen/munkiadmin



Web Consoles



Web Consoles
Jordan Raine
Vancouver, Canada

MunkiServer
https://github.com/munkiserver/munkiserver

Per Olofsson
Gothenburg, Sweden

MunkiReport
<no longer available>

Arjen van Bochoven
Amsterdam, Netherlands

MunkiReport-PHP
https://github.com/munkireport/munkireport-php

Graham Gilbert
London, UK (at the time!)

Sal
https://github.com/salopensource/sal



Arjen van Bochoven
Amsterdam, Netherlands

MunkiReport-PHP
https://github.com/munkireport/munkireport-php

Graham Gilbert
London, UK (at the time!)

Sal
https://github.com/salopensource/sal

Reporting



https://github.com/munkireport/munkireport-php



https://github.com/salopensource/sal





MacOps 
(circa 2011)

Justin McWilliams Ed Eigerman

John Randolph Ed Marczak Clay Caviness



https://github.com/munki/munki/wiki/Pkginfo-Files#force-install-after-date





AutoPkg
https://github.com/autopkg/autopkg



AutoPkg

Tim Sutton
Québec

Per Olofsson
Gothenburg, Sweden

Nick McSpadden
San Francisco, USA

Elliot Jordan
Seattle, USA

https://github.com/autopkg/autopkg



To: Greg.Neagle@disneyanimation.com
Subject: autopkg run results
Date: Wed, 19 Jul 2023 07:37:36 -0700 (PDT)

The following packages were built:
    Identifier                                Version  Pkg Path                                                                        
    ----------                                -------  --------                                                                        
    com.github.autopkg.cgerke-recipes.AWSCLI  1.29.5   /Users/admin/Library/AutoPkg/Cache/local.munki.AWSCLI/AWSCLI-1.29.5.pkg  

The following new items were imported into Munki:
    Name           Version               Catalogs    Pkginfo Path                                       Pkg Repo Path                                    Icon Repo Path  
    ----           -------               --------    ------------                                       -------------                                    --------------  
    AWSCLI         1.29.5                production  developer/AWSCLI-1.29.5.plist                      developer/AWSCLI-1.29.5.pkg                                      
    Blender        3.6.1                 production  apps/Blender/Blender-3.6.1.plist                   apps/Blender/Blender-3.6.1.dmg                                   
    GoogleChrome   115.0.5790.98         testing     apps/GoogleChrome-115.0.5790.98.plist              apps/GoogleChrome-115.0.5790.98.dmg                              
    MSOutlook2019  16.75.23071400        testing     apps/Microsoft/MSOutlook2019-16.75.23071400.plist  apps/Microsoft/MSOutlook2019-16.75.23071400.pkg                  
    Spotify        1.2.16.947.gcfbaa410  production  apps/Spotify-1.2.16.947.gcfbaa410.plist            apps/Spotify-x86_64-1.2.16.947.gcfbaa410.dmg                     
    Spotify        1.2.16.947.gcfbaa410  production  apps/Spotify-1.2.16.947.gcfbaa410__1.plist         apps/Spotify-arm64-1.2.16.947.gcfbaa410.dmg           



More



Henry Stamerjohann 
Hamburg, Germany

Zentral

Sam Keeley
Chicago, USA

UnattendedAppleUpdates

Christopher Grande
Connecticut, USA

CSS/HTML work for MSC

More
Rob Middleton
Sydney, Australia

Code review

Tom Bridge
Washington, DC, USA

Munki-in-a-box

Allister Banks
Tokyo, Japan

Wiki improvements



Eric Holtam
Texas, USA

manifestutil improvements

Marko Jung
Oxford, UK

Mañana

Ben Goodstein
Oxford, UK

Munki-Rebrand, Mañana

And More...

Ben Toms
London(ish), UK

jamJAR

Alan Siu
Los Angeles, USA

Wiki; end-user support

Joaquín Cabrerizo Egea
Spain

MSC localizations



The Present



Munki 6.3.2



Staging macOS Installers

https://github.com/munki/munki/wiki/Staging-macOS-Installers



https://github.com/munki/munki/wiki/Staging-macOS-Installers



Default Installs

https://github.com/munki/munki/wiki/Default-Installs



Managed Installs Optional Installs

•Chosen by admin

•User has no control

•User cannot remove

•User can choose to install

•User has control

•User can remove

https://github.com/munki/munki/wiki/Default-Installs



Managed Installs Optional Installsvs

https://github.com/munki/munki/wiki/Default-Installs



<key>managed_installs</key>
<array>

<string>MSExcel2019</string>
<string>MSOneNote2019</string>
<string>MSOutlook2019</string>
<string>MSPowerPoint2019</string>
<string>MSWord2019</string>

</array>



<key>default_installs</key>
<array>

<string>MSExcel2019</string>
<string>MSWord2019</string>

</array>
<key>optional_installs</key>
<array>

<string>MSExcel2019</string>
<string>MSOneNote2019</string>
<string>MSOutlook2019</string>
<string>MSPowerPoint2019</string>
<string>MSWord2019</string>

</array>



https://github.com/munki/munki/wiki/Default-InstallsDefault installs



Transparency, Consent, and Control

TCC



Privacy Preferences Policy Control

PPPCMDM TCC



TCC



TCC





App Management TCC









2023-01-25 09:15:40-06 SERIAL installer[14136]: 
install:didFailWithError:Error Domain=PKInstallErrorDomain Code=120 "An 
unexpected error occurred while moving files to the final destination." 
UserInfo={NSUnderlyingError=0x6000024327c0 {Error 
Domain=NSPOSIXErrorDomain Code=1 "Operation not permitted"}, 
NSLocalizedDescription=An unexpected error occurred while moving files 
to the final destination.,



macOS Ventura
App Management TCC 

can partially break Munki



So what's the fix?



So what's the fix?

Munki          









/usr/local/munki/managedsoftwareupdate



#!/usr/local/munki/munki-python
# encoding: utf-8
#
# Copyright 2009-2023 Greg Neagle.
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      https://www.apache.org/licenses/LICENSE-2.0
"""
managedsoftwareupdate
"""

https://www.apache.org/licenses/LICENSE-2.0


munki-python



A compiled wrapper



<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://
www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>

<key>AbandonProcessGroup</key>
<true/>
<key>Label</key>
<string>com.disneyanimation.autopkg_run</string>
<key>ProgramArguments</key>
<array>

<string>/Users/admin/tools/fudo</string>
<string>/Users/admin/tools/run_autopkg.sh</string>

</array>

Compiled wrapper binary



<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://
www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>

<key>AbandonProcessGroup</key>
<true/>
<key>Label</key>
<string>com.disneyanimation.autopkg_run</string>
<key>ProgramArguments</key>
<array>

<string>/Users/admin/tools/fudo</string>
<string>/Users/admin/tools/run_autopkg.sh</string>

</array>

Compiled wrapper binary





Kory Prince
@korylprince

Somewhere, USA (I think)



https://www.qt.io/blog/the-curious-case-of-the-responsible-process





$ file /usr/local/munki/managedsoftwareupdate 
/usr/local/munki/managedsoftwareupdate: Mach-O universal binary with 2 architectures: 
[x86_64:Mach-O 64-bit executable x86_64] [arm64:Mach-O 64-bit executable arm64]
/usr/local/munki/managedsoftwareupdate (for architecture x86_64):

Mach-O 64-bit executable x86_64
/usr/local/munki/managedsoftwareupdate (for architecture arm64):

Mach-O 64-bit executable arm64





Nate Walck Erik Gomez

https://macadmins.io

Pennsylvania, USA Texas, USA

Mac Admins Open Source



https://github.com/macadmins/munki-builds/releases



bash-3.2$ codesign -dr - /usr/local/munki/managedsoftwareupdate 
Executable=/usr/local/munki/managedsoftwareupdate
designated => identifier munkishim and anchor apple generic and certificate 
1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate 
leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate 
leaf[subject.OU] = T4SK8ZXCXG

bash-3.2$ pkgutil --check-signature ~/Downloads/munkitools-6.3.1.4580.pkg
Package "munkitools-6.3.1.4580.pkg":
   Status: signed by a developer certificate issued by Apple for distribution
   Notarization: trusted by the Apple notary service
   Signed with a trusted timestamp on: 2023-05-02 16:20:44 +0000
   Certificate Chain:
    1. Developer ID Installer: Mac Admins Open Source (T4SK8ZXCXG)
       Expires: 2028-02-09 02:34:05 +0000
       SHA256 Fingerprint:
           B1 06 B6 26 DA 3B A8 48 34 F3 DF D2 CC 5E AC 03 91 31 05 3F A9 A2 
           B7 BA 2A 5E 33 3C 3B 05 53 7A



Commercial adoption







One More Thing



The Future





Technical Future



Definites:
•React to macOS changes (technical, visual)

•Update Python

•Update Python modules

Maybes:
•Re-write command-line tools in Swift

•Drop all Apple update support

•???



Organizational Future





Organizational goals:
•Add at least one more owner by end of 2023
•Develop and recognize more "maintainers"



I want to contribute, but I'm not 
confident in my coding skills









Organizational goals:
•Add at least one more owner by end of 2023
•Develop and recognize more "maintainers"
•Clean up, reorganize and expand the wiki


•More "how-to" pages

•More links to complementary tools

•Get more people answering support questions

•munki-discuss

•MacAdmins Slack



Projects



Wiki











ducking



MWA2 modernization











• Migrate to Python 3

• Update open-source 

components
Component mwa2 version Latest version

Django 1.9.1 4.2.3

jQuery 1.11.3 3.7.0

jQueryUI 1.11.4 1.13.2

Bootstrap 3.3.6 5.3

DataTables 1.10.10 1.13.5

Ace 1.2.2(?) 1.23.3



munki-pkg



Michal Moravec
@MichalMMac
Czech Republic





Sterling Anderson
@strlng                     
Madison, WI, USA





You?



Thanks!



Links

https://tinyurl.com/3aabba46



Q&A


