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What I1s Okta Workflows?

It is an Okta-provided service that is an interface-driven platform for the
automation of business processes using a library of integrated third-party

applications and functions.

Comparable to Microsoft PowerAutomate
Cost for uses can vary and can be found here: https://www.okta.com/pricing

Workflows

Highly Confidential

Starter
Up to 5 flows at no cost for Okta customers

*Service protection limits apply

Unlimited
Starting at

Light Medium
Starting at

Starting at

per month

up to 50 flows up to 150 flows

Contact Us

*% BlueVVoyant



https://www.okta.com/pricing

Why Okta Workflows?

- Okta Workflows makes it easy to automate identity processes at

scal
ore-
oub

e — without writing code. Use if-this-then-that logic, Okta's
ouilt connector library, and the ability to connect to any
icly available API to enable anyone to innovate with Okta.

- If O

Kta IS your source of truth, it also helps to have all your points

of provisioning and deprovisioning managed by the same system
(when possible).
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When to use Okta Workflows?

Recommendations and best practices, ie if you can use Okta’s provisioning and de-provisioning
functions use those don’t reinvent the wheel

Customize Employee or Partner User Lifecycle: Manage complex group memberships
during onboarding or moves

Simplify IT Tasks: Identify inactive users and take action on their accounts, or generate audits
and reports on a schedule basis

Improve Security Posture: Take action on suspicious activity, lock a user’s device upon
offooarding, or configure flows to prevent account takeovers

Automate Time-Sensitive Use Cases: Leverage W orkflows low latency mode to power inline
hooks during authentication, or automate tasks such as token enrichment or SAML assertion

Send Automated Communications + Alerts: Send ad hoc or scheduled notifications through
preferred communication channels

Highly Confidential *® BlueVVoyant




Okta Workflows Requirements

- Access within Okta as well as
accompanying systems
Admin Access within Okta

Access to Okta Workflows in addition to
Okta Admin Access

API| Permissions for systems to integrate
-  Web-based so any OS can be used

- Dev Environments can be used for testing

» Supports Exporting and Importing Workflows
between environments
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Okta Workflow Limitations

Web app limits functionality
Network Outages
Okta Outages
No Scripts
No console
No language support
No direct ability to execute a script*
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Getting Started

Make a plan

Check out templates at
https://github.com/okta/workflows-templates

Expect that plan will change

Ensure it can be tested safely

Ensure it can be tested safely
Seriously...ensure it can be tested safely
Use service accounts

Highly Confidential
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Getting Started - Things We Like

Try Postman

Give you directtest to ensureyour APl commandswork and your account has
appropriate access, ruling out any potential issues with Okta Workflows

Communication

Alert your team that you’ve prepared an Okta Workflow and how it works. You
don’t want to create automation to replace manual tasks, and then have your
team still completethem manual

Documentation

We use Slack and Confluence. Slack for notifications and quick updates.
Confluenceto definethe specifics, including a timelineof our scheduled tasks
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Using native app connections

Currently 60 plus native
Connections

Each app varies in
authentication but most offer
guided setup

More apps are added on a
regular basis

Okta Support will assist with
configuring all native app
connections

Highly Confidential
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Using custom API connections

None native apps can be connected via API

Authentication Methods
- Basic
. Username and Password
. Custom
- Header Name and Header Value
- OAuth

. Authorize Path, Access Token
Path, Scope, Client ID, Client
Secret

- None

. Can be passed in the headers as
part of an API Call

Highly Confidential

Connection Nickname
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Interface Overview

When this happens > Then do this
& Add event Add app action
- Or -

Add function

Events, App Actions, and Functions

Highly Confidential
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Interface Overview

Okta Apps

L 2
e—

Schedule

All Apps

©

Airtable

Google
Calendar

Office 365
Mail

Smartsheet
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Helper Flow

Asana

Google Drive

e
s

Okta

Zendesk

API Endpoint

O

Box

e

Google
Sheets

O

OneDrive

?

Suggest an
app &

&{5

O

Delegated
Flow

L

Evident ID

HubSpot
CRM

Pager Duty

Excel Online

#

Jira

Proofpoint

Action

Freshservice

Jira Service
Management

Salesforce

O

Github

Marketo

ServiceNow

Gmail

Mixpanel

Slack
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Q [Bearch applications

O include test connectors

My Connected Apps

Google Drive Google Google
Sheets Workspace

cwgass #

Jamf Pro Office 365
Classic API Admin

All Apps

(A

Adobe User Advanced Airtable
Management Server...

aws
S—

Atlassian AWS Lambda AWS Multi-
Admin Acct Access

DataGrail Docusign Dropbox for
Business

Evident ID Freshservice

Github Google Google Cloud
Calendar Functions

Q. search actions

< Back 2 Jamf Pro Classic API

Add Computer to Static Computer Group
Add a Computer to a Static Computer Group in Jamf Pro.

Add Mobile Device to Static Mobile Device Group
Add a Mobile Device to a Static Mobile Device Group in Jamf Pro.

Add User to Static User Group
Add a User to a Static User Group in Jamf Pro.

Create Department
Create a department in Jamf Pro.

Create Static Computer Group
Create a Static Computer Group in Jamf Pro.

Create Static Mobile Device Group
Create a Static Mobile Device Group in Jamf Pro.

Create Static User Group
Create a static user group in Jamf Pro.

Create User
Create a User in Jamf Pro.

Custom API Action
Make an authenticated HTTP request to the Jamf Pro Classic API.

Delete Computer Group
Delete a Computer Group in Jamf Pro.

Delete Mobile Device Group
Delete a Mobile Device Group in Jamf Pro.

Delete User
Delete a user in Jamf Pro.

Delete User Group
Delete a User Group in Jamf Pro.

Read Computer
Read a Computer in Jamf Pro.

Read Computer Group
Read a Computer Group in Jamf Pro.

Q. search actions

< Back G Google Workspace

Activate User
Activates a directory User in Google Workspace.

Add Address to User
‘Adds Address details to a specified User in Google Workspace.

Add Email to User
‘Adds Email details to a specified User in Google Workspace.

Add External ID to User
‘Adds External ID details to a specified User in Google Workspace.

Add IM to User
‘Adds IMs details to a specified User in Google Workspace.

Add Organization to User
‘Adds Organization details to a specified User in Google Workspace.

Add Phone to User
‘Adds Phone details to a specified User in Google Workspace.

Add Relation To User
‘Adds Relation details to a specified in Google Workspace.

Add User to Group
‘Adds User to Group in Google Workspace.

Add Website to User
‘Adds Website details to a specified User in Google Workspace.

Assign License to User
‘Assigns License(s) to a specified User in Google Workspace.

Create Group
Creates a Group in Google Workspace.

Create User
Creates a User in Google Workspace.

Create User Alias

Creates a User Alias for a specifed User in Google Workspace. An alias is
an alternate email address that uses the same mailbox used by the user's
primary email address in Google Workspace.

O, pearch actions

< Back ’ API Connector

Close

For API Endpoint Flos, send a response to the caller and close the HTTP
connection. Use when the caller does not need to wait for the Flow to
complete or to avoid a connection timeout.

Delete

Perform an HTTP DELETE request, returning the result of this request and
the response headers.

Get

Perform an HTTP GET request, returning the result of this request and the
response headers.

Patch

Perform an HTTP PATCH request, returning the result of this request and
the response headers.

Post

Perform an HTTP POST request, returning the result of this request and
the response headers.

Put

Perform an HTTP PUT request, returning the result of this request and the
response headers.

Raw Request

Perform a raw HTTP request, with complete control over the request and
the response. Useful for calling XML services, and other advanced HTTP
usage.

‘Can't find the action you want? Suggest an action &




Search Q

o Most Popular

Logic

G Branching
@ Error Handling
o Flow Control

Manipulation

@ rext

T) Number
G TruefFalse
@ pate s Time
@ obiect
@-ie

Buist

Elements

o Flows
° Folders
e Tables

Advanced

@ 1P Connector (HTTP)

@ son
Exme
Oure
©encryption
o WT

© Most Popular

Compose
Enter free form text and optionally drag fields into your text like a mail merge.

Continue If
Stop the Flow if a condition isn't true.

If[Else

Specify different actions to run based on whether or not a single condition is true.

Call Flow
Run a Flow and wait for the resulting output.

Assign
Create new output fields based on the input supplied.

Return
End the Flow and return values to the caller of the Flow.

Assign If
Choose a value based on a true/false condition.

For Each
Process items in a list by calling a Flow for each item.

At
Return the item at a specific pesition in a list, where the first item is in position 0.

Branching

Branching

Flow Control

Flow Control

Flow Control

Branching

List

® ® & © © 0 & © 6

@ Text

At
Return the single character at a specified position in a text, where 0 is the first po:

Base64
Return the base84 encoding of a text string.

Base64 Decode
Return the base64 decoding of a text string.

Compose
Enter free form text and optionally drag fields into your text like a mail merge.

Concatenate
Combine a list of text into a single text.

Find
Search text for the first match. Returns the position, where 0 is the first pasition and -1 if not found.

9 Branching

Assign If
Choose a value based on a true/false condition.

Continue If
Stop the Flow if a condition isn't true.

If[Else
Specify different actions to run based on whether or not a single condition is true.

If/Elself
Specify different actions to run based on multiple if and else conditions (similar to switch or case in some
programming languages)

Lookup
Convert one value to another using a lookup table

@ Date & Time

Add
Add a multiple of some unit of time (e.g. seconds) to a starting date & time.

Convert
Convert a date & time to a variety of formats.

Date to Text
Format a date & time using a specified format (e.g. MM/DD/YYYY) and timezone.

Difference
Calculate the difference between two dates & times.

Epoch
Generate the UNIX Epoch format for a date & time.

IS0
Generate the ISO 8601 format for a date & time.

@ Jsson

Parse
Parse a JSON string into an object or list.

Stringify
Convert a JSON cbject to a string (text).

@ Encryption

AES
AES-encrypt text. Accepts any AES-based algorithm specified by OpenSSL.

Decrypt
Decrypt a base64 encoding using a specified cipher-based OpenSSL algorithm.

Encrypt
Encrypt text and return a baseB4 encoding using a specified cipher-based OpenSSL algorithm.




Interface Overview

Highly Confidential

3> 15 - Salesforce - Slack Notifi

User Removed from
Group

© Tes O (D Show mappings

l Jit € View Outputs 3¢
+

Flow View (Default View)
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0> 01-Offboarding &
u:

EGM

& v Oka -

Output

| Date and Time ‘
| Message ‘
| =2 Event ID ‘
| ** Event Type ‘
| Event Time ‘
| " Wersion ‘

A Admin

Enter key name here

Alternate ID O aav

.. Enter key name here

© Test |

Continue if...

The search has found the useris
a member of Deactivate. This
must be a complete match. A
partial will fail.

If the user is not a member of the
group, the flow will stop and
display "Not ready for
deactivation® in the flow hist

@ Flowison

value a Aa~
© Display Name
comparison
equal to
value b

Deactivate

(D show mappings

<+ XD e * -+ XD ' .
+ + + Note © x B xda
ser:dded © ” N EG“ Users Groups

Get User Groups

Upon group change, we check to
‘see which groups a user is a
‘member of.

& ~ Okta -

3=« Options

A Groups

l Enter key name here

o» Qe

Clean Results

‘We remove all data except group
names, to be used in cross-
checking later.

+ —NUEE L+
luck

list




Interface Overview

©® Flow Chart@
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(D> 15 - Salesforce - Slack Noatific...

User Removed
from Group

If/Elself

M
e

Read User

R
™
Read User

Continue If

< SVG

Compose

Compose

g
s

Read User

“
Send Message
to Channe

“
Send Message
to Channe

Compose

Flowchart View

“0
Send Message
to Channe
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Interface Overview

Flow @ Flow History @ Flow Chart @

(3> 01-Offboarding ¢ O Test @ Flow is ON D Show mappings _

wm > Flow History @ save data Tl Clear data
User Added to B Note B Note ) )
3.64s Y Search text within execution... Q
Continue if... Get User Groups = Opti Clean Results
Output value a == v Options list
Date and Time The search has found the user is Deactivate Upon group change, we check to e We remove all data except group . Il Status Start Duration Details @
P a member of Deactivate. This see which groups a user is a names, to be used in cross- us
T must be a complete match. A comparison member of. IS checking later. ) org 1record returned  Jul 156 9:23:54 AM  43s
" partial will fail. . ile™: ;n’: Error
essage ¢ " ~
value b . eve o NVALID_ARGUMENT: Ppu['q‘ el £os 4
Add user to group If the user is not a member of the 3 Output u {"N
membership group, the flow will stop and Deactivate . o phi 1record returned  Jul 14 2:28:14 PM  <0.1s
roups N
Event ID display "Not ready for otherwise oup: 0. {"N - : -
I ’ Tt Mer 0 -A @ Success # <0.1s ’/
—~arne an- - deactivation" in the flow history. message L c sul
P
Not ready for deactivation 14719 [ {"N 2 records returned Jul 14 2:28:05 PM  <0.1s
Up { Col
Event Type o U sal #1 U
group.user_membership.add message { ( Ma # 5
| | Dis
null n
Frentime Ao : ! - ey 1record returned  Jul 14 2:28:05 PM  <0.1s
2023-07- o i ) Cq
15T13:23:53.933Z f_ll\ @ Success #1 <0.1s ¥
+ =
Version : . wit 1record returned  Jul 14 2:19:15PM  <0O.1s
#1 <07s 5
8 [§
- L Ma returned  Jul 14 2:19:14 PM  <0.1s
~riag2 0 N
am ¢ Md . P
al Ch
(Admuny e o ornfilet i | 1record returned  Jul 14 2:19:14 PM  <O.1s
0 key Aa key
Okta User | - . e
¢ Profile Na| @ Success # <0 5
e C I
[ 1record returned  Jul 14 2:18:14 PM  <0.1s
{ values y
! ess #1
. [
Updateu:".  _3-ut ' Lo 1 record returned  Jul 14 2:17:54 PM  <0.1s
12TNRNR A NONT" "Drafila":
#1 <07s 5
(0 2 Q @
C?:‘ 1record returned  Jul 14 2:17:35 PM  <0.1s
Us @ success #1 <01s ¥
n Exe
Ma 1record returned  Jul 14 2:17:24 PM  <0.1s
SUvenew , wesCiipuun:null}, Ch
Event Details PN A ® s 0 >
U #
] or CY A

1record returned  Jul 14 211716 PM  <Q.1s

Flow History
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Examples — Let's Create A Basic Workflow

Alert a specific Slack channel of new onboards anytime a new user has been added to

the 3 specific Okta groups.
Alert everyone in the channel

Display the name, email, and manager of the user added

Highly Confidential

*® BlueVVoyant

20




Check Okta Workflow Connections

W e will need the Slack connection and Okta connections established.

@ Workflows Home Flows

Connections Templates

Connector Builder | BlueVoyant

Connections

+ New Connection Q

APPLICATION

NAME ADDED BY

.|" Slack Slack Okta Workflows 11/7/2022
o Okta 402

Highly Confidential
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Set Up the Trigger

- Click on the "Flows" tab > select "New Flow" to start.

- We are selecting "User Added to Group" from the Okta
application templates to be the trigger to start the workflow.

ISearch applications
U Include test connectors

My Connected Apps

o 0 G|

Gmail Google Drive Google Google
Sheets Workspace
2 2 %
Office 365 '7"!\‘{-
Jamf Pro Jira Office 365 Okta
Classic API Admin

Highly Confidential

User Added to
Group
3 Okta -
Output
l Date and Time
| Message
I Event ID
I Event Type
l Event Time
I Version
l Admin
| ID
l Alternate ID
| Display Name
l Type
|
*® BlueVoyant
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Select If/Elself Option from Okta's Pre-built Connector

Library

I I Edit Conditions

®

Highly Confidential

~v View Outputs x

Search Q

Error Handling

Flow Control

Text
Number

True/False

@Folders

e Branching

Assign If
Choose a value based on a true/false condition.

Continue If
Stop the Flow if a condition isn't true.

If/Else

Specify different actions to run based on whether or not a single condition is true.

If/Elself

Lookup
Convert one value to another using a lookup table

Can't find the function you want? Suggest a function [

*® BlueVoyant
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Define the Conditions

- Forevery If or Else If condition slide the "Display Name" located under Groups / Display
Name to the "value a" field.

- Change the operator value to "equals to".

- Inthe "value b" field, enter the name of 1 of the 3 Okta groups. Repeat these steps to
define the conditions for the second Okta group within the "Else If* section.

% User Added to l Edit Conditions - Vi e €3
Group
Okta
-
I D value a Aa~ comparison value b Aa~
$¥ Display Name O Aa equal to )
I Alternate ID -
Display Name
| :: pispiay Name
I Type +
| +
Group ==
Group
-+
1D
+

Alternate 1D
Display Name

Type

Highly Confidential *¥ BlueVoyant




Define the Else Condition

- The "Else" condition does not allow defining a specific condition like the "If" or "Else If"
conditions.

- Weremedy this by adding a "Continue If* card from the Okta connector library.

- Define "value a" with the same Display Name slide and "value b" with the final Okta group.

% User Added to l - -
Group

Okta

Continue If

[ o

value a Aa~
I Alternate 1D L Display Name © Aa |
I Di.‘-‘;[‘ﬂa\/ Name omparison

equal to

I lype

value b Aa-
I .

G E

(a1 age Aa~-
l 1D
I Alternate 1D
I Display Name I message
l Type

I uuiD

Highly Confidential | Event Details *® BlueVJoyant




Add Actions To Each Condition

- Under each condition select "Read User" from Okta Library.

- Select the First Name, Last Name, Email Address, and Manager to output under the list of
outputs to select from and then click save.

- You will then be askedto enter a value for the "ID or Login" field. Slide the "ID"
slide under Okta User / ID. &y =

ser
Group
Read User
SE Read User

Okta l Uispidy INdllg
Tvpe ok
Select fields and click “Save". ype
[ [] sJ'yr;h:-n'\ Properties Credentials ID or Login* Aa~
malils

OPassword I Okta User l £¥ 1D O Aa

COre Provider estion

CProvider l 1D ID

OName :
Oyee l Alternate ID | 5
Profile Properties Username
''''' ile s First name l Display Name
Profile Last name l Type | Use T
[~ Middle name
() Honorific p I l First ne
[ profite s Honori fic su...
(] Pprofile s Primary email | Group I ast n
[ prof ile s Title
e serties Display name l 1D I Manager
erties Nickname l Alternate ID
[] profile Properties Profile Url
o I Display Name
ahy Confident % BlueVoyant
Highly Confidential | e uevoyan
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Add Actions To Each Condition Continued...

Select "Send Message to Channel" and add the Slack card from the Okta Library to set up
messages to a specific channel.

On the "Channel" field, enter the name of the Slack channel you want to message.

- Send Message to
8 Channel

Slack

Set options and click “Save".

Channel

Send as bot?

No

Unfurl URLs?

Yes

Message Type

Plain Text
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Add Actions To Each Condition Continued...

Select "Compose" from the Okta connector library to start creating the message you would

like to send to the slack channel.

Start the message with "@here" to get everyone's attention from the channel.

Drag and drop the First Name, Last Name, Username, and Manager slides onto the
composed message to dvnamicallv display the name of each user.

Read User

Highly Confidential

Okta

ID or Login*

| 3% D

ID

Username

First name

| Last name

| Manager

Compose

output

epe Last name ( Username ), who will be report

ind'to Manager , has been onboarded.

*® BlueVVoyant
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Add Actions To Each Condition Continued...

- Drag and drop the "output” from the Compose card to the "Text" field for Slack.

0
Compose o o Send Message to

Channel
Slack
@here Firstname Lastname ( Username ), who will be report

ing to Manager , has been onboarded. Options

Text* Aav
/ output O Aa
Ut Thread Timestamp Aav
/%
Timestamp

Highly Confidential *® BlueVoyant
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Save The Workflow

- Click "Save" to save the workflow.

- Make sure to check the box for "Save all data that passes through the Flow?" to be
able have logs for the workflow.

Edit properties X

Flow name

Workflow Name

Description Optional

Workflow description|

Save all data that passes through the Flow?

Enables debugging, auditing, and replay Learn More [{!

Highly Confidential Cancel m *® BlueVoyant
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Test The Workflow — Check The Okta Workflows Output

- Test the workflow by adding a user to one of the groups in Okta.

Okta Workflows 9:56 PM

@here Test Test (test.test@bluevoyant.com), who will be reporting to Evan Byrnes, has been onboarded

User Added to
Group
Output
Date and Time

2023-07-
09T04:56:11.897Z

Message

Add user to group
membership

Event ID

06503973-52a8-498b-
a9f4-719149960cce

Event Type

group.user_membership.add

Event Time

2023-07-
09T04:566:14.1862Z

Version
0

Adrmin

MR "00uesdodorXrTThE9 2
Qo

@

Highly Confidential

Aa

Eﬁead User

User
ID or Login

00uN5bb0p8v38TL2B2p7

System Properties
[[»}
00un5bb0p8v38Tt282p7

Profile Properties

Username
test.test@bluevoyant.com

First name

Test
Last name

Test
Manager

Evan Byrnes

o >

™,

T 0.364s

Aa

Aa

Cbmpose

_text_ Aa

@here {{{gRJjwGlci}}} {{{-
yvEXwB21}}} ({({({NA2VPB-
Or}¥), who will be reporting
o {{{T-uWiHnyA}}}, has
been onboarded

gRljwGlcl
Test
-yMfRvB2I
Test
MNAZVPB-0r Aa
test.test@bluavoyant.com
T-UWVITHmya Aa

Ewvan Byrnes

output

e »

(v

Fo.001s

Wiew COutputs

Seﬁd Message to o

Channel

Options

Message

Text

@here Test Test
(test.test@bluevoyant.com),
who will be reporting to
Evan Byrnes, has been
onboarded

Thread Timestamp

Message

Timestamp

16888785676.107629

e »

*® BlueVoyant




Examples — More Advanced WorkFlow

Let's automate Jamf's self-heal

Let's Put it on a schedule.

Have a Jamf smart group in place to scope this task to.

Place every computer in a static group to exclude it from being auto provisioned.

Create a Jira ticket for every ‘self-heal’ push.

Highly Confidential
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What is Jamf’s Self-Healing Functionality

Using Jam Pro’s API, you can redeploy the Jamf management framework to managed
computers. If for some reason a computer stops checking in with Jamf Pro or running
policies, this functionality allows you to remotely re-enroll the computer (as long as it is
still receiving MDM commands).

More information about Jamf's Self Heal available on Dr. K's
blog: https://www.modtitan.com/2022/02/jamf-binary-self-heal-with-jamf-api.html

Highly Confidential *® BlueVoyant
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34

Manually using Jamf's ‘Self-Heal’

- Grab the computer’s ID from Jamf Pro.

'_‘ test's MacBook Pro** X +

.jamfcloud.com/computers.html0:r

jamf ‘

g Computers

?
Computers  Devices < test’s MacBook Pro

Inventory Management History

Highly Confidential *® BlueVoyant




Manually using Jamf’s ‘Self-Heal’ Continued...

- Sign into the Jamf Pro API to authorize a bearer token

¥4 test's MacBook Pro** X Swagger Ul X +

& ] .jamfcloud.com/api/doc/#[jamf-management-framework/post_v1_jamf_management_framework_redeploy__id_

Jamf Pro AP| & &=

Overview

The Jamf Pro APl is a RESTful API for Jamf Pro built to enable consistent and efficient programmatic access to Jamf Pro.
The swagger schema can be found here.

Terms of service

The Jamf Pro API uses a token-based authentication. Enter username and password to generate a token to be used with the Try it out!' feature.

UsernameForAPI 9000000000000 00000000000000000

Highly Confidential
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Manually using Jamf’s ‘Self-Heal’ Continued...

- 1. Find the jamf-managment-framework’ drop down.
- 2. Enter the computer ID in the proper field.

- 3. Click on ‘Execute’ to re-deploy the Jamf management framework.

¥4 test's MacBool k Pro®* X @ swagger Ul x -+
<« & L] jamfcloud.com/api/doc/#/jamf-management-framework/post_v1_jamf_management_framework_redeploy__id__ (i} R a E{; o
jamf-management-framework 7
/v1/jamf-m t-£frx k/redeploy/{id} Redeploy Jamf Management Framework

Redeploys the Jamf Management Framework for enrolled device

Higl

*¥ BlueVVoyant
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Time to Automate Using Okta Workflows

Let’s avoid doing this 20 times or more again.
Okta W orkflow will be composed of 2 flows.
Parent workflow and a child ( or helper ) workflow.
The child flow will contain most of the logic.
Review of requirements:
Let’s Put it on a schedule .
Have a Jamf smart group in place to scope this task to.
Place every computer in a static group to exclude it from being auto provisioned.
Create a Jira ticket for every ‘self-heal’ push.

Highly Confidential
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Parent Flow - Create a New Workflow and Schedule it

Select ‘Schedule Flow’ from the Okta connector library and set it to run as often as you

like. In this example we are setting it to run every Monday at 5 PM EST.

Flow Schedule
Frequency
Run Flow every week at 5 : 00 v PM
on S m T W T F S

Advanced Options >

Timezone US/Eastern

Summary At 5:00 PM on every Monday

Cancel Save

Highly Confidential
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Parent Flow - Select ‘Read Computer Group’ From Jamf
Template

Enter the smart group name in the "Name" field of the template.

Read Computer
Group

Jamf Pro

I Name
I Smart Group
I Site
I Smart Group Cr... -
I Computers -
l ID
l Name

l Mac Address
Highly Confidential b as *® BlueVoyant
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Parent Flow - Select "For Each" Function From The Okta
Connector Library

- Drag and drop "Computers" to the list field.

- Move over the "Serial Number" slide to the "Record" and "State" value fields.
- Select a Helper Flow.

Note: You can create the Helper Flow from the select a Helper Flow menu.

Scheduled Flow QRcad Computer For Each
Group
Jamf Pro ; . -
Fo ach item in this list
urre Time Optio list
I A < pute o
Execut IL
RELuc LC Run this Flow

Smart Group Name Helper Flow (=
02 - Child flow - Jamfs... |5

With the following values

1D Re

b d Serial Numbe -~
Nar

tat (=B
Sm up nd Serial Numbe ~

Con

1

Highly Confidential
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Child Flow — Set Up The Helper Flow As The Trigger

Helper flow is used to process each record from the list.

For Each
Helper Flow

« 1 t
I In
— Serial Numbe ~
State I Caller
—_— Serial Number ~
I Error
rrrrrrrrrrrrr -~ I
Execut
1

Highly Confidential *® BlueVoyant




Child

Highly Confidential
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Flow — Obtain Computer ID For The Record In Jam

Helper Flow

Record
I State
context
I Index
I Caller
I Error
I Execution ID

Read Computer

- Jamf Pro -
== Options
Computer

Serial Number*

° Record

Computer

1D

Name

MAC Address

Alt Mac Address

IP Address

Alt IP Address

Serial Number

Add Computer to
Static Computer...

Add to Exclusion Group

- Jamf Pro
Here you can write comments I .
X — Options
and descriptions about your Flow.
Computer Group
Name

Static Group Name

Computer

Serial Number¥*

Aa~

Aa~

ZA Serial Number

 Aa

Response

I Status Code

uDID

Jamf Version

Barcode 1

Barcode 2

*® BlueVoyant
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Child Flow — Add To Static Group That Will Be Used To

Exclude From Auto Provisioning

’Helper Flow Read Computer

X Jamf Pro - -
Record
e Options
Computer
I State Serial Number* Aa~
° Record
Computer
context 1D
I Index
Name
I Caller
MAC Address
I Error
Alt Mac Address
I Execution ID

IP Address

Alt IP Address

Add Computer to
Static Computer...

Add to Exclusion Group a Jamf Pro -
Here you can write comments - R
= Options
and descriptions about your Flow.
Computer Group
Name Aa~

Static Group Name

Computer

Serial Number¥* Aa~

ZA Secrial Number © Aa

Response

I Status Code

Serial Number I

uDID

Jamf Version

Barcode 1

Barcode 2

Highly Confidential
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Child Flow — Obtain The Bearer Token

Obtain Bearer Token Jamt [l Custom API A

hetps: ja
mfcloud.com/api/vl/auth/t
oken

/v1l/auth/token Create atoken based on other authentication details (basic, etc.)

Create a token based on other authentication details (basic, etc.)

Parameters

No parameters

Responses

Curl

curl -X POST “https:i1//) -jamfcloud.com/api/vl/auth/token” -H "accept: application/json”

Request URL

hteps:// jamfcloud.com/api/vl

Highly Confidential *¥ BlueVoyant
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Child Flow — Concatenate The URL

Self Heal

AKA Jamf Management
Framework redeployment.

Highly Confidential

Concatenate Compose Post
text 1 Aa~ & ® Jamf Custom APIA... W
{
https:// - - Jamf "Content-Type": "application/json”, Request
cloud.com/api/v1/jamf-
management- "Authorization": "Bearer token " URL Aav
framework/redeploy/ } URL
/,Query B«
Vi

¢

text 2* Aa~ Bearer Token ;
| %D \Headers B«
} : te O Aa

Bearer Token

Body Aav
{
URL
Response
Status Code
Headers
Body

*® BlueVoyant




Child Flow — Put The Header Together

Concatenate Compose Post
> Heal taxtq Aa { & ® Jamf Custom APIA... W
AKA Jamf Management . :
F k red gl https:// . : Jamf "Content-Type": "application/json”,
ramework redeployment. cloud.com/api/v1/jamf-
management- "Authorization": "Bearer token " URL Aav
framework/redeploy/ } URL
/,Query B~
VA
{

text 2% Aa~ Bearer Token ;
| % D \Headers B«
} : te O Aa

Bearer Token

Body Aav
{
URL
Response
Status Code
Headers
Body

Highly Confidential
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Child Flow — Push The 'Self Heal' Command

Self Heal

AKA Jamf Management
Framework redeployment.

Highly Confidential

Concatenate

text 1

Aa~

https:// Jjamf

cloud.com/api/v1/jamf-
management-
framework/redeploy/

text 2*

|_'ij

Aav

{

"Content-Type": "application/json”,

"Authorization": "Bearer token "

}

Compose

Post
& ® Jamf Custom APIA.. =
URL Aav
URL
/,Query —

Bearer Token

¢

URL

\Headers O+
Q Aa

Bearer Token

Body Aav
{

sponse

Status Code

Headers

Body

*¥ BlueVVoyant




Child Flow — Capture Date For Jira Ticket

'11.. Create Issue

Now

Create Jira Task And Close It

date
Here you can write comments

and descriptions about your Flow. 50
full
minute
hour
time

day

month

year

second

millisecond

Highly Confidential

Compose

Jamf Self Heal was pushed to Serial Number on full

Jira Summary

- Jira -
Options
Fields
Summary* Aa~
Jira Summary
Parent Aav

}_/

Components

Priority

Medium

Key

Issue ID

URL

API Resource URL

‘# Transition Issue

- Jira -
Transition

Issue ID or Key* Aa~

-ﬂ Issue ID O Aa

Transition To Aav
Done

A~

Comment Aa~

Auto closed by okta

Response

Status Code

48
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Child Flow — Compose Subject Line For Jira Ticket

‘1“ Create Issue

Now

Create Jira Task And Close It

) date
Here you can write comments

and descriptions about your Flow. 50
full
minute
nour
time
day
month
year

second

millisecond

Highly Confidential

Compose

Jamf Self Heal was pushed to Serial Number on full

Jira Summary

- Jira

= Options
elds
Summary*

Aav

Jira Summary

Parent

Components

Priority

Medium

Key

Aav

Vv

Issue ID

URL

AP| Resource URL

1] »
‘11 Transition Issue

- Jira -
Transition

Issue ID or Key* Aa~

-ﬂ Issue ID O Aa

Transition To Aav
Done

A~

Comment Aa~

Auto closed by okta

Response

Status Code

49
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Child Flow — Create Jira Ticket

Create Jira Task And Close It

date
Here you can write comments

and descriptions about your Flow. 50
full
minute
hour
time
day
month
year

second

millisecond

Highly Confidential

x x
Compose ‘1* Create Issue

- Jira

Jamf Self Heal was pushed to Serial Number on full
S Options

Fields

Summary*

Aav

Jira Summary
Jira Summary }—-/Parem

Components

Priority

Medium

Issue

Key

Aav

Issue ID

URL

API Resource URL

b4

ﬂ* Transition Issue

Auto closed by okta

Response

Status Code

- Jira -
Transition

Issue ID or Key* Aa~

-ﬂ Issue ID O Aa

Transition To Aav
Done

4

Comment Aa~

50
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Workflow Output

Projects | @ | /
Jamf Self Heal was pushed to C02

I Note Text
Concatenate

Self Heal

text 1
AKA Jamf Management https://!

jamfclc

Framework redeployment. management-

framework/redeploy/
e——

text 2
1444

URL Aa

https:// -Jjamfclc
management-
framework/redeploy/1444

e » Q &

Highly Confidential

on December 26, 2022 23:10:19.091

"Content-Type":
"application/json",
"Authorization": "Bearer
{

}

9PNTI2VYC

Bearer Token

"Content-Type":
"application/json",
"Authoriz_at_ion": "Bearer

Request
URL Aa

https:// jamfc
management-
framework/redeploy/1444

—
Query

{3
Headers 8

{"Content-
Type":"application/json","Aut

{

Response

Status Code
202

Headers

{"connection":"keep-

P T TP

Create

Here yo

and des

*® BlueVoyant
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Examples — Offboarding Automation

Consistentresult for a complex process

Integrates Okta with
Jamf
Google Workspace Admin Console
Google Sheets
Microsoft Admin
Slack

Stores backup data

Highly Confidential *® BlueVVoyant




Examples — Offboarding Automation

Consistentresult for a complex process

Integrates Okta with
Jamf
Google Workspace Admin Console
Google Sheets
Microsoft Admin
Slack

Stores backup data

Notifies required individuals

Highly Confidential
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Set Up the Trigger

- Move the user's account into Deactivate group in Okta

Flow @ (2] (2]

3> 01-Offboarding ¢

User Added to
Group

- Okta -

Output

| Date and Time
Message
Event ID

Event Type

I

I

I

I Event Time
| Version

| Admin

| ID

I Alternate |D

I Display Name
| Type

I

| Okta User
ID

Alternate ID
Display Name

Type

Highly Confidential

© Test

Get User Groups

Upon group change, we check to

see which groups a useris a

member of.

() Flow is OFF

'Get Users Groups

- Okta -
= Options
User

ID* Aav
| ¥ D
Output

I Groups -

@ Show mappings

Clean Results

We remove all data except group
names, to be used in cross-

checking later.

Pluck

| 2€ Groups

key Aa~
Profile

A

values -

list

Name

Pluck

values

values

54

Flatten
lists A
values
list -
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Set Up the Trigger

- Move the user's account into Deactivate group in Okta

Flow @ (2] (2]

3> 01-Offboarding ¢

User Added to
Group

- Okta -

Output

| Date and Time
Message
Event ID

Event Type

I

I

I

I Event Time

| Version

| Admin
ID
Alternate |D

Type

I Display Name
| Okta User
1D

Alternate ID

Display Name

Type

Highly Confidential

O Test @ Flow is OFF @ Show mappings
'Get Users Groups
Get User Groups 2 Okta -
Upon group change, we check to — .
= Options
see which groups a useris a
member of. User
ID* Aav
| £* D
Output
I Groups -

Clean Results

We remove all data except group
names, to be used in cross-

checking later.

Pluck

| & Groups

key Aa~
Profile

A

values -

list

Name

Pluck

values

values

55

Flatten
= lists -
values
Aav
~ list -
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Set Up the Trigger

- Move the user's account into Deactivate group in Okta

Flow @ (2] (2]

3> 01-Offboarding ¢

User Added to
Group

- Okta -

Output

| Date and Time
Message
Event ID

Event Type

I

I

I

I Event Time

| Version

| Admin
ID
Alternate |D

Type

I Display Name
| Okta User
1D

Alternate ID

Display Name

Type

Highly Confidential

O Test @ Flow is OFF @ Show mappings
'Get Users Groups
Get User Groups 2 Okta -
Upon group change, we check to — .
= Options
see which groups a useris a
member of. User
ID* Aav
| £* D
Output
I Groups -

Clean Results

We remove all data except group
names, to be used in cross-

checking later.

Pluck

| & Groups

key Aa~
Profile

A

values -

Pluck
list
values
key
Name
values

56

Flatten
= lists -
values
Aav
~ list -
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Set Up the Trigger

- Move the user's account into Deactivate group in Okta

Flow © 7] (2]
0> 01-Offboarding ' © Test @ Flow is OFF o Show mappings
”Stringify Find
Convert to text for later Final Cross-check
object < list -
Stringify the text to be used in list Look for Deactivate Group list
is is
the final notification.
operator
equal to
path Aav
| OktaGroups
Va
comparison Aa~
Deactivate P
item
index

Highly Confidential

Compose
Convert Data
Converts list to text to be used e
later in the flow
output

*¥ BlueVVoyant
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Set Up the Trigger

- Move the user's account into Deactivate group in Okta

Flow © 7] (2]
0> 01-Offboarding ' © Test @ Flow is OFF o Show mappings
”Stringify Find
Convert to text for later Final Cross-check
object < list -
Stringify the text to be used in list Look for Deactivate Group list
is is
the final notification.
operator
equal to
path Aav
| OktaGroups
Va
comparison Aa~
Deactivate P
item
index

Highly Confidential

Compose
Convert Data
Converts list to text to be used e
later in the flow
output

*¥ BlueVVoyant
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Set Up the Trigger

- Move the user's account into Deactivate group in Okta

Flow © 7] (2]
0> 01-Offboarding ' © Test @ Flow is OFF o Show mappings
”Stringify Find
Convert to text for later Final Cross-check
object < list -
Stringify the text to be used in list Look for Deactivate Group list
is is
the final notification.
operator
equal to
path Aav
| OktaGroups
Va
comparison Aa~
Deactivate P
item
index

Highly Confidential

Convert Data

Converts list to text to be used
later in the flow

Compose

item

output

*¥ BlueVVoyant

59




Flow @ L]

0> 01-Offboarding ¢

Continue if...

The search has found the user is
a member of Deactivate. This
must be a complete match. A

partial will fail.

If the user is not a member of the

group, the flow will stop and
display "Not ready for

deactivation" in the flow history.

Highly Confidential

(2]

Not ready for deactivation

| message

O Test
Continue If
value a Aav
autput
comparison
equal to
value b Aa~
Deactivate
Va
otherwise
message Aav

@ Flow is OFF

o Show mappings

Get List of User Applications

Here you can write comments

and descriptions about your Flow.

List Applications
Assigned to User

Okta

Options

User

ID*

$& 1D

Result

Applications
D

Name

Label

I

I

I

| Status
| Last Updated

| Created

| Accessibility

| Error Redirect U.
| Login Redirect ...

| Self Service

| Visibility
| App Links

| Auto Launch

I Avita Sohmit Ta

Aa~

Send SalesForce Offboard ...

Here you can write comments

and descriptions about your Flow.

Set Up the Trigger and Beginning the Flow

Remove User from All Okta ...

Removes user from all Okta

Groups

60

% Get Users Groups

- Okta -
Options

User

ID* Aa~v

oo

Streaming

Flow B~

02-Remove User from ... | ('

userid Aav
3¢ 1D
List Criteria
Record Limit 123«
10000000
Y
Qutput

Records Streamed

*¥ BlueVVoyant




Offboarding — Okta Auditing

Flow @

(> 01-Offboarding ¢

Continue if...

The search has found the user is
a member of Deactivate. This
must be a complete match. A
partial will fail.

If the user is not a member of the
group, the flow will stop and
display "Not ready for
deactivation" in the flow history.

Highly Confidential

(2]

Continue If

value a
autput
comparison
equal to
value b
Deactivate

otherwise

message

Not ready for deactivation

| message

O Test ( D Flow is OFF

o Show mappings

Get List of User Applications

Here you can write comments

and descriptions about your Flow.

List Applications

Assigned to User

- Okta

= Options

User

ID* Aa~

| oo

Result

| Applications
D

Name

Label

Status

Last Updated
Created

Accessibility

| Error Redirect U...
| Login Redirect ...

| Self Service

| Visibility
| App Links

| Auto Launch

I Avita Sohmit Ta

Send SalesForce Offboard ...

Here you can write comments

and descriptions about your Flow.

Remove User from All Okta ...

Removes user from all Okta

Groups

61

% Get Users Groups

- Okta -
= Options
User
ID* Aa~
| 3% D
Streaming

Flow B

02-Remove User from ... | &'

userid Aav
3 1D

Click or drop here to ¢

List Criteria
Record Limit 123+
10000000
Y
Qutput

Records Streamed

*® BlueVoyant




Offboarding — Okta Auditing & Jamf Offboarding )

Flow @ (7]

J> 01-Offboarding ¢ O Test ) Flow is OFF @ show mappings

Read User Random Integer

Gathers more information . Okt . Generate Random Number Jamf Offboarding
- a Greater than or equal to 123~
Used to determine if user is an Creates random number between 100000 Logic is used to determine if the
U .
Independent Contractor - 10000 and 999999 to be used as % user is a contrator or now. If they
ID or Login* Aa~ a Jamf device lock code. Less than 123~ are not, their Jamf offboarding is
€ 1D 999999 4 completed. If they are, the Jamf
'
steps are bypassed and the
Profile Properties workflow continues.
LockCode
Username
Primary email
User type
Department

Highly Confidential *® BlueVoyant




Offboarding — Jamf Offboarding & If/Else

User type == "Indepen..." v View Outputs X

User type == "Indepen..."

User type == "Contractor"

! have a computer assigned to t

output

Highly Confidential
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Offboarding — Jamf Offboarding & If/Else

Flow @ Flow History @ Flow Chart @

3> 01-Offboarding ¢ O Test (@ FowisofFF  D)show mappings
Compose Read User Pluck Stringify
Read Jamf User a Jamf Pro Classic API - Extract Serial Numbers et . Stringify MacNames _— .

User s not a contractor. Gets Jamf User information to be Grabs Serial Numbers for the = Converts all Macs for use in final
A Computers MacNames

= Options
used later in the workflow. Slack Notification upon the notification

User completion of the workflow. key Aa~
Username* Aa~ name
$¢ Primary email
output Click or drop here to create JamfNames
MacNames -

User

|\D

| Name

| Full Name

Links

| Computers -

*® BlueVoyant
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3> 01-Offboarding ¢ O Test

Offboarding — Jamf Offboarding & If/Else

Flow @ Flow History @ Flow Chart @

() Flow is OFF

Compose

Read Jamf User

User s not a contractor. Gets Jamf User information to be

used later in the workflow.

output

Highly Confidential

m Show mappings

Read User

- Jamf Pro Classic API
= Options
User
Username*
$¢ Primary email

Click or drop here to create

User

|\D

| Name

| Full Name

Links

| Computers

Aa~

Extract Serial Numbers

Grabs Serial Numbers for the
Slack Notification upon the

completion of the workflow.

Pluck

list

78 Computers

key

name

MacNames

65

Stringify

Stringify MacNames
object -

Converts all Macs for use in final
MacNames

notification

JamfNames

*® BlueVoyant




3> 01-Offboarding ¢

Offboarding — Jamf Offboarding

Flow @ Flow History @ Flow Chart @

m Show mappings

O Test () Flow is OFF

x
Compose Read User
Read Jamf User - Jamf Pro Classic API
User is not a contractor.. Gets Jamf User information to be . .
= Options
used later in the workflow.
User
Username*
$¢ Primary email
output Click or drop here to create
User
| D
| Name
| Full Name
Links
| Computers

Highly Confidential

Extract Serial Numbers

Grabs Serial Numbers for the
Slack Notification upon the

completion of the workflow.

Aa~

Pluck

list -

78 Computers

key Aav
name

/~

MacNames -

66

Stringify MacNames

Converts all Macs for use in final

notification

Stringify
object
MacNames
JamfNames

*® BlueVoyant
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Offboarding — Jamf Offboarding

Flow @ Flow History @ Flow Chart @

O3> 01-Offboarding ¢ O Test

@ Flow is OFF

D Show mappings

View Outputs %

Highly Confidential

*® BlueVoyant

x X x
I Note @ X B : 9 B Note © X B For Each - Ignore E B Note © L+ +
Assign For Each
Errors
Save Pass Code for Later ) Lock Device Add Computer to Static Gro...
input 123~ For each item in this list For each item in this list
Google Sheets Only accepts text, | 0 LackCode Lock the device using the helper list - Adds computer to 'Macs out of list -
and not numbers. flow. Production’
Click or drop here to create “A Computers “a Computers
Run this Flow Run this Flow
Helper Flow B~ Helper Flow O~
| input 03-Offboarding-Jamf L... | 04-Offboard-Jamf-Add ... | '
With these options With these options
o » Q &
concurrency 123~ concurrency 123~
1 1
#~ 7~
With the following values With the following values
ComputerID Aav ComputerlDs Aav
id v id v
LockCode Aa~
(7 o Q #
e LockCode v
e » Q &
(2]
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Offboarding — Jamf Offboarding

Flow @ Flow History @ Flow Chart @

(O> 01-Offboarding ¢ O Test () Flow is OFF €D show mappings

View Outputs %

Errors
Save Pass Code for Later ) Lock Device Add Computer to Static Gro...
input 123~ For each item in this list For each item in this list
Google Sheets Only accepts text, | 0 LackCode Lock the device using the helper list - Adds computer to 'Macs out of list -
and not numbers. flow. Production’
Click or drop here to create “A Computers “a Computers
Run this Flow Run this Flow
Helper Flow B~ Helper Flow O~
| input 03-Offboarding-Jamf L... | 04-Offboard-Jamf-Add ... | '
With these options With these options
o » Q &
concurrency 123~ concurrency 123~
1 1
#~ 7~
With the following values With the following values
ComputerID Aav ComputerlDs Aav
id v id v
LockCode Aa~
(7 o Q #
e LockCode v
e » Q &

*® BlueVoyant
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Offboarding — Jamf Offboarding & Helper Flows

Flow @ Flow History @ Flow Chart @

(3> 03-Offboarding-Jamf Lock ¢ O Test

Helper Elo Send Cémputer MDM
g " Command

- Jamf Pro Classic API

| ComputerlD
— Options

| LockCode
Computer
1D 123~
context | oiomputerlD
Index Command Info
Aa~

Passcode*®

Caller | o LockCode

Error Click or drop here to create

Execution ID

Response

Status Code

Highly Confidential
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Offboarding — Jamf Offboarding

Flow @ Flow History @ Flow Chart @

(O> 01-Offboarding ¢ O Test () Flow is OFF €D show mappings

View Outputs %

Errors
Save Pass Code for Later ) Lock Device Add Computer to Static Gro...
input 123~ For each item in this list For each item in this list
Google Sheets Only accepts text, | 0 LackCode Lock the device using the helper list - Adds computer to 'Macs out of list -
and not numbers. flow. Production’
Click or drop here to create “A Computers “a Computers
Run this Flow Run this Flow
Helper Flow B~ Helper Flow O~
| input 03-Offboarding-Jamf L... | 04-Offboard-Jamf-Add ... | '
With these options With these options
o » Q &
concurrency 123~ concurrency 123~
1 1
#~ 7~
With the following values With the following values
ComputerID Aav ComputerlDs Aav
id v id v
LockCode Aa~
(7 o
e LockCode v
e » Q &

Highly Confidential *% BlueVoyant



Offboarding — Jamf Offboarding & Helper Flows

Flow @ Flow History @ Flow Chart @

(3> 04-Offboard-Jamf-Add to M... O Test

I o Classic A
Add Computer to
'Helper Flow Q&‘ﬁatic Computer...
- Jamf Pro Classic API v
ComputerlDs
= Options

Computer Group

context
ID 123~
Index
404
o
Caller Computer
ID 123=
Error
| ° Computer|Ds
Execution ID Click or drop here to create

Response

Status Code

Highly Confidential

71

*® BlueVoyant




Offboarding — Okta Offboarding

Flow @ Q (2]

3> 01-Offboarding ¢

Begins Okta Offboarding

Clears User sessions and revokes

oauthTokens

Highly Confidential

% Clear User
Sessions

- Okta

User

ID*

| 2 D

Revoke oauthTokens?
True

Output

| Status Code

O Test

Aav

T/F=

@ Flow is OFF

Reset Password

This must be done while the
account is still active, but does

not send a reset email.

D Show mappings

Reset Password

- Okta v
Options

User

1D or Username* Aav

| £% 1D

Reset Password

| URL

Compose

Creates the realativeURL for the
APl in order to reset the users
secondary email address. This
must be done while the account

is still active.

Compose

/apifvi/users/ ID

RelativeURL

72
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Offboarding — Okta Offboarding

Flow @ Q

3> 01-Offboarding ¢

Begins Okta Offboarding

Clears User sessions and revokes

oauthTokens

Highly Confidential

% Clear User
Sessions

- Okta

User

ID*

| 2 D

Revoke oauthTokens?
True

Output

| Status Code

O Test

Aav

T/F=

@ Flow is OFF

Reset Password

This must be done while the
account is still active, but does

not send a reset email.

D Show mappings

Reset Password

- Okta v
Options

User

1D or Username* Aav

| £% 1D

Reset Password

| URL

Compose

Creates the realativeURL for the
APl in order to reset the users
secondary email address. This
must be done while the account

is still active.

Compose

/apifvi/users/ ID

RelativeURL

73
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Offboarding — Okta Offboarding

Flow @ Q

3> 01-Offboarding ¢

Begins Okta Offboarding

Clears User sessions and revokes

oauthTokens

Highly Confidential

(]

O Test
% Clear User
Sessions

Okta
ID* Aav
| £ D
Revoke oauthTokens? T/F+

True

| Status Code

Okta W orkflows supports most functions, but not all.

@ Flow is OFF

Reset Password

This must be done while the
account is still active, but does

not send a reset email.

@ Show mappings

Reset Password

Okta

Options
1D or Username* Aav
| £% 1D
| URL

Compose

Creates the realativeURL for the
APl in order to reset the users
secondary email address. This
must be done while the account

is still active.

However, custom API calls provide additional
functionality.

Compose

/apifvi/users/ ID

RelativeURL

*¥ BlueVVoyant
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Offboarding — Okta Offboarding

Flow © (2] (2]
(3> 01-Offboarding ¢ O Test
Custom API Action
Clear Secondary Email Okta
Clears Secondary Email address. )
Options
This must be completed while the
account is still active.
Relative URL* Aa~v
RelativeURL
Query B~
{ P
Headers B~
{..- P s~
Body B«

{

I Status Code

| Headers

I Body

Highly Confidential
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RelativeURL created in previous
step. Headers and Body are
manually populated

Headers:

{ n, n

"Content-Type": "application/json"

}
Body:

{
"profile": {
"secondEmail": "null@null.com”
}
}

*® BlueVVoyant



mailto:null@null.com

Flow @ (2] (2]

> 01-Offboarding ¢

-~
&7  Read User

Begin Google Offboard s T
Google offboard using starting
N N Read By
with pulling Google account
User ID*

information.
$& Username

User
Id
Full Name

Emails
Email Address

Primary?

Highly Confidential

O Test

Aa~

@ Flow is OFF

Sign Out User

Signs user out of all Google

sessions

Offboarding — Google Offboarding

D Show mappings

Generate Random Password

Creates a 22 character Password

Random

length 123+«

22
Y

RandomGooglePW

Pause For 10 Seconds

At this stage the process can
freeze if the account is not in the
expected state (409 Error). The
pause allows the account to

return to the correct condition.

76

Wait For
delay 123+«
10
Y
unit
second

*¥ BlueVVoyant




Offboarding — Google

Offboarding

Flow @ (2] (2]

> 01-Offboarding ¢

-~
&7  Read User

Begin Google Offboard s T
Google offboard using starting
N N Read By
with pulling Google account
User ID*

information.
$& Username

User
Id
Full Name

Emails
Email Address

Primary?

Highly Confidential

@ Flow is OFF D Show mappings

Sign Out User

Signs user out of all Google

sessions

Generate Random Password

Creates a 22 character Password

Random

length 123+«

22
Y

RandomGooglePW

Pause For 10 Seconds

At this stage the process can
freeze if the account is not in the
expected state (409 Error). The
pause allows the account to

return to the correct condition.

77
Wait For
delay 123+«
10
Y
unit
second
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Offboarding — Google Offboarding

Flow @ (2] (2]

D Show mappings

3> 01-Offboarding ¢ O Test () Flow is OFF

V ad
&7  Read User Random
Begin Google Offboard A o Sign Out User Generate Random Password
- oogle Workspace - length 123+
Google offboard using starting Signs user out of all Google Creates a 22 character Password 22
. . Read By . A
with pulling Google account sessions
information. Dsen D L
$& Username
User
“ RandomGooglePW
Id
Full Name

Emails -
Email Address

Primary?

Highly Confidential

Pause For 10 Seconds

At this stage the process can
freeze if the account is not in the
expected state (409 Error). The
pause allows the account to

return to the correct condition.

78

Wait For
delay 123+«
10
Y
unit
second
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fboardip_q — Google Offboarding

Flow @ (2]

03> 01-Offboarding ¢ © Test @ FlowisofFf (D) Show mappings
~
&7  Update User Compose
Reset Password a 6 Create RelativeURI for Goo...
- oogle Workspace -

1/users/ Id

Resets Google Password while Used for Google API calls

. . . Update B
account is still active. p £
User ID* Aav
~
<l
User
First Name Aav RelativeUR|
Y4
Last Name Aav
)
Notes Aav
Yz
Included in Global Addre... /Fv
False
Password Aav

RandomGoogle...
Hash Format
Choose an option

Change Password At Nex... T/F~+

False
IP Allow Listed? T/F~
False
Organizational Unit Path Aav
Y
Custom Schema Name Aav
A
Custom Fields O~
{

Highly Confidential

Clear Secondary Information

Here you can write comments
and descriptions about your Flow.

P
&7  Custom API Action

& Google Workspace -
= Options
Request

Relative URL* Aa~
RelativeURI
Query B~
& py
Headers B~
i p
Body B«
{-. - 7
Response
Status Code
Headers
Body B«

*¥ BlueVVoyant




fboardip_q — Google Offboarding

Flow @ (2]
03> 01-Offboarding ¢ © Test @ FlowisofFf (D) Show mappings
~
&7  Update User Compose
Reset Password a Create RelativeURI for Goo...
- Google Workspace -
Resets Google Password while Used for Google API calls Aifusers/ Id
. . . Update By
account is still active.
User ID* Aav
G
User

First Name Aav RelativeUR|
Va

Last Name Aa~
b

Notes Aav
Y

Included in Global Addre... /Fv

False
Password Aav

RandomGoogle...
Hash Format
Choose an option

Change Password At Nex... T/F~+

False
IP Allow Listed? T/F~
False
Organizational Unit Path Aav
Y
Custom Schema Name Aav
A
Custom Fields O~
{

Highly Confidential
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P
&7  Custom API Action

Clear Secondary Information

& Google Workspace -
Here you can write comments )
Options
and descriptions about your Flow.
Request
Relative URL* Aa~
RelativeURI
Query B
& py
Headers B~
i p
Body B«
{
. - 7
Response

Status Code

Headers

Body B«

*¥ BlueVVoyant




fboardip_q — Google Offboarding

Flow @ (2]

03> 01-Offboarding ¢ © Test @ FlowisofFf (D) Show mappings
~
&7  Update User Compose
Reset Password a 6 Create RelativeURI for Goo...
- oogle Workspace -

1/users/ Id

Resets Google Password while Used for Google API calls

. . . Update B
account is still active. p £
User ID* Aav
~
<l
User
First Name Aav RelativeUR|
Y4
Last Name Aav
)
Notes Aav
Yz
Included in Global Addre... /Fv
False
Password Aav

RandomGoogle...
Hash Format
Choose an option

Change Password At Nex... T/F~+

False
IP Allow Listed? T/F~
False
Organizational Unit Path Aav
Y
Custom Schema Name Aav
A
Custom Fields O~
{

Highly Confidential

Clear Secondary Information

Here you can write comments

and descriptions about your Flow.

P
&7  Custom API Action

& Google Workspace -
= Options
Request

Relative URL* Aa~
RelativeURI
Query B~
& py
Headers B~
i p
Body B«
{-. - 7
Response
Status Code
Headers
Body B«

*¥ BlueVVoyant




Offboarding — Google Offboarding

o~
&7 Custom AP Action

Clear Secondary Information T —

Options
Relative URL* Aa~
RelativeURI
Query B
{+ 4
Headers B«
{+ p
Body B~
{.. V4
Status Code
Headers
Body 8-

Highly Confidential

Body:

{
"emails": [

{

"type":"home"

}
1,

"phones": [

{ n. n

"value": "null",

"type":"home"

}
]
}

"address": "null",

*® BlueVVoyant
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Offboarding — Google Offboarding

Flow @ (2]

(O > 01-Offboarding ¢ O Test @ Flow is OFF D Show mappings

\,‘ Read All User Strinaif
Groups aity
Read All Google Groups & T - Convert List to String -
Collects a list of Google Groups Changes the list to a string for o~
User <7 Groups
the output records
User Key* Aa~
Gu
Result:
S | GoogleGroups
Groups h
D

Highly Confidential

83

For Each - Ignore

Errors

Removes User from Google ...
For each item in this list

Using a helper flow, the user is list

removed from all groups. ~
& Groups

Run this Flow

Helper Flow

05-Google Groups Re...

With these options

concurrency
1

With the following values
EmailAddress

| $£% Username

GroupKey
;

8-
|&

123~

Aav

Aav

*¥ BlueVVoyant




Offboarding — Google Offboarding

Flow @ (2]

(O > 01-Offboarding ¢ O Test @ Flow is OFF D Show mappings

\,‘ Read All User Strinaif
Groups aity
Read All Google Groups & T - Convert List to String -
Collects a list of Google Groups Changes the list to a string for o~
User <7 Groups
the output records
User Key* Aa~
Gu
Result:
S | GoogleGroups
Groups h
D

Highly Confidential

84

For Each - Ignore

Errors

Removes User from Google ...
For each item in this list

Using a helper flow, the user is list

removed from all groups. ~
& Groups

Run this Flow

Helper Flow

05-Google Groups Re...

With these options

concurrency
1

With the following values
EmailAddress

| $£% Username

GroupKey
;

8-
|&

123~

Aav

Aav

*¥ BlueVVoyant




Offboarding — Google Offboarding

Flow @ (2]

(O > 01-Offboarding ¢ O Test @ Flow is OFF D Show mappings

\,‘ Read All User Strinaif
Groups aity
Read All Google Groups & T - Convert List to String -
Collects a list of Google Groups Changes the list to a string for o~
User <7 Groups
the output records
User Key* Aa~
Gu
Result:
S | GoogleGroups
Groups h
D

Highly Confidential

85

For Each - Ignore

Errors

Removes User from Google ...
For each item in this list

Using a helper flow, the user is list

removed from all groups. ~
& Groups

Run this Flow

Helper Flow

05-Google Groups Re...

With these options

concurrency
1

With the following values
EmailAddress

| $£% Username

GroupKey
;

8-
|&

123~

Aav

Aav

*¥ BlueVVoyant
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Offboarding — Google Offboarding

Helper Flow

Flow @ Flow History @ Flow Chart @

Primary W orkflow

For Each - Ignore (3> 05-Google Groups Removal ¢ © Test
Errors
For each item in this list ~ Rerhové U:ser from
st . Helper Flow 7 Group
s
«J Groups _ - Google Workspace =
EmailAddress
Run this Flow User
Helper Flow B~
Jeperrow GroupKey Email Address* Aaw

05-Google Groups Re... |

| ° EmailAddress

With these options
concurrency 123« context Group
Group Key* Aav
1 y Index Py
) ) ° GroupKey
With the following values
EmailAddress Aa~ Caller
| $% Username Result
Error
GroupKey Aav Status Code
= D v .
Execution ID

Highly Confidential *® BlueVoyant




Offboar

Flow @ (2]

0> 01-Offboarding ¢

Read App Specific Passwords

Here you can write comments
and descriptions about your Flow.

Highly Confidential

ding — Google Offboarding

O Test

”~
&7  Read All User ASPs

- Google Workspace v

Read By

User ID* Aav

Gu
Results
ASPs -

Code ID
Name
Creation Time
Last Time Used
User Key

Kind

Etag

@ Flow is OFF @ Show mappings

Revoke App Specific Passw...

Here you can write comments

and descriptions about your Flow.

For Each - Ignore

Errors

For each item in this list
list

G sps

Run this Flow

Helper Flow

07-Google-Revoke App..

With these options

concurrency

1

With the following values
GooglelD
$¥ Username

ASPID

Code ID

Compose

Create URI to Revoke Googl...

- Combines previous RelativeURI RelativeURI /makeAdmin

and /makeAdmin

B+

& MakeAdminURI

123+

™

*¥ BlueVVoyant
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Offboar

Flow @ (2]

0> 01-Offboarding ¢

Read App Specific Passwords

Here you can write comments
and descriptions about your Flow.

Highly Confidential

ding — Google Offboarding

O Test

”~
&7  Read All User ASPs

- Google Workspace

Read By

User ID*

Gu
Results
ASPs

Code ID
Name
Creation Time
Last Time Used
User Key
Kind

Etag

Aav

@ Flow is OFF @ Show mappings

Revoke App Specific Passw...

Here you can write comments

and descriptions about your Flow.

For Each - Ignore

Errors

For each item in this list
list

G sps

Run this Flow

Helper Flow

07-Google-Revoke App..

With these options

concurrency

1

With the following values
GooglelD
$¥ Username

ASPID

Code ID

B+

&

123+

™

Compose

Create URI to Revoke Googl...

Combines previous RelativeURI RelativeURI /makeAdmin

and /makeAdmin

MakeAdminURI

*¥ BlueVVoyant
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Offboar

Flow @ (2]

0> 01-Offboarding ¢

Read App Specific Passwords

Here you can write comments
and descriptions about your Flow.

Highly Confidential

ding — Google Offboarding

O Test

”~
&7  Read All User ASPs

- Google Workspace

Read By

User ID*

Gu
Results
ASPs

Code ID
Name
Creation Time
Last Time Used
User Key
Kind

Etag

Aav

@ Flow is OFF @ Show mappings

Revoke App Specific Passw...

Here you can write comments

and descriptions about your Flow.

For Each - Ignore

Errors

For each item in this list
list

G sps

Run this Flow

Helper Flow

07-Google-Revoke App..

With these options

concurrency

1

With the following values
GooglelD
$¥ Username

ASPID

Code ID

B+

&

123+

™

Compose

Create URI to Revoke Googl...

Combines previous RelativeURI RelativeURI /makeAdmin

and /makeAdmin

MakeAdminURI

*¥ BlueVVoyant
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Offboarding — Google Offboarding

Flow @ Flow History @ Flow Chart @

3> 01-Offboarding ¢

+ NS
&  Custom API Action

Revoke Admin & v Google Workspace -

Removes Admin Rights . .
%= v Options

Request

Relative URL* Aa~
| @ MakeAdminURI

Body B
{.. . - Ve
Response

Status Code

120 o

Highly Confidential

© Test

@ Flow is OFF
I Note @

Looks for Google Devices

Checks for devices assigned to

end users.

+

D Show mappings

Read All User
Devices

7
& v Google Workspace

Read By
Email*

3% Username

Results

Mobile Devices
Resource ID

Enter key name here

e»r

Aa~

-

90

P Note @ For Each - Ignore

Errors

Removes Devices

For each item in this list
Passes devices to helper flow for list -

removal.
S Mobile Devices

Run this Flow
Helper Flow O~

06-Google-Remove Go... | =

With these options

concurrency 123+
1
pA
With the following values
ResourcelD Aav
Resource ID

o»r

*® BlueVoyant
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Offboarding — Google Offboarding

Flow @ Flow History @ Flow Chart @

(O > 01-Offboarding ¢ O Test @ Flow is OFF D Show mappings
X Google Warkspac x L 4
P Note © x EEW ) 2 I Note @ Ll + e Read All User + L For Each - Ignore
&  Custom API Action ~7 ;
Devices Errors
Revoke Admin & v Google Workspace . Looks for Google Devices & v Google Workspace . Removes Devices _ S
For each item in this list
Removes Admin Rights . i Checks for devices assigned to Passes devices to helper flow for list -
%= + Options Read By
end users. removal. o~
Email* Aaw «J Mobile Devices
Request
) 1% Username
Relative URL* Aa~ Run this Flow
| @ MakeAdminURI Helper Flow B~
Results
Body Elo 06-Google-Remoave Go... |
Mobile Devices -
{ y With these options
Resource ID concurrency 123«
R 1
R Enter key name here a
Status Code With the following values
e » Q& ResourcelD Aav
o r Q £ Resource ID v
o» Q&

*® BlueVoyant
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Offboarding — Google Offboarding

Flow @ Flow History @ Flow Chart @

(O > 01-Offboarding ¢ O Test @ Flow is OFF D Show mappings
% Geogle Workspac x ) %
B Note @ Ll + @D . + LT x B Read All User i B Note © For Each - Ignore
&  Custom API Action ~7 ;
Devices Errors
Revoke Admin & v Google Workspace . Looks for Google Devices & v Google Workspace . Removes Devices _ S
For each item in this list
Removes Admin Rights . i Checks for devices assigned to Passes devices to helper flow for list -
%= + Options Read By
end users. removal. o~
Email* Aaw «J Mobile Devices
Request
) 1% Username
Relative URL* Aa~ Run this Flow
| @ MakeAdminURI Helper Flow B~
Results
Body Elo 06-Google-Remoave Go... |
Mobile Devices -
{ y With these options
Resource ID concurrency 123«
R 1
R Enter key name here a
Status Code With the following values
e » Q& ResourcelD Aav
o r Q £ Resource ID v
o r

*® BlueVoyant
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Offboarding — Google Offboarding

Flow ® Flow History @ Flow Chart @

(D> 01-Offboarding ¢ O Test (@ Flow is OFF D) show mappings
B Note © L3+ o~ N "3 I Note © x BES Ka .
&7 Deactivate User Deactivate User
Deactivate User in Google & v Google Workspace . Deactivate Okta Account & v Okta .
Here you can write comments Deactivates user's Okta account. . .
User = + Options
and descriptions about your Flow.
ID* Aav
~ y User
7 ID or Login* Aav
| 3¢ 1D
Result
StatUS COdE Response
| Status Code
©» Q &
2 Q &
*® BlueVoyant
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Offboarding — Google Offboarding & Okta Deactivation

Flow @ (2] (2]
(D> 01-Offboarding ¢ O Test @ Flow is OFF @ Show mappings
o . g:g .
&7 Deactivate User Deactivate User
Deactivate User in Google Iy T — . Deactivate Okta Account Iy Okta .
Here you can write comments Deactivates user's Okta account. o .
User - Options
and descriptions about your Flow.
|D* Aav
~ y User
7 ID or Login* Aav
| 3¢ 1D
Result
StatUS COdE‘ Response

| Status Code

Highly Confidential *® BlueVoyant




Offboarding — Maintenance & Logging

Flow @ Flow History @ Flow Chart @

(O3> 01-Offboarding ¢

Get Current Time

Used in offboard sheet to identify

time of offboarding

Highly Confidential

Save® O Test @ Flow is OFF D Show mappings

Now

date
iso

full
minute
hour

I time
day
month
year

second

| millisecond

o»r

Pluck

Narrow List
list
Condenses Previosly Generated

e P—
Applications
QOkta App List | W APP

key
Label

| ListUserAppsOkta

Enter key name here

o»

Q @

WS P Note © x
Stringify
Convert List to Text
v object hd
Obijects aren't supported ahead,
]_ PP | @ ListUserAppsO...
so it must be converted to text
Aa~
4
OktaApps
o> Q %
Q o

*® BlueVoyant
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Offboarding — Maintenance & Logging

Flow @ Flow History @ Flow Chart @

(O3> 01-Offboarding ¢

Now

Get Current Time

Used in offboard sheet to identify

time of offboarding

Highly Confidential

Save ®

date
iso

full
minute
hour

I time
day
month
year

second

| millisecond

o»r

O Test @ Flow is OFF D Show mappings
X
: +
Pluck
Narrow List

list
Condenses Previosly Generated

e P—
Applications
QOkta App List | W APP

key
Label

| ListUserAppsOkta

Enter key name here

o»

Q @

WS P Note © x
Stringify
Convert List to Text
v object hd
Obijects aren't supported ahead,
]_ PP | @ ListUserAppsO...
so it must be converted to text
Aa~
4
OktaApps
o> Q %
Q o

*® BlueVoyant
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Offboarding — Maintenance & Logging

Flow @ Flow History @ Flow Chart @

(O3> 01-Offboarding ¢

Now Pluck Stringify

Get Current Time

Used in offboard sheet to identify

time of offboarding

Highly Confidential

Save® O Test @ Flow is OFF D Show mappings

Narrow List

date list b
Condenses Previosly Generated

e P—
Applications
QOkta App List | W APP

iso
key Aa~

full Label

Vi
minute

| ListUserAppsOkta ‘=~
hour

Enter key name here

I time
o» Q &

day

month

year

second

| millisecond

e» Q &

Convert List to Text
object hd
Obijects aren't supported ahead, )
R @ ListUserAppsO...
so it must be converted to text
OktaApps
o> Q %

*® BlueVoyant
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Offboarding — Maintenance & Logging

Flow @ (7]

3> 01-Offboarding

Dump List of Apps to Sheet

Adds list of Okta User's A
Google Sheet

Highly Confidential

« Time of Offboarding
 Offboarded User's Full
e Name

T « Offboarded User's

2-Email Address

O Usermame Username

| @ » Complete List of
Applications that were

| vpomedores assigned to the user

| Row Number

ppsto a

*® BlueVVoyant
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boarding — Additional Logging & Notification

Flow @ Flow History @ Flow Chart @

3> 01-Offboarding ¢

CD Flow is OFF

Save ® O Test

o Show mappings

99

l v View Outputs 3%
I -

Read User
& Jamf Pro Classic API v
= Options
User
Username* Aav

| $¥ Username

Links
| Computers hd

| Enter key name here

Highly Confidential

x

X
Stringify Create Row
object o & v Google Sheets-ITSuppor...
| %8 Computers = » Options

Columns

0-Date of Offboarding

| @

| SerialNumbers -

s Full Name

2-Email Address
| £¥ Username

3-Google Groups

° GoogleGroups
4-Okta Groups

eoktaGroups

5-Serial Numbers

e SerialNumbers

6-Passcode

LockCode

Click or drop here to create

Output

I Updated Range

I Row Number

x

Compose

Full Name 's( Username ) offboard has been completed. Their ¢
omputer(s) serial numbers and lock codes have been stored with
the full details in the Offboarded Users and Groups Google Shee
t

SlackMessage

View Outputs

[ Send Message to

‘e Channel

F- Slack v
= Options
Message

Text* Aav

SlackMessage
Thread Timestamp Aa~
7~
Message
Timestamp

*® BlueVoyant




Offboarding — Notification

ERead User WStrng‘fy Create Row

Jamf Pro Classic API object Google Sheets-ITSuppor...
Options I | Computers Options
Username* Aa~ 0-Date of Offboarding Aa~
| $¢ Username full

| SerialNumbers

1-User Aa~
G Full Name

| Computers v 2-Email Address Aav
| | $¥ Username

3-Google Groups Aav

| @ GoogleGroups

4-Okta Groups Aa~

| @ OktaGroups

5-Serial Numbers Aa~

| @ SerialNumbers

6-Passcode Aa~

LockCode

| Updated Range

| Row Number

Highly Confidential
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Date of Offboarding

Offboarded User's Full Name
Offboarded User's Username
List of Offboarded

User's Google Groups

List of Offboarded User's Okta
Groups

List of Serial Numbers from the
Offboarded User's Computers in
Jamf

The Random Lock Code used to
lock their device

*® BlueVVoyant




Offboarding — Notification

Compose

Full Name 's( Username ) offboard has been completed. Their ¢
omputer(s) serial numbers and lock codes have been stored with
the full details in the Offboarded Users and Groups Google Shee

t.

SlackMessage

Highly Confidential

Okta Workflows 8:53 PM
Bruce Wayne's(bruce.wayne@bluevoyant.com) offboard has been completed. Their computer(s)
serial numbers and lock codes have been stored with the full details in the Offboarded Users and

Groups Google Sheet.

Send Message to

“
Channel
Slack
Options
Text* Aa~

SlackMessage

Thread Timestamp Aa~

Timestamp

101

Full Name's (Username) offboard
has been completed. Their
computer(s) serial numbers and
lock code(s) have been stored
with the full details in the
Offboarded Users and Groups
Google Sheet.

*® BlueVVoyant




Offboarding — Bonus Workflows

102

W orkflows can run simultaneously, and their events can be triggers for other workflows

Flow @ (2] ©

(0> 08-Google - Add User to Tabl...

@USEF Deactivated
Okta

Highly Confidential

Last Name

Full Name

Address Me As

Type

Custom Gender
Notes

Content Typ
/alue

Is Admi

Flow is OFF o Show mappings

Now Add UNIX

Schedules Removal

UUUUUU

Schedules Google
License Removal by
writing user offboard
iInformation to a table.

A scheduled flow
reviews the table,
compares the time in the
table to current date and
time before taking
action.

*® BlueVVoyant




Offboarding — Bonus Workflows

W orkflows can run simultaneously, and their events can be triggers for other workflows

Flow @ (] (]

1> 09-Google - Search for Expiri... O Test Flowis OFF (D) Show mappings
Scheduled Flow UNIX
Periodic Scan Search User Table
tart [=:0d

Current Time Would likely enable a daily c Current Time Query the user table to determine
scanner here to scan for users of any entries have an expiration
that have expired group access. date less than current timestamp.

Execution ID P group i

We scan the users table to

determine if any of the entries are

past the current dateftime. For output
each one expired, call the helper

flow to remove them from the

Okta group

Searches for Expired Entries and Triggers Removal

Highly Confidential

Search Rows

Options

Where Expression
( "Expiration Timestamp" <=

output ) ——

Column

Expiration Timestamp

Descending

Rows
User ID
Expiration Timesta..
Email
Row ID
Created

Updated

For Each - Ignore
Errors

For each item in this list
list

Run this Flow
Helper Flow

10-Google - Remove Li... | ('

23+
! Yl
With the following values
Email Aa~
= Email
Aa~

User ID
ser 0

Row ID Aa-

Row ID

Schedules Google
License Removal by
writing user offboard
iInformation to a table.

A scheduled flow
reviews the table,
compares the time in the
table to current date and
time before taking
action.

103
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Offboarding — Bonus Workflows

W orkflows can run simultaneously, and their events can be triggers for other workflows

Flow @ 7] 7]
3> 10-Google - Remove License... O Test @ Flow is OFF @ show mappings
- g C Il Schedules Google
= el B License Removal by
[:: vserio ol oo e e e ] __writing user offboard
[ ron [:©@ronio iInformation to a table.
Emai A scheduled flow
e reviews the table,
Caller Resus . compares the time in the
License Narne table to current date and
Execution ID Status Code time before tak|ng
action.

Remove License and Table Entry

Highly Confidential *® BlueVoyant




Offboarding — Bonus Workflows

W orkflows can run simultaneously, and their events can be triggers for other workflows

Flow @ 2] (2]

3> 11-Microsoft License & Role R...

EUSET Deactivated

Okta

Date and Time
Message

Event ID

Event Time
Version
Admin

| Event Type

D
Alternate ID

| Display Name

| Okta User
D
Alternate ID

| Display Name

| uuiD

I Event Details

Highly Confidential

E%ad User

Okta

ID or Login*

%D

D

Username

© Test

Aav

@ Flow is OFF

Read User

Office 365 Admin

Id or Username*

£¥ Username

About Me

Assigned Licenses

Employee Id
Id

User Principal Name

D Show mappings

Aav

For Each - Ignore

Errors

For each item in this list

list

A Assigned Licens

Run this Flow
Helper Flow

12-Microsoft License R...

With these options
concurrency

1
With the following values
Username
£¥ Username
Licenses

skuld

9,

Office 365 Admin

Id or Username*

£% Username

User Roles
Display Name

Description

Role Template Id

Read User Roles

For Each - Ignore

Errors

For each item in this list
list

3, User Roles

Run this Flow
Helper Flow

13-Microsoft Office-Re...

With these options
concurrency

1
With the following values
Username
$¢ Username

Id

=z

123=

~

Aa~

Aa~

Removes

Microsoft Licenses and
any Microsoftroles the
user may

have using two Helper

W orkflows
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Offboarding — Bonus Workflows

W orkflows can run simultaneously, and their events can be triggers for other workflows

Flow @ (2] (7]

(O> 12-Microsoft License Remova... O Test Flow @ o 2

I (3> 13-Microsoft Office-Remove ... O Test

1 | Remdve License .
Helper Flow
' from User 'Helw -~ 0 tenroeren . REMOVES Microsoft

s . . o User 1
| eorname o & ~ Office 365 Admin ) | _ L|Censes and any
- | Userrame - Office 365 Admin v .
| =« options Microsoft roles the user
Licenses Id or Username* Aa~ | Id = ? .
| °Usemame User may have USIﬂg tWO
Id or Username* Aa~
contes License
ontent o = | | == [::© veeram Helper W orkflows
Index | ° Licenses | Index Role
Caller | r he
Caller | °Id
User
Error | Error
About Me Output
Execution ID | Execution ID Status Code
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Offboarding — Final Steps

W orkflows can run simultaneously, and their events can be triggers for other workflows

107

Continue If Read User Add User to Group

Looks for adminAccount Looks up Okta ID Offboards adminAccount

value a Aav & v Okta - & . Ok
Checks if user is associated with . Finds the Okta ID of the Adds the adminAccount to the
£¥ adminAccount - Group
adminAccount in their Okta adminAccount Deactivate group to trigger
Workflow. Continues if they do. comparison ID or Login* LR another offboarding for the admin GrouplID (e
not equal v | £& adminAccount account. GROUPID y
7
value b Aa~ User
System Properties User ID* Aa~
Vi
3¢ 1D
otherwise 1D
message Aav
. . Result
User did not have an admln/ oo
. 7
| Status
message
Highly Confidential *% BlueVoyant




Offboarding — Final Steps

W orkflows can run simultaneously, and their events can be triggers for other workflows

Continue If

Looks for adminAccount

Checks if user is associated with
adminAccount in their Okta
Workflow. Continues if they do.

Highly Confidential

value a Aav

¥ adminAccount

comparison
not equal v
value b Aa~
~
otherwise
message Aav

User did not have an admin/

message

:
Read User

Looks up Okta ID

Finds the Okta ID of the

adminAccount

‘ v QOkta v
User
ID or Login* Aav

| $& adminAccount

System Properties

|ID

Offboards adminAccount

Adds the adminAccount to the
Deactivate group to trigger
another offboarding for the admin

account.

108

Add User to Group

a v Okta
Group
Group ID Aav
GROUFID
y
User
User ID* Aav
I 2D
Result
| Status
*® BlueVoyant




Offboarding — Final Steps

W orkflows can run simultaneously, and their events can be triggers for other workflows

109

Continue If Read User Add User to Group

Looks for adminAccount Looks up Okta ID Offboards adminAccount

value a Aav & v Okta - & . Ok
Checks if user is associated with £% adminAccount Finds the Okta ID of the Adds the adminAccount to the
u G
adminAccount in their Okta adminAccount e Deactivate group to trigger roup
. . . . ) ;
Workflow. Continues if they do. COMpArson ID or Login Aa another offboarding for the admin Group ID Aa
not equal v | £& adminAccount account. GROUPID p
7
value b Aa~ User
y System Properties User ID* Aav
v
P
otherwise | D I W D
message Aav
. . Result
User did not have an admln/
. 7
| Status

message

Highly Confidential
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Resources

 Okta W orkflows: https://help.okta.com/wf/en-us/Content/Topics/Workflows/workflows-main.htm

« Okta Workflows Pricing: https://www.okta.com/pricing/

 Jamf ‘Self Heal’ : https://docs.jamf.com/10.36.0/jamf-pro/release-
notes/New Features and Enhancements.html

 Jam Pro APl Documentation: https://developer.jamf.com/[amf-pro/docs/jamf-pro-api-overview

Highly Confidential *9 BlueVVoyant
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https://docs.jamf.com/10.36.0/jamf-pro/release-notes/New_Features_and_Enhancements.html
https://developer.jamf.com/jamf-pro/docs/jamf-pro-api-overview
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