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What to Expect

* Pre-migration & Prep
« Migration

* Post Migration

¢ Q&A




Apple Device Unification
A M Campus Enroliment Dashboard
macO0S Devices Enrolled

Unified Jamf TEST Server - 176

macO0S Devices Remaining to Enroll

MarComm Jamf Server 1
IODP Jamf Server 3
Mays Jamf Server 10
Libraries Jamf Server 23
Athletics Jamf Server 96
Engineering Jamf Server 114
Student Affairs Jamf Server 122
PITO-OAL Jamf Server 130

GeoSciences Jamf Server 154
Architecture Jamf Server 202
VetMed Jamf Server 213
Liberal Arts Jamf Server 229
Division of IT Jamf Server 392
Engineering Broken Jamf Server 432

Unmanaged 2756

3021 |3361 2019

Managed to Migrate Unmanaged to Enroll Total Devices Enrolled

iI0S/iPad0S/tv0S Devices Enrolled

Unified Jamf TEST Server | 1

i0S/iPad0S/tv0S Devices Remaining to Enroll

IODP Jamf Server | 1
Libraries Jamf Server | 4
GeoSciences Jamf Server I 8
Residence Life Jamf Server I 12
MarComm Jamf Server I 14
No Jamf Server I 16
Engineering Broken Jamf Server l 25
VetMed Jamf Server . 35

N 4

B 46

L B

L Ky

I 146
P 430

Unmanaged 606

PITO-OAL Jamf Server

Liberal Arts Jamf Server
UES Jamf Server
Architecture Jamf Server
Engineering Jamf Server

Division of IT Jamf Server



Project Goals

 Goals
— Drive campus wide buy-in
— Create a unified Jamf environment

— Create a campus member driven workflow that is automated in such
a way to guide even non-technical users through the migration.

» Roles
— Unified Apple Device Management Team
— Site admins and local support
— Meissa, Jamf Gold Partner




Our Environment

* 12 campuses across Texas
18 Jamf Instances — independently run and managed
Various management platforms besides Jamf
Large Unmanaged Population
Faculty, Staff, Students




Assessments

 Individual Assessments of each Jamf console.
— Applications being actively deployed from existing Jamf Consoles
— Unique applications installed on Campus Member devices

— Deployment of Security Applications
 Varying degrees of success in deployment of security apps across the campus.

— Unique workflows
« Labs/ Shared devices
» Testing devices
» Special use case iPads

AP




Building of the Unified Instance

Test and Production servers
Installomator and Jamf App Catalog

Device Compliance — Research Data and Security
Compliance Catalogs

Campus Member communications




Building of the Unified Instance

Test Server Change Production Server
Management

] EIZ‘: ;-E?I::Egtinn and gd Dotz Duplicate/ Clone
. Me - Review )

tool testing - Deploy

- Compatibility Testing - Approve




Building of the Unified Instance

Compliance

* Device Compliance
— Mapped directly to Control

AC-1 - Global - 15 Minute

Sleep - Session Lock

Catalog

— Reduction of overhead for
distributed support teams
and standardization of
devices




Building of the Unified Instance

0 @ On-Demand

Silent Fail Alert that App Alert that App
will Close will close

Ul: Installomator/swiftDialog ATM




Building of the Unified Instance
Support Hub m

— Built upon Support App @k

e @ "
— Allows end users to Request
Admin access, submit ol e
helpdesk tickets, and even
check for updates.

Contact IT Support e Self-Service

® ®

Chat with HDC Provide Feedback Check For Updates T
@




Building of the Unified Instance

Default Buttons Custom Buttons

Health Check Request Admin
Thursday 07:36 PM Standard User

Contact IT Support e Self-Service

@ Computer Name macQS Ventura
13.4.1

Last Reboot e TAMU_WiFi
14 hours ago




Building of the Unified Instance

Health Check Health Check in progress...

Thursday 07:36 PM A window will appear when complete

ST

29
o

Health Check complete!

i




Building of the Unified Instance




Building of the Unified Instance

Computer Name
NXAWP7CQ30

o Last Reboot

16 howrs age

O Health Check
Ve oy 1056 AM

Contact IT Support

TAMU_WiFI
0228 69121

macOS Ventura
1341

Request Admin
Standard User
e Self-Service

« Easy to locate

* Quick Access to change account
rights

Account elevation and
demotion reflected in both
Support Hub and Privileges

7




Building of the Unified Instance

Local IT Contact information
Easy Self-Service access
Online chat support

Provide user feedback

Check for application updates

Contact IT Support

@

Chat with HDC

©

Provide Feedback

e Self-Service

Check For Updates

AP




Building of the Unified Instance

SwiftDialog
Enhanced end user experience
Customized informative windows
Capture information to be relayed back to Jamf
Very active community on MacAdmins Slack




Building of the Unified Instance

* Microsoft
Teams

Power
Automate Excel

Migration
Progress Outlook




Building of the Unified Instance




Building of the Unified Instance

*Residence Life

 Previously all user and
applications manually
assigned and deployed

Using Jamf Setup and

Reset, device deployment
and return is completely
automated.

« Users automatically
assigned during setup

 Applications deployed
based on selected role.

7




Building of the Unified Instance

AD_STATUS="S(dsconfigad )"

if echo "SAD_STATUS" | grep -q "Active Directory Domain"; then

echo "The Mac is Active Directory bound"

NETACCLIST=S(dscl .list /Users OriginalNodeName | awk '{print S1}' 2>/dev/null)
if ["SNETACCLIST" == ""1; then

mobileAccounts="0"

dsconfigad johndoe -p nopasswordhere

else

echo "Domain bound, will handle ina moment"

fi

fi

AD_STATUS="S(dsconfigad )"

if echo "SAD_STATUS" | grep -q "Active Directory Domain"; then

echo "The Mac is Active Directory bound"

NETACCLIST=S(dscl .list /Users OriginalNodeName | awk '{print S1}' 2>/dev/null)
if ["$SNETACCLIST" == ""]; then

mobileAccounts="0"

dsconfigad johndoe -p nopasswordhere

else
mobileAccounts="Present"




Communications and Marketing

* Documentation
— Public and Private Knowledge Bases

 Distributed communications and Templates
— Templates

» Marketing Video




Communications and Marketing




Communications and Marketing

» Early Adopter Program
— At least one participant per department
— Test server
— Opt out request; feature skip request




Migration Workflows

One package to rule them all. Computer States:

« Managed
— In ASM

\ / — Notin ASM

« Unmanaged
— In ASM
— Notin ASM




Prepare Origin Server

Move computers to
new MDM server in
ASM

Create policies to
prep computer for
migration

Deploy migration
prep policies

Create extension
attributes to gather
information

Configuration
profiles to prevent
unwanted
notifications

Deploy migration
prep configuration
profiles

Deploy migration
policy in origin
server

Create smart
groups necessary
to scope migration

Create policies to
migrate computers

Collect extension
attribute
information

Migration finishes
in the new unified
server




Migration Start

Welcome to Apple Device Management @ Texas A&M!

It's time to enroll your device in the new unified Apple device

management system.
A I M Click "Get Started” to watch a quick overview of the enrollment

process.

Get Started




Migration Video

@ Finder File Edit View Go Window Q & MonMay8 3:03PM

J- :

‘exas A&M University can automatically
configure your Mac.

Apple Device Management @ Texas A&M

@& Finder Flle Edit View Go Window Help @B e T Q 8 FriMar3 7:30AM

Device Enroliment
G Texas ABM University can automatically
configure your Mac.

Apple @ Texas A&M

Provided by Texas ABM Technology Services

Enroll your device by 03/17/23 (restart will be required)
Encoling i the unified Appie device management system allows Techaology
Services to manage and protect your device with minimal disruption to you.
To enroll look for the Device Enraliment notification i the top right corner of your
screen. Click *Options," then Details.*
When prompted, log in with the username and password you use to log in to
this computar

Username. yourusername
Sarial Number: HRX47QOM7L e —
User Approved MOM: No . Texas ABM Universty can sutom

configure your Mot
Days Remaining 1" el

Got Help 1 Accept




Pop Up and Instructions

i Finder File Edit View Go Window Help

Device Enroliment
Texas A&M University can autom-
configure your Mac.

Apple @ Texas A&M

Provided by Texas A&M Technology Services

Enroll your device by the end of this week (restart will be required)

A M Enrolling in the unified Apple device management system allows Technology

Services to manage and protect your device with minimal disruption to you.

To enroll, look for the Device Enroliment notification in the top right corner of your
screen. Click "Options," then "Details."

When prompted, log in with the username and password you use to log in to

this computer.
Username: yourusername
Serial Number: K707K3Y3PX

Device Enroliment
User Approved MDM: No ‘ Texas A&M University can autom
configure your Mac. | m

x

Days Remaining Past date! | Later

More Info




Install MDM Profile

No profiles installed
i required)

ichnology
in to you.

t corner of your

p login to

Allow Device Enroliment?

Texas A&M University can automatically
configure your Mac based on settings
provided by your System Administrator.

L3




entials for MDM Profile

L3

. ©

X No profiles installed
Profiles

Profiles is trying to enroll you in a remote
management (MDM) service.

Enter your password to allow this.

Your Username

LS




Profiles Deploy Device

@ SystemSettings File Edit View Window Help

Sign in
¥ with your Apple ID
B wi-Fi
a Bluetooth

Network

g Notifications
Sound

[ Focus

8 Screen Time

\2) General

@ Appearance
Accessibility

=3 Control Center
© siri & Spotiight
0 Privacy & Security

Desktop & Dock

u Displays

< Profiles

W2 1setting
":i Microsoft Office - Managed Login Items (UBF8T346G9)

1 setting

@ Nudge - Managed Login Items (T4SK8ZXCXG)

(2

1 setting

Nudage - Notifications
1 setting

‘.-ai Privacy Preferences Policy Control

1 setting

‘w1 Privileges - Notifications
()

o2

1 setting

‘ .w.‘i Privileges Dock Toggle Timeout Configuration

1 setting

@ Tenable Nessus - Managed Login Items (4B8J598M7U)

1 setting

Texas A&M MDM Profile
3 settings

1 Umad - Managed Login Items

1 setting

Zoom - Managed Login Items (BJAHAAB9B3)

1setting

[TESTING] - AC-11 - Global - 15 Minute Sleep - Session Lock
- NEW

1setting

[TESTING] Remove Authorized Filevault Users from Login
5 settings

Q & MonMay8 3:13PM




Wait For Background Processes

Finder File Edit View Go Window Help 73% =) 7 wu Jul 3
& Fi £A® T @ Y & = & Q & Thulul13 3:10PM

Apple Device Management @ Texas A&M

Enroliment in Progress...
This process can take up to five minutes. Please do not restart your computer. A

new window will appear with the next steps.

Your computer is being enrolled in the unified Apple device management
instance with enhanced security and new features. Please check out the self-
service tools available to help you easily access needed resources and
conveniently manage your computer.

Self-Help Tools:

» Self-Service Hub - Easily install software, access help documentation and
check for updates. Learn more about the Self-Service Hub.

Support Hub ~Submit a support ticket, chat with Help Desk Central or
provide feedback. Learn more about the Support Hub.

Privileges App — Quickly elevate your account to administrator access. Learn
more about the Privileges App

Updates On Demand - Check for application updates on demand Learn
more about the managing your device update
Need to refer back to instructions?

Once migrated, you will be able to find this information on your computer in the
Self-Service Hub application under the Help section.p




Sync Account With Jamf Connect

@& Finder File Edit View Go Window Help Q & MonMay8 4:18 PM

Sign In

Sign in with your NetID@tamu.edu email address
and password to continue your enrollment.
- A M Going forward, you will use your NetID password

to log in on your device.

NetlD@tamu.edu: [NetlD@tamu.edu

Password; eeeeecscecccsccccccce

Sign In




Finish Account Sync

& Finder

File

Edit

View Go

Window Help

Sign In

m Sign in with your NetID@tamu.edu email address

and

Enter your current computer password to sync your o
device login to your NetlD password.

Local Password: | |

cante

Password: eesessessssescsse

Sign In

Q & MonMay8 4:20 PM




Welcome Video

p
& Terminal Shell Edit View Window Help 0O @ T @ @ & 0 ) ® es%xm)  Q & Monul10 501PM

Apple Device Enroliment Complete

TEXAS A&M UNIVERSITY
:‘F‘ Technology Services




Migration i1s Done

@ Finder File Edit View Go Window Help ( Q & MonMay8 3:19PM

Apple Device Migration Complete

Welcome to Apple Apple Device Management @ Texas A&M

Now that you have enrolled in the unified Apple device management service,
your device is managed by Technology Services with enhanced security. Please
check out the self-service tools available to help you easily access needed
resources and conveniently manage your computer.

Self-Help Tools:

Self-Service Hub - Easily install software, access help documentation and
check for updates. Learn more about the Self-Service Hub.

Support Hub —~Submit a support ticket, chat with Help Desk Central or
provide feedback. Learn more about the Support Hub.

Privileges App — Quickly elevate your account to administrator access. Learn
more about the Privileges App

Updates On Demand - Check for application updates on demand Learn
more about the managing your device update

This information can be found on your computer in the Self-Service Hub
application under the Help section.

Open Self-Service Hub N




Self-Service and Documentation

Self-Service Hub

=] Texas A&M University - Test

Q_ Search

{a} Home m @
& Browse ? "

All

Apple Device Administrator Privileges Managing Your Updates

Help Management (Help) (Help) (Help) Self-Service Hub (Help) Submit Feedback (Help)

Featured

Open Open Open Open Open
Applications
Code Maroon

Security

Updates
£\ Notifications

@ History

What's new on iOS

Support Hub (Help) Devices (Help)

Open Open




Lessons Learned

 Solidify processes and communication expectations
before documentation is created.

There 1s a delicate balance of over and under
communication

Flexibility is key
Outline then design
"Ghosts" will show up




Future State

* Full Zero Touch deployments
» Further development of Self Service

 Labs




Q's & Hopefully Some A's

* Stephen Johnson
stephen@tamu.edu

e QOscar Reyes : : * Kyle Gilmore
oscar@tamu.edu ; kyle.gilmore@tamu.edu



mailto:stephen@tamu.edu
mailto:oscar@tamu.edu
mailto:andrewbarnett@tamu.edu
mailto:kyle.Gilmore@tamu.edu

Credits

Andrew Barnett, Kyle Gilmore, Oscar Reyes,
Stephen Johnson
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