
Introduction to 
Declarative MDM



DDM  
=  

Declarative Device Management 

MDM  
=  

Mobile Device Management 



What is MDM?



• API for sending device 
management commands 
• For iOS, usable on iOS 4.x and 

later. 
• For macOS, usable on 10.7.x 

and later. 
• For tvOS, usable on tvOS 10.x 

and later. 
• Not all MDM commands 

are backwards-compatible



Why use it?



How does MDM  
management work?

• Apple's push notification 
services (APNS) 

• Mobile device management 
(MDM) server






http://init-p01st.push.apple.com/bag

http://init-p01st.push.apple.com/bag
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https://support.apple.com/HT203609

https://support.apple.com/HT203609




• APNS never needs an inbound network 
connection on your network. 

• Only outbound connections from your 
network to Apple’s network (17.0.0.0 / 8) 
are needed for APNS. 

• APNS never makes unsolicited 
connections. 

• APNS uses TLS 1.2 
• APNS authenticates all transactions 

with device tokens and payload tokens, 
and validates all SSL certificates.





https://twocanoes.com/products/mac/push-diagnostics/

https://twocanoes.com/products/mac/push-diagnostics/


https://www.youtube.com/watch?v=Z-Lg9uBbmfk

A Push Odyssey:  
Journey to the Center of APNS:

https://www.youtube.com/watch?v=Z-Lg9uBbmfk


What’s an MDM server?

1. HTTPS server 
2. Needs to be able to 

respond with both of the 
following: 

• HTTP 200 OK 
• A plist in XML format 

which contains a 
command.



Perpetual plist passing



Perpetual plist passing



MDM Server Certificates

• APNS Vendor Certificate 
• APNS Push Certificate



MDM Server Certificates

• APNS Vendor Certificate 
• Used to sign APNS push 

certificate’s certificate 
requests (CSRs)









MDM Server Certificates

• APNS Push Certificate 
• Used by MDM server to 

communicate with APNS



https://identity.apple.com

https://identity.apple.com


https://identity.apple.com

https://identity.apple.com


APNS Apple ID Do’s and Don’ts

Do: 
•Have an Apple ID dedicated just to 

creating your APNS certificate. 
•Have multiple Apple IDs for your 

APNS certificates if you have more 
than one MDM server . 
•Have the Apple ID(s) documented.



APNS Apple ID Do’s and Don’ts

Don’t: 
•Use a personal Apple ID. 
•Use an Apple ID tied to your 

specific work email address. 
•Lose the password to your Apple 

ID(s).



https://tinyurl.com/fixapns

https://tinyurl.com/fixapns












APNS push certificate



APNS push certificate topic














APNS

MDM




APNS

MDM






APNS

MDM





APNS




APNS

MDM



APNS device token
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=
"Hey you! Check in with your 

MDM server!”
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What is DDM?



What it is:
New data management 
paradigm: 
•Avoids common 
performance and scaling 
issues seen with MDM



What it is not:
New management protocol: 
•DDM has been added to 
the existing MDM 
protocol to make DDM 
adoption easier.



Why use DDM?



Command

Acknowledge

Query State

Send State

New Command

MDM



MDM

•Each management workflow takes time 
and multiple round trips between the 
MDM server and the managed device 
•Performance challenges grow larger as 
the number of devices being managed 
increases across the organization



Here’s the plan.  
You got this?

Thanks, I got this. 
Check in with you later.

DDM



DDM Data Model

•Declarations 
•Status Channel 
•Extensibility



Declarations



Declarations

Type: Identifies the type of policy



Declarations

Identifier: Unique identifier for 
declaration



Declarations

ServerToken: Unique version 
identifier, based on the Identifier 
value 



Declarations

Payload: Settings for the policy



Declarations
•Type: Identifies the type of policy 
•Identifier: Unique identifier for 
declaration 
•ServerToken: Unique version identifier, 
based on the Identifier value. 
•Payload: The settings for the policy.



Declaration Types

•Configurations 
•Assets 
•Activations 
•Management



Declaration Types

Configuration: represents policies 
being applied to the device.



Declaration Types

Assets: data needed by 
a configuration.



Declaration Types

Assets: data needed by 
a configuration.









Declaration Types

Activation: group of configurations









Activation Predicates
•Determines activation behavior 
•Boolean logic 
•Device will only process 
activation if predicate 
evaluates to TRUE



Activation Predicates



Declaration Types

Management: properties of the 
overall management state on the 
device.



Management 
Declarations

• Represent properties of the 
overall management state 

• Organization information 
• MDM server capabilities 
• Conveys static information 

to the device.



Declarations
•Configuration: represents policies 
being applied to the device. 
•Assets: data needed by a 
configuration. 
•Activation: group of configurations 
•Management: properties of the overall 
management state on the device.



Status Channel

Status Channel

Here’s the plan.  
You got this?

Thanks, I got this. 
Check in with you later.



Command

Acknowledge

Query State

Send State

New Command

MDM



Status Items

• device.operating-system.family 
• device.operating-system.version 
• device.model.family 
• device.model.identifier



Status Items



Status Items



Extensibility

Here’s what I have. 
What do you have?

Here’s what I have. 
What do you have?



Extensibility
• Both endpoint and MDM server 

advertise what they support 
• Supported features 
• Supported payloads 
• MDM server indicates support in 

management declaration. 
• Client indicates support as 

specific status item.



DDM Integration with MDM
• DDM is integrated into the MDM 

protocol for enrollment, transport 
and authentication. 
• Declarations and MDM 

commands / profiles coexist 
• Unenrolling from MDM 

management also removes all 
DDM.



DDM Integration with MDM

• DDM is not disruptive to MDM. 
• Declarations and MDM 

commands / profiles coexist. 
• DDM can send and install MDM 

profiles as configurations.



DDM Integration with MDM



DDM Integration with MDM



DDM Integration with MDM



DDM Integration with MDM







New DDM-managed software updates

• Can enforce software updates for a 
specified OS version and build at 
specified time. 

• Available for the following 
platforms: 
• macOS 
• iOS 
• iPadOS



New DDM-managed software updates

• DDM software update 
configurations can coexist with 
MDM software update commands 
• Software updates enforced by 

DDM will take precedence over 
MDM commands or profiles





DDM-managed app deployment 

• DDM configuration can specify an 
app be available on a device at a 
desired time. 
• App can be sent to the device 

ahead of time, then made 
available when needed. 

• Administrators can switch 
between sets of apps as needed.



DDM-managed app deployment 

• App can be shown to user without 
the app being installed, so that the 
user can choose when to install it. 
• Since user is choosing to install, 

no consent prompt appears. 
• Asynchronous reporting keeps the 

admin up to date on changes to 
managed apps on the endpoints.



DDM-managed security compliance 

• sshd 
• sudo 
• PAM 
• CUPS 
• Apache httpd 
• bash 
• zsh



DDM-managed security compliance 

• FileVault status monitoring 
• Status item: 

diskmanagement.filevault.enabled 
• Returns a boolean value to 

indicate whether FileVault is 
enabled or not











Apple Mobile Device Management: https://
developer.apple.com/documentation/devicemanagement

Apple Device Management documentation: https://
developer.apple.com/documentation/devicemanagement

A Push Odyssey - Journey to the Center of APNS: https://
www.youtube.com/watch?v=Z-Lg9uBbmfk

Getting MicroMDM working and working with MicroMDM: 
https://youtube.com/watch?v=WGKT-PyHz6I

Useful Links

Demystifying MDM: open source endeavours to manage 
Macs: https://youtube.com/watch?v=6DBGIDcBKFw

https://developer.apple.com/documentation/devicemanagement
https://developer.apple.com/documentation/devicemanagement
https://developer.apple.com/documentation/devicemanagement
https://developer.apple.com/documentation/devicemanagement
https://youtube.com/watch?v=WGKT-PyHz6I
https://youtube.com/watch?v=6DBGIDcBKFw


WWDC 2023 What’s New in managing Apple devices: https://
developer.apple.com/wwdc23/10040

Useful Links

WWDC 2023 Explore advances in declarative device 
management: https://developer.apple.com/wwdc23/10041

WWDC 2021 Meet Declarative Device Management: https://
developer.apple.com/wwdc21/10131

WWDC 2022 Adopt declarative device management: https://
developer.apple.com/wwdc22/10046

https://developer.apple.com/wwdc23/10040
https://developer.apple.com/wwdc23/10040
https://developer.apple.com/wwdc23/10041
https://developer.apple.com/wwdc21/10131
https://developer.apple.com/wwdc21/10131
https://developer.apple.com/wwdc22/10046
https://developer.apple.com/wwdc22/10046


Downloads
PDF available from the following link:

https://tinyurl.com/PSUMac2023PDF

Keynote slides available from the 
following link:

https://tinyurl.com/PSUMac2023Keynote

https://tinyurl.com/PSUMac2023PDF
https://tinyurl.com/PSUMac2023Keynote

