Introduction to
Declarative MDM



DDM

Declarative Device Management

MDM

Mobile Device Management




What is MDM?



e API for sending device

management commands

e ForiOS, usable on iOS 4.x and
|ater.
e For macOS, usable on 10.7.x

and later.
e For tvOS, usable on tvOS 10.x
and later.

e Not all MDM commands
are backwards-compatible







How does MDM
management work?

e Apple's push notification
services (APNS)

e Mobile device management
(MDM) server







http:/init-p01st.push.apple.com/bag
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<key>signature</key>

<data>Bf LfmeYAToSiBTnOAIHGE91F5uL4cdULBy4YLkpFtLI9A2gX4Z71jxd6ZykCtwsm66/JAhjVKamG3/505gvXpkRB7 rOVIfyx1tZ9zyXgAiMNBdqoKd+62NK+N50WA1tKgi5gRdQM Visx3aNY/7za+
PvyzxSAsaWMFgpORP/j8sQL7 LVp2KyF6AYygSON3NursZKDgNHM5gHNeVo/x0J0aYI9LZ/
Mrwc8EU4m8wUAGCjeHBIiy5Z2]Imx0EPaYABeMpCI98PVfqvgadbOmagPmPKnWscdzMzw@as]IDb7sQXY55 lymwnhlvYccutGQWrSChZ8pBXbnj4 lu+RDBDw==</data>

<key>certs</key>
<array>

<data>
MIIFRjCCBC6gAWIBAQIQXgujPtScX2cAAAAAUNSPkzANBgkqhkiGOw@BAQsFADCBuUjELMAKGAIUEBhMCVVMXF jAUBGNVBAOTDUVUdHI1c3QsIE LuYy4xKDAMBONVBASTHIN 1ZSB3d3cuZW50cnVzdC5uZXQvbGVnYWwt
dGVybXMxOTA3BgNVBASTMChjKSAYMDEYIEVudHI1c3QsIELuYy4gLSBmb3IgYXV0aG9yaXplZCB1lc2Ugb25se TEUMCWGATUEAXMLRWS@cnVzdCBDZXI0aWZpY2F@aWIuIEF1dGhveml0eSAtIEwxSzAe Fw@xNzASMj kx
NzAyMTNaFw@x0TA5Mj gxNzMyMTJaMG8xCzAIBgNVBAYTA LVTMRMWEQYDVQQIEwpDYWxpZm9ybm LhMRIWEAYDVQQHEW LDdXB LcnRpbm8xEzZARBgNVBAOTCkFwcGx LIE LuYy4xIjAgBgNVBAMTGW LuaXQtcDAxc3QucHVz
aC5hcHBsZS5j b20wggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWGQEKAOIBAQDZcQxs0e+k@6rGz jHosZBbaLBoiwmVhbXTs60Zbz2YAWT/

1qJeTo ldRnGWks7TafG6NhTme@QH2gYYf11NUyC6526rx0Gnhqe94sp4TD4ueawAYnsn+bzkC8VPQuUP7KGMEK VK4 LLSEIimAO9vhOSTYmKESe0YqupHCEY+19z fHR/

p5gDhRhVXHNpLm4Hmr4Hoeebu 1 fKaCQIBAwaVwhAvTMN13USLp@OESFCilyhFgdvyR819Y6BMUIITTt04229+Dc+LG4sGj iWVIL3n0yugAyE1cvDBil1zVxjdnPHbU81ip9VhBaalsQzpqB8GxdYZodt+
r31dkU0pNu7uESAIKWZAQMBAAG] ggGQMIIBj DAOBGNVHQ8BA f 8EBAMCBaAwHQYDVR@ 1 BBYwFAYIKwYBBQUHAWEGCCSGAQUFBWMCMDMGA1UdHWQsMCowKKAMOCSGImh@dHAGLY I cmwuZW50cnVzdC5uZXQvbGY2Zkiwxa
y5j cmwwSwYDVROgBEQwQ j A2BgpghkgBhvpsCgEFMCgwlgYIKwYBBQUHAGEWGMhOdHAGLY93d3cuZW50cnVzdC5uZXQvenBhMAgGBmeBDAECA ) BoBggrBgEFBQCBAQRCMFowIwYIKwYBBQUHMAGGF2h@dHAGLYIVY3NwL
mVudHJ1c3QubmVOMDMGCCsGAQUFBzAChidodHRwO18vYW LhLmVudHI1c3QubmVOL2wxayljaGFpbjI1INi5jZXIwJAYDVRORBBOWG4IZaW5pdClwMDFzdCSwdXNoLmFwcGx LLmNvbTATfBgNVHSMEGDAVGBSConB@3bxTP
8971PfNf6dgxgpMvzAdBgNVHQ4EFgQUhhd/ lweSvsZr6D0kMcH+ZuKwtvswCQYDVROTBAIWADANBgkqhk 1G9w@BAQs FAAOCAQEAWKt4JbOWrYCMI fW/+

imqU8f3Eb3KSbw08j rvtVmvQ8De22USIb9ISHbNZXZE1d6uD3VAMjxAforiEfey1TQD3yQ0cti8pp7peAUSUO5zvDa8WImgSlydsZe7WId 1kMj2YuFY21lhxhHLgaaeWuePy+wbd72QHQIXCf1m20y7/
hoz0W7x1z9mD@0obg rBGOBUQWOTxtycmLISFycYhw53Mal LsKm7Y5nLiCPzigHL52SSBMf35MEQwTfdGpp/YM/Nz8YZQXqV@2qFFvAJoiSdZE4A2bm+dMHIZR6PGy1imoBcsPgmwsskd/
g@qrC@pSZhs3bulng2FnxQGawWv8YFobg==</data>

<data>MIIE/jCCA+agAwIBAgIEUc4A/jANBgkqhkiG9w@BAQsFADCBtDEUMBIGAIUEChMLRW5@cnVzdC5uZXQxQDA+
BgNVBAsUN3d3dy5 LbnRydXN@LmS5 LdCODUFNTMj A@0CBpbmNvcnAuIGISIHI1Z149KGxpbW10cyBsaWFil ikxJTAjBgNVBASTHChjKSAXOTKSIEVudHI1c3QubmV@IEXpbW10ZWQxMzAXxBgNVBAMTKKVudHI1c3Qubmve
IEN1lcnRpZmljYXRpb24gQXV@aG9yaXR5ICgyMDQAKTAe FwOXNDEWMTAXNTIZMTdaFw@yNDEWMTEWN ) IyNDdaMIG6MQswCQYDVQQGEWIVUZEWMBQGAIUEChMNRW5@cnVzdCwgSW5) LjEoMCYGATUECXMfU2V1IHd3dy51
bnRydXN@Lm5 LdC9sZWdhbC10ZXJtczESMDCGAIUECXMwKGMpIDIWMTIgRWS@cnVzdCwgSW5jLiAtIGZvciBhdXRob3IpemVKIHVZZSBvbmx5MS4wLAYDVQQDEYVFbnRydXN@IENLcnRpZmlj YXRpb24gQXV0aG9yaXR5
ICOgTDFLMIIBIjANBgkqhkiGIw@BAQEFAAOCAQBAMIIBCgKCAQEA2]+WOE25L0Tn2z lem1DuXKVh2kFnUwmagAJqOV38pa9vH4SEKgjrQjUcjOulyFvCRIdIdt7hLqIOPt5EyaM/
0JZMssn2XyP7BtBe6CZ4DkIN7fEmDImiKmI5HwzGYei59QAvS727Tsoyqj0ip/wDoKVaG97aTWpRzIiatWA71QrjV6nN5ZGhTIbiEz5R6rgZFDKNrTdDGvuoYpDbwkrK6HIiP0O1]/915tgxyd8B/
lw9bdpXiSPbBtLOrJz5RBGXFEaLpHPATpXbo+8DX3Fbae814VH]) 9HyMgdp3NFXU2w07GOFyk36t0FASK7 1DYqjVs1/ IMZLwhGwSqzGmIdTivZGwIDAQAB04IBD jCCAQowDgYDVROPAQH/BAQDAQEGMBIGA1UdEWEB/
wQIMAYBAT8CAQAWMWYIKwYBBQUHAQEEJzAWMCMGCCsGAQUFBzABhhdodHRwOi8vb2NzcC5 LbnRydXN@Lm5 LdDAyBgNVHRBEKzApMCegJaAjhiFodHRw01i8vY3JIsLmVudHI1c3QubmVOLZzIwWNDh]YS5j cmwwOwYDVROgGB
DQwMj AwBgRVHSAAMCgw] gYIKwYBBQUHAGEWGMh@dHAGLY93d3cuZW50cnVzdC5uZXQvenBhMBOGA1UdDgQWBBSConBO3bxTP8971P fNTf6dgxgpMvzAfBgNVHSMEGDAWGBRVSIHREY C+2Im5CKMx+
aEkCRa5cDANBgkqhkiGIw@BAQs FAAOCAQEAWEI xwT4pFm51WHe1ZU2eKfWuCxwY+aMIQ3XvTW3xkur+zmhc4h++pa8aTKqD01+1iROb3TI7Bg8R6ILDpz0mimgcl6B4dd1Z]/
FNzqEfMyS1aYDSnGgv1K7jf74]JK3XBeEBgI013cioQ9aNgAtMSeQ3hLXvBiaoyQZ 10KrMVIWP90qa3XpMoSRyn18yIhQDIg2] r+k1QeQ6ENGVI3YL+HxKHHeNWHHUV3419b3HF tukSHMQWAWAVF3nQogYMIhNDIRLr+
15a9qQ47ZHhtItw8TPeBXDwRfyU6k2K1o5EFISNztM30zDmkA3gwZkZegXWwtGeDgbGfV/DTds/hk+iAog==</data>

</array>

<key>bag</key>

<data>PD94bWwgdmVyc2lvbj@iMS4wIiB lbmNvZGluZz@iVVRGLTgiIHNOYWSKYWxvbmU9InllcyI/
Pgo8IURPQIRZUEUgcGxpc3QgUFVCTEIDICItLY9BcHBSZS8VRFREIFBMSVNUIDEUMC8VRU41ICIodHRWO18vd3d3LmFwcGx ILmNVvDSOEVERZL1BYb3B1cnR5TG lzdCOxXLjAuZHRKI j4KPHBsaXNOIHZ LcnNpb249IjEu
MCI+

Cagk8ZG1jdD4KCQk8a2V5PkFQTINDb3VyaWVySG9zdG5hbWUBL2t LeT4KCQk8c3RyaWsSnPmNvdXJIpZXIucHVzaC5hcHBSZS5jb208L3N0cmluZz4KCgkIPGt 1leTSBUESTQ291cmllckhve3R)b3VudDwva2V5PgolCTxp
bnR1Z2VyPjUwPC9pbnR1Z2VyPgoKCQk8a2V5PkNsaWVudENvbmS LY3Rpb25SZXRyeUF@dGVtcHRZPCI rZXk+CgkIPG LudGVnZXI+MTAWPCIpbnR1Z2VyPgoKCQk8a2V5PKkFQT INDb3VyaWVyU3RhdHVZPCIrZXk+
CgkJPHRydWUvPgoKCQk8a2V5Pm1pbkNvbnN1Y3V0aXZ1S2VicEFsaXZ1lc@1haW50YWluaW5nV21GaUNvbm51Y3Rpb248L2t LeT4KCQk8aW50ZWd Lc j4xMDwvaW50ZWd Lcj4KCgkIPGt LeTStaW51dGVzRGLzYWISZVN3
aXRjaGluZ1RvV21GaUZyb21DZWxsdWxhcjwva2V5PgolCTxpbnR1Z2VyPjE1PCOpbnR1Z2VyPgoKCQk8a2V5PKFQT INOdW1iZXIPZkNyaXRpY2FsTWVzc2FnZUt LZXBBbG L2ZXNCZWZvcmVEaXNjb25uZWNOaWsnPCOr
ZXk+CgkIPGludGVnZXI+MzwvaW50ZWd 1c j4KCgkIPGt LeTSBUESTQ3IpdG L) YWXNZXNZYWd 1S2V LcEFsaXZ VG LtZXJEdXIhdG Lvbjwva2V5Pgol CTxyZWFsPj EwL JA8BL3] LYWw+CgoJCTxrZXk+
QVBOUONyaXRpY2FsTWVzc2FnZVRpbWVvdXQ8L2t 1eT4KCQk8cmVhbD4xMC4AwPCOyZWFsPgoKCQk8a2VSPKFQTINXVOFOVHIhY2t 1ZExpbmtRAWFsaXR5VG LtZU ludGVydmFsPCIrZXk+CgkJPHI LYWw+

NjAwLJA8BL3] LYWw+CgoJCTxrZXk+QVBOU1dXQU5UcmFja2VkTGlualF1YwWxpdHIPZmZUcmFuc210aW9uczwva2V5PgoJCTxpbnR1Z2VyPjI8L2 ludGVnZXI+CgolCTxrZXk+

QVBOUOFXRFNsb3dSZWN1aXZ 1VGhyZXNob2xkPC9rzZXk+CgkIPHI LYkiw+NjAuMDwvcmVhbD4KCgkIPGt LeTSBUESTTGI3UHIpb3JIpdHINZXNZYWd LQmFOY2hTaXp LPCIrZXk+CgkIPGludGVnZXI+NTABL2 LudGVnZXI+
CgoJCTxrZXk+QVBOUOFjdG12ZU ludGVydmFsPCIrZXk+CgkIPGLudGVnZXI+NTwvaW50ZWdlcj4KCgkIPGt LeTSBUESTRMIyYY2VkU2hvenRUaW1 lb3VOSW50ZXI2YWw8L2t LeT4KCQk8cmVhbD4yL jABL3] LYWw+
CgoJCTxrZXk+QVBOU@NvCc3REcm12ZW5EdWFsQ2hhbm5 LbEF@dGVtcHRZPCIrZXk+CgkIPG LudGVnZXI+MTAWPC9pbnR1Z2VyPgoKCQk8a2V5PkFQT INQaWdneWJhY2tEdWFsQ2hhbm5 LbEF@dGVtcHRzPCIrZXk+
CakJPGludGVnZXI+NTABL2 1ludGVnZXI+CgolCTxrZXk+QVBOU@1heGLtdWiMb3dQcmlvem1@eUIhdGNoZXNQZXIIb3VyPCIrZXk+CgkIPGludGVnZXI+

MzwvaW50ZWd Lcj4KCgkIPGt LeTSBUESTRGLZYWIsZUNvc3RECcmL2ZWSEdWFsQ2hhbmS5 LbDwva2V5PgoJCTxmYWxzZS8+CgoJCTxrZXk+

QVBOU@xvd1ByaW9yaXR5QnVyc3RXaW5kb3c8L2t 1eT4KCQk8cmVhbD4zMC4wPCIyZWFsPgoKCQk8a2V5PKFQT INMb3dQcmlvem1@eUI1cnNORGYsYXkBL21 1eT4KCQk8cmVhbD4xMjAwL JABL3] LYWw+CgolCTxrZXk+
QVBOUOxvd1ByaW9yaXR5QnVyc3RTZWSKUHIvYmF iaWxpdHk8L2t LeT4KCQk8cmVhbD4wL j g8L3] 1YWw+CgoJCTxrZXk+S2VIcEFsaXZ1VjJUaW1llRHIpZnRNYXhpbXVtPCIrZXk+CgkIPGludGVnZXI+

MDwvaW50ZwWd Lcj4KCgkIPGt LeTSLZWVwQWxpdmVWM LRpbWVEcmImdE1heEFsbGI3ZWQBL2t 1eT4AKCQkBaW50ZWd Lcj 4zMDwval50Zvid Lcj4KCgkIPGt LeTSBUESTSVBDYWNoaW5nVFRMTWludXR lczwva2V5Pgo]
bnR1Z2VyPjE@NDABL2 ludGVnZXI+CgolCTxrZXk+QVBOU@1QQ2FjaGluZ1BlcmN LbnRhZ2UBL2t 1eT4KCQk8aW50Zvid Lcj 4wPC9pbnR1Z2VyPgoKCQk8a2V5PkVudmlyb25tZW50PCIrZXk+
CgkJPHN@cmluZz5Qcm9kdwWN@aW9uPC9zdHIpbmc+CgolCTxrZXk+QVBOUBShZ2x LRWShYmx 1ZDwva2V5PgoJ CTxmYWxzZS8+CgolCTxrZXk+
QVBOU@1pbmltdWlIbnRlcnZhbEZhbGXiYWNrRWShYmx 1ZDwva2V5PgolCTx0cnV1Lz4KCgkIPGt LeTSBUESTSVBDYWNoaWSnVFRMTWLUdXRLc1YyPCIrZXk+CgkIPGludGVnZXI+

MTQOMDwvaW502Zvid Lcj4KCgkJPGt LeT5BUESTV2 1GaUt L1ZXBBbGL2ZUVhemx5SRmLlyZUNvbnNOYW50SW50ZXJ2YWw8L2t LleT4KCQk8aW50ZwWd Lcj4xMjABL2 LudGVnZXI+CgolCTxrZXk+
QVBOU@NvdXJIpZXJIIb3N@c1ByaWlhcn LJUHYOPCIrZXk+CgkIPGFycmF5PgolCTwvYXJyYXk+CgoJCTxrZXk+QVBOUBNvAXIpZXIIb3N@c1ByaWlhcnlJUHY2PC9rZXk+CgkIPGFycmF5PgolCTwvYXJyYXk+
CgoJCTxrZXk+QVBOUONvAXIpZXIIb3NOCcIN1Y29uZGFyeU1QdjQ8L2t LeT4KCQkBYXIyYXk+

CgkJPC9hcnIheT4KCgkIPGt LeTSBUESTQ291cmllckhve3RzU2V)b25kYXIS5SVB2Njwva2V5PgoJCTxhenJheT4KCQk8L2FycmF5SPgoKCQk8a2V5PKFQT INDb3VyaWVySG9zdHNEZWZhdwx@SVB2NDwva2V5PgoJCTxh
cnJheT4KCQk8L2FycmF5PgoKCQk8a2V5PkFQT INDb3VyaWVySG9zdHNEZWZhdWx@SVB2N jwva2V5PgoJlCTxhcnIheT4KCQk8L2FycmF5PgoKCQk8a2V5PKFQT INCYWdFeHBpcnk8L2t LeT4AKCQk8aW502ZWd Lcj 4xMDgw
MDwvaW50ZwWd Lcj4KCgkIPGt LeTSBUESTRGVMZXIyZWRIb3NOVGLtZWI1dDwva2V5PgolCTxpbnR1Z2VyP jM2MDABL2 LudGVnZXI+CgoJCTxrZXk+

QVBOU@ZpcnN@VWSsb2NrRGVsaXZ1len LTdGFOdXNQcm9iYWIpbGleeTwva2V5PgoJCTxpbnR1Z2VyPjE8L2 ludGVnZXI+CgolPC9kaWN@Pgo8L3BsaXNOPgo=</data>

</dict>
</plist>
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support.apple.com

Mac Watch AirPods TV & Home Only on Apple Accessories Support

If your Apple devices aren't getting Apple
push notifications

Learn what to do if your Apple devices don't see Apple push notifications when
connected to a network.

This article is intended for network administrators.

How Apple Push Notification Service connects

To use Apple Push Notification Service (APNs), your macOS, iOS, tvOS, and watchOS
devices need a persistent connection to Apple's servers over Ethernet, cellular data (if
capable), or Wi-Fi.

Check required ports and hosts

https://su le.com/HT203609



https://support.apple.com/HT203609
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Check required ports and hosts

If you use a firewall or private Access Point Name for cellular data, your Apple
devices must be able to connect to specific ports on specific hosts:

e TCP port 5223 to communicate with APNSs.
e TCP port 443 or 2197 to send notifications to APNs.

TCP port 443 is used during device activation, and afterwards for fallback if
devices can't reach APNs on port 5223. The connection on port 443 uses a
proxy as long as the proxy allows the communication to pass through without
decrypting.

The APNSs servers use load balancing, so your devices don't always connect to
the same public IP address for notifications. It's best to let your device access

these ports on the entire 17.0.0.0/8 address block, which is assigned to Apple.




APNS never needs an inbound network
connection on your network.

Only outbound connections from your
network to Apple’s network (17.0.0.0 / 8)
are needed for APNS.

APNS never makes unsolicited
connections.

APNS uses TLS 1.2

APNS authenticates all transactions
with device tokens and payload tokens,
and validates all SSL certificates.
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If you can't allow access to the entire 17.0.0.0/8 address block, open access
via the same ports to these network ranges on IPv4 or IPv6:

IPv4

e 17.249.0.0/16
17.252.0.0/16
17.57144.0/22
17.188.128.0/18
17.188.20.0/23

IPv6

e 2620:149:a44::/48
e 2403:300:a42::/48
e 2403:300:a51::/48
e 2a01:b740:a42::/48




Status

Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass

Show Log

https://twocanoes.com/products/mac/push-diagnostics/

Host

itunes.apple.com
appldnid.apple.com
tbsc.apple.com
ocsp.apple.com
ocsp.entrust.net
skl.apple.com
captive.apple.com
static.ips.apple.com
gg.apple.com
vpp.itunes.apple.com
osrecovery.apple.com

5-courier.sandbox.pus...
updates-http.cdn-appl...
5-courier.push.apple.c...

crl.entrust.net

5-courier.push.apple.c...

Push Diagnostics

Platform

i0S, tvOS, and macOS
iOS only

macOS only

i0S, tv0S, and macOS
i0S, tv0S, and macOS
macOS only

i0S, tv0S, and macOS
i0S, tv0S, and macOS
macOS only

i0S, tvOS, and macOS
macOS only

i0S, tvOS, and macOS
i0S, tvOS, and macOS
APNS

i0S, tvOS, and macOS
APNS

IP Address

23.55.204.23
17.253.21.202
17171.47.75
17.253.21.205
23.13.165.231
17171.47.7
17.253.21.206
23.1.193.76
17.171.47.69
17.125.249.4
17.42.252.38
17.188.178.92
17.253.21.206
17.57.144.55
23.62.230.72
17.57.144.55

Reverse DNS Category

a23-55-2... App Store

usqas2-vi... Software updates
Device setup

usqas2-vi... Certificate validation

a23-13-1... Certificate validation

skl-mdn-... Software updates

usgas2-vi... Device setup

a23-1-19... Device setup
Software updates
Device setup
Software updates
APNS

usqas2-vi... Software updates
APNS

a23-62-2... Certificate validation
APNS



https://twocanoes.com/products/mac/push-diagnostics/

A Push Odyssey:
Journey to the Center of APNS:

https://www.youtube.com/watch?v=Z-Lg9uBbmfk


https://www.youtube.com/watch?v=Z-Lg9uBbmfk

What’s an MDM server?

1. HTTPS server

2. Needs to be able to
respond with both of the
following:

e HTTP 200 OK

e A plistin XML format
which contains a
command.



Perpetual plist passing

<?xml version="1.0" encoding="utf-8"7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
<key>Command</key>
<dict>
<key>0ptions</key>
<dict></dict>
<key>Queries</key>
<array>
<string>foo</string>
<string>bar</string>
</array>
<key>RequestType</key>
<string>DeviceInformation</string>
</dict>
<key>CommandUUID</key>
<string>7564fecc-flb5-4d2d-af17-986fdd68a252</string>
</dict>
</plist>




Perpetual plist passing

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
<key>Command</key>
<dict>
<key>Payload</key>

<data>Zm9vYmFyYmF6</data>
<key>RequestType</key>
<string>InstallProfile</string>

</dict>

<key>CommandUUID</key>

<string>7e76lec5-9e20-42d1-9072-3d5a61le3ac5</string>

</dict>
</plist>




MDM Server Certificates

e APNS Vendor Certificate
e APNS Push Certificate

%@cf e

Hhandard
| 4’% %




MDM Server Certificates

e APNS Vendor Certificate
e Used to sign APNS push
certificate’s certificate
requests (CSRs)



Push Certificates

Choose Option Choose an Option

(@) Download signed CSR from Jamf Nation
Download CSR and sign later using Jamf Nation
Upload push certificate (.p12)

Get proxy server token from Jamf Authorization Server




Desktop

@ Recents
A Applications
(=) Desktop
(Y Documents

(¥) Downloads

¢ iCloud Drive

TEXT

JAMFSignedCSR.plist




PD94bWwgdmVyc2 lvbj@iMS4AwIiB1bmNvZGluZz@iVVRGLTgiPz4KPCFETONUWVBFIHBsaXNOIFBVQkxJQyAiLS8vQXBwbGUVLORURCBQTE LTVCAXLjAVLOVOIiAiaH
ROcDovL3d3dy5hcHBsZS5jb2@vRFRECY9QcmIwZXI0eUxpc3QtMSAwLmROZCI+CjxwbGlzdCB2ZX1zaWIuPSIXI j4KICABZGjdDAKICAGIDXrZXk+
UHVzaENLlcnRTaWduYXR1cmU8L2t LeT4KICAgIDxzdHIpbmc+
aTkvLzZTW1pXVE12UnZiVDVQMLA4Wm1zOURVMKF3QWVLdzNTei9vaXJ4NEd6cVZMeVhIWU lybXFuOWY rckRaT2x6ckNsZESZdUFOTDNIR LRWOEJScUxxMzNOZXpYTH
JSNGR3TnhWSEJtbXRzKy9Pb LBHAMZ j ZFBrSGQORWZLT LItWT LCT2c5U1tKKO LSQmo3bEhEeERGS 1IRVWWhsQTZYK@k1eWSMdEpIYUR3RHQyYY2JRVWE2aERMM3BFUmo5
RE13ZUVmayt jazBodDc2NmdSRUMwY1RIdTBRCOZSNZ IDUTh4R LpLQXh4NmxwWmOUbWVWYncy TGV Zj FEQUIITGY@dT IMRmd6UE LVNSOWVUFka3IpTXLyRXFMd2cyWX
U2RU@rcmF3VVpXbUIrcjdWUUVCNDY@Q1pQckh4aC95cXNneHBvcVFxNzhnNEQ3aU5@wWml jMVZXZDZBPTA8L3NOCcm luZz4KICAQIDX rZXk+
UHVzaEN1cnRSZXF1ZXNOQINSPCIrZXk+
CiAgICA8c3RyaW5nPk1JISUNXakNDQVVIQ@FRQXdGekVWTUINROEXVUVBA3dNUTISAGNHRNVLU@IPWVCcxbE1ISUIJakFOQmd rcWhralc5dzBCQVFFRKFBTONBUThBTU
LIQKNnS@NBUUVBakMvbGI1M1dsM@4zWDBZTVRYdTg1QmsxWnVUN1ZuVGdDRpYc1dZNEpPUWXZY2FwQOVKTUpveFhwbkxNZnRFUMx6SmowT2NOMWg3VzkxeHpIWEZu
WDVXTnpCMXBXNKF5dkZHUVRCSFAZUKZYQj LnUVRjbUkva2g@bWYyUHIWTXZWc jVoeURYdWdPUkh j OWxvZOwxRGptVi85cHY30EdBCcHZKMVUVZ1grVERORUNOdHAhdF
J5bFJybmJILbXhZem5QVis5QTdRSkRoaldZMGd1YzZ0@anNqTzNxRUNyc3ZtZHRyc@45bDUwdnAZzVVFgMnZYbGozVGtQZVIsN1ptYXB30VFHSXd@0XBuS2x2V3RsYnNn
YOpnSGZCWnFtWmZGME90oTGZQWm@BamkxbTARWLUANKZ5S j c@cUcrYy8wVEIWWNF1UEFUMG95a0 LoeEXEWGUYUINGRDFRSURBUUFCTUEWRONTcUdTSWIZRFFFQkIRVU
FBNELCQVFCUEQZRHZsMXNmdWprMnB2MjNTNnFock9VWi9kRXp tWTRtd3RRRO45N LBj dmNybGZhbWRXVVAwRDhBZ@owa21BNmxUTmJaWmx 1M LU4VFpEUFZxcOMrTTIo
OHoySz L1VTFaNFkyc1BnbXhQMVFLdmtQSDIWUUtkbTNtTjItQOINZUdGYUM4T3VPR2dEC LkyVFN1VHPQbGdOYVASR3hXbGEwCY9ub2R1VGVXRHV1a LlUYncOVE@xXOV
REaTJuQlV0dmQ@SzBIWHIgMWpzMkxxSW1PMnd LK2kwUEFwbUFaNmpHV j g4NHNKbFVXU3NROVhnWVVZMXgxalcSMHZmMT jgzNm 1 ldkpHMj BKM3 LLNWIqTKkXERmMINYVh2
eWkzWnRuek9hRThwaz L10DRZODhtN2Q5MkJuTkhXbzZ5a1BkQ05ZQ29rT1B0ajFObkQzUWdBYloreksxLzdTRHABL3N@cm LuZz4KICAgIDX rZXk+
UHVZaEN1cnRDZXJ@aWZpY2FOZUNoYWLuPCIrZXk+

CiAgICA8c3RyaW5nPi0tLSOtQkVHSU4gQeVSVE LGSUNBVEUtLS@tLQpNSULGZFRDQOIGMmABA@ LCQWdISUYZNDFWAStITEhRAORRWUpLb1pJaHZj TkFRRUZCUUF3Z1
pZeEN6QUPCZO5WCkIBWVRBbFZUTVINdOVRWURWUVFLREFWQMNIQnNaU@IKYmINdU1Td3dLZ1 LEVIFRTERDTK] jSEJzZWINCWGI zSnMKWKhkcFpHVWASR1YyW ld4dmNH
Vn1IRKkpsYkdGMGFXOXVj ekZFTUVIR@EXVUVBd3c3UVhCd2IHVWAWMj 15YkdSMwphV1JsSUVSbGRtVNNiIMBIsY21CU1pXeGhkR2x2YmSNZ1EyVn LkR2xtYVd0OaGRHbH
ZiaUJCZFhSb2IzSnBkSGt3CkhoYOSNVGA3T IRBNEIUTTBNRE 14V2hjTk1Ua3dOVEE@TVRNME1ESXhXakNCaERFYU1CZ@dDZ21TSm9tVDhpeGsKQVFFTUNIT 1VOemxD
TjBkVk1sWXhKekFsQmdOVkIBTU1IazFFVFNCV1pXNWtiMOk2SUVWQ LRVWWAVM] LtZEhkaApjbVVzSUVATVF6RVRNQKVHQTFVRUN3dOtRMVEZT1VIM1IXVX WakViTU
JrROEXVUVDZ3dTU2tGTLIpQLRiMLowCmQyRn laU3dnVEV4RE1Rc3dDUVLEVIFRROV3S 1ZVekNDQVNIdORRWUpLb1pJaHZ j TkFRRUJCUUFEZ2d FUEFEQOMKQVFvQ2dn
RUJBS29QRngyRHRYQ 1dQU LRoQUtRM1ZnMzITZORNOHIqbnBEOGATAOIyN3 14czBib@p5azIvemdQdQpLYmSHOXBXK2VpRHBOWTZNZO4wUFdSMULET2ZzZWZNbGNEVZ
VNUGXYbFZ6WkZsQUp6VmYwVStmeCtTb2sxMDJI2CndBM1FUT21JQUhaV 1g@eHBiVi9HN2NCbG5hK210c 1VIT1g00FFIanBkRWs4UDKkxTHRBOXNrc1hoQWhESDNoU24K
d3RUWUNoUWhIaXFE6NURKTEK3Y@ONaYisyUit3NmdQYmxThFVTYmx@dDYSL3NVcGx tSUFAWGZEM2 LVOESSRD 14WApHb2Rme LVvckRKMM83b 11nZUMy cGMzTGFuT2@x0E
hXM1hTQnRNS jBTRnhaUnhiR1Y2c@ZJQRQNVFTVOhZUDIpClcrQjhMd2InWm9aSWVVcVBPS3ZuZWSUQnIHAmF rS LVDQXdFQUFhTONBZFV3Z2dIUk1Bd@dBMVVKRXdF
Qi93UUMKTUFBd@h3WURWUjBqQkInd@ZvQVVpQ2NYQ2FtMkdHQOwW3T3U20WtkWnhWS LVWN2N3Z2dFUEINT LZIUGFFZ2dFRwpNSU1CQWpDQi93WUpLblpJaHZka LpBVU
JNSUh4TULIREINZ3]CZOVGQLFjQOFqQaIeZ31CczFKbGIHbGhibUS5sCkLHOXVISFIVYVhNZ1kyVn1kR2xtYVd0aGRHVWAdZbmtnWVcINULIQmhjblI1SUdGemMzVnRa
WE1nwWVdOalpYQjAKWVclalpTQnZaaUIwYUdVZ2RHaGxiaUJoY@hCc2FXTmhZbXhsSUhOMF LXNWtZWEp rSUhSbGNtMXpJROZ1WkNCagpiMjVrYVhScGIyNXpJRz LtSU
hWe lpTd2dZM1Z5ZEdsbWFXTmhkR1VnY@c5c2FXTjVIR@ZIWKNCa LpYSjBhV1pwC LkyRjBhVZz 11SUhCeV1XTjBhV@5sSUhOMFLYUmxiV1Z1ZEhNdU1Da@dDQ3NHQVFV
RkJ3SUJGaDFvZEhSd@9pOHYKZDNkM@xtRndjR3hsTG10dmITOWhjSEJZW1d0aEx6Qk5CZ@5WSFI4RVIqQkVNRUtnUUtBK2hqeGIkSFI3T2k4dgpaR1YyWld4dmNHVn
IMbUZ3Y@d4bExtTnZiUz LW LhKMGFXWnBZMKYwYVc5dV 1YVjBhRz L5YVhSNUwzZDNaSEpqC L LUTNWpj bXd3SFFZRFZSME9ICQ LLFRk twOWBWTG81Y1i9hWEVFMVh1SS9a
T1Zo0U1Kdk1BNEdBMVVKRHAFQi93UUUKQXdJSGAEQVBCZ2txaGtpRzkyTmtCQXdFQWdVQU1BMEdDU3FHU® LiMARRRUICUVVBQTRIQKFRQL10S3YvdzMwWNApQNOVUSD
FweXFmQnZ5VmFPWKNnU@VIVINDbTMyb@thRjZWSy9PaVFEaWlwd INndXRzRG5ya@EwOEIXV3RUMktICkd4eFRQaFZGUkI1VkFmaHgyNOtMUEtvQnREN1pyMnVZYj 11
ZE9saUpDTGxnVDVNMS9ZMKRHUFQ1SDY5azk2MwwKc L LwRmQ@Q2xGbkhwMk91ZG1Xbi9mTHhaNG5WWi9ZeU1lYcn1RZINWAEJ@dzI3bH1BR1VjVH10VW5sM1hsMkM4cg
pyVStka244VFFYN3VXR3VWT LdSUBS5YaGpMd@J@Vj FnRULQT j d6NKU30HU rQWVLTnVLQnpGWi85V2FBYWF rdVFPCmVCcXVgekdteDhSWGprZw84TTdwSi8rczFPRcw
ZFpwQUNQOXNrcTI3dWRIYOFxbmQrYzA@dUhaL@hhaXp@KOUKMDRtSW56YSt6emY rCi@tLSOtRUSEIENFULRIRKIDQVRFLSOtLSOKLSOtLS1CRUAITiBDRVIUSUZIQO
FURS@tLS@tCk1ISUVIakNDQXdxZ@F3SUIBZO11QWQ20HhEbHRVQkF3RFFZSktvik LodmNOQVFFRKIJRQXdZakVMTUF rROExVUUKQmhNQ1ZWTXhFekFSQmdOVkIBb1RD
a0Z3Y@d4bELFbHVZeTR4SmpBa@InT LZCQXNUSFVGAd2NHeGxJRUSSY25ScApabhixqWVhScGIyNGARWFYwYUc5eWFYUjVNULL3RkFZRFZRUURFdzFCY@hCc1pTQINiIM)
kwSUVOQk1CNFhEVEV6Ck1ESXdOek L4TKRNME4xb1hEVE L6TURIA@56SXhORGCWT j Fvd2dawWXhDekFKQmdOVkIBWVRBbFZUTVINd@VRWUQKV LFRSORBCEJ ) SEJZWINC
SmJtTXVNU3d3S2dZRFZRUUXEQ@5CY@hCc1pTQLhiMOpzWkhkcFpHVWASR1YyWld4dgpjR1Z5SUZKbGIHRjBhVz 11Y3pGRULIFSUdBMVVFQXd3N1FYQndiR1VnVjISeW
JHUjNhV1]sSUVSbGRtVnNiM@JsCmNpQINaV3hoZEdsdmJuTWdRM LZ5ZEd sbWFXTmhkR2x2YmLCQmRYUm9 iM@pwZEhrd2dnRWINQTBHQINXRINJIYjMKRFFFQKFRVUFB
NELCRHdBd2dnRUtBb@ LCQVFES@9GU215MWFxeUNRNVNPbUB3dXhmdUg4bWtidzBVM3IPZkdPQQpZWGR rWHFVSEK3WTUVDEF@R LZaWWNDMS t4RzdCU29VK@wVvRGVoQn
FoVjhtdmV4ai9hdmIWRWt rVKNCbXNxdHNxCk11M1dZMmhTR1QyTW11eS9heG IWNEFPcOFYMLhCV2ZPRGIXVKk4ycnRDYmF1W]jgxUpKLOAYTkcd4VjI1bk5ZQj IKTnFT
SGAXNDRqOWdyR LUIN@pkaGF2MDZEd1kzU2s5VWFjY LZnbkowe LRsWDVFbGdNaHInV@Rj SGxkMFdOVUVpNgpLe TNrbE LYaDZNU2R4bW1sc@tQOFozNXd1Z0paUzNkQ2
tUbTU5YzNoVEBvQUBwallwdVVoWGYxcWFydW5Ga 1ZnCjB1YXQ4MF LweWVgRGk rbDV3R3BoWinhXeThQM2xhTHhpWDI3UG1kM3ZHMAra21XckFnTUJBQUdqZ2FZd2dh
TXcKSFFZRFZSME9CQ LLFRk LnbkZ3bXB0aGhnaSt6cnV2WkhXY1ZTVktPMO1BOEdBMVVKRXdFQi93UUZNQU1CQWY4dwpId1 LEV1Iwak]ICZ3dGb@FVSz1CcFI1UjIDZ)
cwYTQwdVFLY jNSMDEvQ@Y@d@xnWURWUj BmQkNj dopUQWpvQ@dnCkg@WWRhSFIwYORvdkwyTn1iQzVoY@OhCclpTNWpiMjB2Y2@5dmRDNWpj bXd3RGAZRFZSMFBBUUgV
QkFRREFNROCKTUJBRONpcUdTSWIZWTIRROFNRUVBZ1VBTUEWRONT cUdTSWIZRFFFQkJRVUFBNELCQVFCUHor0Vp2aXoxc213dgpqKzRUaHpMb@JIUV29ib3Q5eVdrTX
Vkalh2SGNzMUdmaS9acHRPbGxjMzRNQnZiS3VLbUZ5c2EvTncwVXdgNkIECKR jNGRSN1R4azRxamRKdWt 3NWh5aHpzK3IwVUxrbFM1TXJ1UUdGTnIDazRRAHRrZFVH
d2hnQXFKVGX L TWExczgKUGF 10TN2Y@5]eDBMU2 LhSFA3cVIra3lrR1JIWmIWZjFLbGLIZTIpSzVIYU1TdXZpU1ITcXBKkMVZBS211dTBzdwpydUdnc2J3cGdPWUpkK1
crTktJQnluL2M@Z31tTzdpNzdMcGLlsZk1GWTBHQ3pRODAIVX IWCES1citjbVY2VS9rC1IR1Y21tWUhwd IBtMEtkSUI LbWIoTGI6MK LZckYrSGpoZ2E2LzA1Q2RXYTNG
ci8wNEdwWmSNQNhScFZ6c2NZcUMKAEd3UERCVWYKLS@tLS1FTkQgQOVSVE LGSUNBVEUtLSOtLQotLS@tLUIFRAOLOIENFULRIRK IDQVRFLSOtLSOKTULIRXVEQONBNK
9nQXdJQkFnSUJBakFOQmd rcWhraUc5dzBCQVFVRKFEQm INUXN3Q1FZRFZRUUdFd@pWVXpFVApNQKVHQTFVRUNOTUtRWEI3YkdVZINXNWpMakVtTUNRROEXVUVDeE1k
UVhCd2JHVWdRM1Z5ZEds bWFXTmhkR2x2CmJpQkJKWFIvY jNKcGRIa3hGakFvQmdOVkIBTVREVUZ3Y@d4bE 1GSNZiM1FnUTBFd@hoYO5SNRF L3TkRIMU1QRTAKTURNML
doY@5Ne LV3TWpBNU1gRTBNRE@yV2pCaU1Rc3dDUVLEVIFRROV3S 1ZVekVUTUIFROEXVUVDAE1LUVhCdwpiR1VnUlclakxqRWINQ1FHQTFVRUN4TWRRWEI3YkdVZ1EY
VnlkR2xtYVd0aGRHbHZ1aUJCZFhSb2IzSnBkSGt4CkZqQVVCZO5SWQkFNVERVRNdjR3hsSUZKdmIzUWARMEV3Z2dFaU1BMEdDU3FHU® LiMORRRUIBUVVBQTRIQKR3QX
cKZ2dFS@FvSUJBUURra2Frskg1SGIIa2RRNNdYdFhubUVMZXMyb2xkTVZ LeUxHWWS LK1V@cz LIRZXJJakFDNkJInKwo rRkFKMDM5QnFKa j UwY3BtbkNSckVkQ2p1K1F i
S3NNZmxaNTZES11IaTF2VUZqY3p50FFQVGMOVWFKSEpHWEWXC LhRN1ZmMS t10GLVRHVSV1BUVjBOOFdRMU 14VkxGVmtkczVUMZ lweWV6MUM2d1ZoUVo@OE 10Q0QzeT
Z3c@1HOXcKdGo4Qk1JeTNRODhQb1Qzekswa29Hc20renIJXNURObGVITmIMUGIVNNImUVBEZONTQzdFaEZpNTAXVHAOM j JJVwpxNk54a2tkVFZjR3ZMMEd6K1B2amNN
M21vMHhGZmg5 TWEXQ1dRWWSFZEdJITEVITkJoek9LZ2IFd1dPeGFCREtNCMFMT1BIZDVsYy85b LhtVzhTZGgybnpNVVphRjNsTWt0QWdNQkFBR2pnZ@Y2TU1IQmRqQU
9CZOSWSFE4QkFmOEUKQKFNQOFRWXdEd1 LEV LIWVEFRSCICQVV3QXdFQi96QWRCZO5SWSFE@RUZnUVVLOUIWUj VSMKNmNZBhNDB1UUt iMwpSMDEVQOY@d@h3WURWUjBq
QkJInd@ZvQVVLOUIWUj VSMKNmNzBhNDB1UUtiM1IwWMSIDRjR3Z2dFUKINT LZIUGFFCmdnRUINSULCQKRDQOFRQUADU3FHUO LiM1kyUUZBVENCOGpBCUINZ31CZAVGQL
FjQOFSWWVhSFIwY@hNNkx50TMKZDN jdV1YQndiR1VIWTISdEwyRndjR3hsWTIFdk1JSERCZ2dyQmdFRKIRY@NBakNCdGhxQnMxSmxiR2x0Ym10bApJRz L11SUhSD2FY
TWAZM1Z5ZEdsbWFXTmhKR1VNWWS rZ1 IXNTVISEJ0Y25SNUTHRNp jM1ZOW LhNZ11XTmpaWEIwC LIXNWpaU@J2WmLCMGFHVWAKR2hsYm1CaGNIQnNhV@50WW14bE LIT)
BZVzVrWVhKa®@ lIUmxjbTF6SUdGdVpDQmoKYjI1a2FYUnBiMjV6SUc5bULIVnpal3dnWTIWeWRHbG1hVO50ZEdVZ2NHOXNhV@41SUdGdVpDQmpaWEowYVdacApZMKkYw
YVc5dULIQn1ZVO4wYVdODELITjBZWFIsY LdWdWRITXVNQTBHQINXRINJIYjNEUUVCQLFVQUE@SUIBUUD j CKSWhEIMWGkZN115Y jNQT jNtL@oyMG5] d1Q4RWZoWUIGRZ
VrOVJ6Zn1xWnRBaml6VXNaQVMyTDcwYzV2dTBtUVAKeTNSUES0aW1Qdmw@LzI2SUIreD LPWUIMVX LEVEINU3h2NXBQQ212L0sveFpwd1VKZkIkQVZoRWVKTk8zaX 1N
NwpSN 1BWYn1UaTY5RzNj TjhQUmVFbn 12RnR 1TzNudFJjWHFOeCtJalhLSmRYWkQ5WnIxS@ LrSXhIM29heVBjNEZnCnhodGIDUytTc3ZoRVNQQMAPS jRWOVQwbVp5Q0
tNMnIzRF IMUDN1dWpML2xUYWx@a3dHTXpkL2M2Qn14VzYS5b1AKSVE3YXVuTVpUN1haTmdvQmgxWFpwNWO1TWtMNZIOVnhubjZoVXJjYnZaTKNKQk LxeHc4ZHRrMmNY
bVBJIUzRBWApVS3FLMWRyay90QUpCemV3ZFhVaAotLS@tLUVORCBDRVIUSUZIQOFURSOtLSOtCjwvc3RyaWs5nPgogIDwvZG1jdD4KPCOwbG LzdD4K




MDM Server Certificates

e APNS Push Certificate
e Used by MDM server to
communicate with APNS



dentity.apple.com

Apple Push Certificates Portal

Welcome

The Apple Push Certificates Portal lets you manage push certificates that enable OS X
Server or third-party servers to work with the Apple Push Notification Service and your
Apple Devices.

OS X Server: Revoke push certificates to protect your OS X Server's identity.

Third-party Servers: Create push certificates with a Certificate Signing Request (CSR)
signed by a third-party server vendor. Renew or revoke push certificates as needed.

Apple ID

For general inquiries and support requests contact Deploy



https://identity.apple.com

idmsa.apple.com

iPhone Watch AirPods TV & Home Only on Apple Accessories Support

Sign in with your Apple ID

your@appleid.here

Remember me

Forgot Apple ID or password? »

Don’t have an Apple ID? Create yours now. »

Privacy Policy Terms of Use United States

://identit le.com



https://identity.apple.com

APNS Apple ID Do’s and Don’ts

Do:

e Have an Apple ID dedicated just to
creating your APNS certificate.

e Have multiple Apple IDs for your
APNS certificates if you have more
than one MDM server.

e Have the Apple ID(s) documented.




APNS Apple ID Do’s and Don’ts

Don’t:
e Use a personal Apple ID.
 Use an Apple ID tied to your
specific work email address.

e ose the password to your Apple
ID(s).
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Migrating an APNS certificate fn

= April 11,

For those fo
the route I took. R
information from y

Apple Push Certific

e Subject DN
CN

Serial Number

g procedure: Categories

>ortal using the Apple ID yo nt to migrate from. Select Category

Archives
June 2023

Apple Push Certificates Portal

Certificates for Third-Party

https://tinyurl.com/fixapns
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identity.apple.com

Il
iPhone iTunes

Apple Push Certificates Portal

Certificates for Third-Party Servers Create a Centhcate

Service Vendor Expiration Date* Status Actions

Mobile Device Management  Twocanoes Software, Inc Aug 22, 2022 Expired W W
Mobile Device Management  JAMF Software, LLC Dec 13, 2023 Active W
Mobile Device Management  JAMF Software, LLC Jan 4, 2024 Active @

Mobile Device Management  JAMF Software, Jan 12, 2013 Revoked W

Mobile Device Management  JAMF Software, May 26, 2013 Revoked W
Mobile Device Management  JAMF Software, Dec 9, 2014 Revoked (" Renew
Mobile Device Management  JAMF Software, Sep 16, 2015 Revoked W

Mobile Device Management JAMF Software, Aug 30, 2016 Revoked W

*Revoking or allowing this certificate to expire will require existing devices to be re-enrolled with a new push certificate.

About Apple Push Certificates Portal

Create and manage push certificates that enable your third-party server to work with the
Apple Push Notification Service and your Apple devices.

Learn more about Mobile Device Management

To protect your server's identity, Apple Push Certificates Portal allows you to revoke push




identity.apple.com

iPhone iTunes

Apple Push Certificates Portal

Renew Push Certificate

Enter your Certificate Signing Request signed by your third-party server
vendor to renew the following push certificate.

Service Mobile Device Management
Vendor %20JAMF%20Software%2C%20LLC

Notes

Vendor-Signed Certificate Signing Request

Choose File JAMFSignedCSR.plist




identity.apple.com

iTunes

Apple Push Certificates Portal

Confirmation (%

You have successfully created a new push certificate with the following information:

Service Mobile Device Management
Vendor  JAMF Software, LLC
Expiration Date  Jun 15, 2024

(i)




Settings : Glob:

<« Push certificates

SRR e Verify Certificate

Download CSR

if WARNING
Existing devices that are enrolled with Jamf Pro will no longer respond to push notifications.

Sign CSR

> Certificate

Your new push notification certificate has a new "topic”.

QLAG

Existing Topic: ym.apple ternal fe5889be-8ae2-4a62-921d-e94df8877

New Topic: com.apple rnal.n014b722-0715-491f-a347-f40ba32

Click Next to overwrite your existing certificate.

Cancel Previous @







APNS push certificate

APSP:fe5889be-8ae2-4a62-92fd-

D com.apple.mgmt.External.fe5889be-8ae2-4a62-92fd-e94df8877c7e
n A APSP:fe5889be-8ae2-4a62-92fd-e94df8877c7e
on US

Apple Application Integration 2 Certification Authority
nit Apple Certification Authority
on Apple Inc.
on US

6150069533494760542

orithm SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)
s None

Friday, June 16, 2023 at 12:14:41 PM Eastern Daylight Time
Saturday, June 15, 2024 at 12:14:40 PM Eastern Daylight Time

Key Info
rithm RSA Encryption ( 1.2.840.113549.1.1.1)
a e None
256 bytes : C5A64CC3 D28DSAC2 ...
65537
2,048 bits
ge Encrypt, Verify, Derive

256 bytes : 69 D5 39 7DFD 1A 18 6A ...

Key Usage ( 2.5.29.15)
tical NO

Digital Signature

Basic Constraints ( 2.5.29.19 )




APNS push certificate topic

APSP:fe5889be-8ae2-4a62-92fd-e94df8877c7e

com.apple.mgmt.External.fe5889be-8ae2-4a62-92fd-e94df8877c7e
APSP:fe5889be-8ae2-4a62-92fd-e94df8877c7e
 US




Apple Push Certificates P~-*~!

Serial Number:
Subject DN :

Certificates for Third-Pa Notes:

759eald2c5dafe34
C=US, CN=APSP:fe5889be-8ae2-4a62-92fd-e94df8877c7e,
UID=com.apple.mgmt.External.fe5889be-8ae2-4a62-92fd-e94df8877c7e

Service Vendor

fobile Device Management JAMF Software, LLC

Jan 4, 2024




APSP:fe5889be-8ae2-4a62-92fd-e94df8877c7e

kom.apple.mgmt.External.fe5889be-8ae2-4a62-92fd-e94df8877c7e |
APSP:fe5889be-8ae2-4a62-92fd-e94df8877¢7e
us

Mobile Device Management

Description JAMF Manual Enroliment Payload: MDM

Server

Topic com.apple.mgmt.External.fe5889be-8ae2-4a62-92fd-
e94df8877c7e

SCEP Enrollment

Description JAMF Enrollment Payload: SCEP

Server

Certificate AE78222A-80DB-4FD9-A196-FDDBCCBB54AE

Expires May 18, 2025 at 4:33 PM

Issuer




Settings : Globs

<« Push certificates

Choose Option

Verify Certificate

Download CSR

WARNING

Existing devices that are enrolled with Jamf Pro will no longer respond to push notifications.
Sign CSR

Create Certificate

Your new push notification certificate has a new "topic”.

Upload Certificate
Verify

Existing Topic:
Complete

New Topic:

Click Next to overwrite your existing certificate.

Cancel Previous @







Settings

<« Push certificates

Choose Option

Complete

Complete

Your push certificate has been uploaded to
Jamf Pro

Settings :

<« Push certificates

IDENTIFIER SERIAL APPLE ID EXPIRES

com.apple.mgmt.External.fe588

e94df88
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"Hey you! Check in with your

MDM server!”
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What is DDM?



What it Is:

New data management
paradigm:
e Avoids common
performance and scaling
Issues seen with MDM



What 1t 1s not:

New management protocol:
*DDM has been added to
the existing MDM
protocol to make DDM
adoption easier.




Why use DDM?



MDM

Command

——

Acknowledge

—

Query State

e ———

Send State

S ———

New Command

—_—




MDM

e Each management workflow takes time
and multiple round trips between the
MDM server and the managed device

e Performance challenges grow larger as
the number of devices being managed
Increases across the organization




DDM

Here’s the plan.
You got this?

Thanks, Igot this.
Check in with you later.




DDM Data Model

eDeclarations
eStatus Channel
o Extensibility



Declarations

"Type":"com.apple.configuration.passcode.settings",
"Identifier":"4AE28C9F-7082-4521-B435-2550E8B4D57A",

"Server Token":"EAB5142C-7E86-4C8E-B576-B7F94DOF6CEA"
"Payload": {stuff goes here}




Declarations

"Type":"com.apple.configuration.passcode.settings",
"Identifier":"4AE28C9F-7082-4521-B435-2550E8B4D57A",

"Server Token":"EAB5142C-7E86-4C8E-B576-B7F94DOF6CEA",
"Payload": {stuff goes here}

Type: Identifies the type of policy




Declarations

"Type":"com.apple.configuration.passcode.settings",
"Identifier":"4AE28C9F-7082-4521-B435-2550E8B4D57A",

"Server Token":"EAB5142C-7E86-4C8E-B576-B7F94DOF6CEA",
"Payload": {stuff goes here}

Identifier: Unique identifier for
declaration




Declarations

"Type":"com.apple.configuration.passcode.settings",
"Identifier":"4AE28C9F-7082-4521-B435-2550E8B4D57A",

"'Server Token":"EAB5142C-7E86-4C8E-B576-B7F94DOF6CEA",
"Payload": {stuff goes here}

ServerToken: Unique version

iIdentifier, based on the Identifier
value




Declarations

"Type":"com.apple.configuration.passcode.settings",
"Identifier":"4AE28C9F-7082-4521-B435-2550E8B4D57A",

"Server Token":"EAB5142C-7E86-4C8E-B576-B7F94DOF6CEA",
"Payload": {stuff goes here}

Payload: Settings for the policy




Declarations

e Type: Identifies the type of policy

e|ldentifier: Unique identifier for
declaration

eServerToken: Unique version identifier,
based on the Identifier value.

e Payload: The settings for the policy.




Declaration Types

eConfigurations
eAssets

e Activations
Management



Declaration Types

“"Type': "com.apple.configuration.passcode.settings",
"Identifier": "4AE28C9F-7082-4521-B435-2550E8B4D57A",
"Server Token": "EAB5142C-7E86-4C8E-B576-B7F94DOF6CEA",
"Payload": {

"RequirePasscode'": "true",

"RequireComplexPasscode": "true",

"MinimumLength": 6,
"MaximumFailedAttempts": 10,
"MaximumGracePeriodInMinutes": 10,
"MaximumInactivityInMinutes": 10,
"PasscodeReuseLimit": @

Configuration: represents policies
being applied to the device.




Declaration Types

i &/qf/ rcale

(//v(///(/(//’(/
.@ 2

Assets: data needed by
a configuration.



Declaration Types

"Type'": "com.apple.asset.useridentity",
"Identifier": "ODEE79A7-3244-42A0-A4CB-46333ACOF63A",
"Server Token": "469D704C-A817-4B71-A1B5-B221FDB43E97"

"Payload": {
"FullName": "First Last",
"EmailAddress": "user@example.com"

}

Assets: data needed by
a configuration.
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Declaration Types

"Type": "com.apple.activation.simple",

"Identifier": "2AD45A8B-B656-4E51-8406-D97549CDE134",
"Server Token": "7BCEQ79A-73D6-4A3E-8F5B-9B6021F43140",
"Payload": {

"StandardConfigurations": [
"F3FB5A3F-9835-4A9B-9ED0-D2C813E6668E",
"EBC2380F-4F8A-4E75-BO9AC-F6300AFBD7FE"

Activation: group of configurations
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Activation Predicates

eDetermines activation behavior
eBoolean logic
Device will only process
activation if predicate
evaluates to TRUE



Activation Predicates

"Type": "com.apple.activation.simple",
"Identifier": "2AD45A8B-B656-4E51-8406-D97549CDE134",
"Server Token": "7BCE@79A-73D6-4A3E-8F5B-9B6021F43140",
"Payload": {

"StandardConfigurations": [

"F3FB5A3F-9835-4A9B-9ED0-D2C813E6668E",
"EBC2380F-4F8A-4E75-B9AC-F6300AFBD7FE"
]
}s

"Predicate'": "(device.model.family == 'iPad"')"




Declaration Types

Management: properties of the
overall management state on the
device.



Management
Declarations

* Represent properties of the
overall management state
Organization information
MDM server capabilities
Conveys static information
to the device.




Declarations

e Configuration: represents policies
being applied to the device.

e Assets: data needed by a
configuration.

e Activation: group of configurations

e Management: properties of the overall
management state on the device.




Status Channel

Here’s the plan.
You got this?

Thanks, Igot this.
Check in with you later.

*

Status Channel




MDM

Command

——

Acknowledge

—

Query State

e ———

Send State

S ———

New Command

—_—




Status ltems

device.operating-system.family
device.operating-system.version
device.model.family
device.model.identifier



Status ltems

"Type": "com.apple.configuration.management.status-subscriptions",
"Identifier": "8DEACD8F-3EA6-42AB-85A1-1EB2BB47F790",
"Server Token": "90452134-FFB3-4006-AF8D-B4F76EQQE668",
"Payload": {
"StatusItems": [
{

"Name": "device.operating-system.version"

"Name": "device.operating-system.family"

"Name": "device.model.family"




Status ltems

{
"StatusItems": {

"device": {
"operating-system": {
"version'": "16.0"

"Errors": []

}



Extensibility

Here’s what | have.
What do you have?

Here’s what | have.
What do you have?




Extensibility

e Both endpoint and MDM server
advertise what they support
e Supported features
e Supported payloads
e MDM server indicates support in
management declaration.
e Client indicates support as
specific status item.




DDM Integration with MDM

e DDM is integrated into the MDM
protocol for enroliment, transport
and authentication.

e Declarations and MDM
commands / profiles coexist

e Unenrolling from MDM
management also removes all
DDM.




DDM Integration with MDM

e DDM is not disruptive to MDM.
e Declarations and MDM
commands / profiles coexist.
e DDM can send and install MDM
profiles as configurations.




DDM Integration with MDM

"Type": "com.apple.configuration. legacy",
“"Identifier": "4BOE572A-7188-4249-87B3-C58F2340ECF8",
"Server Token": "815357CC-6571-4992-A8E4-AFDB9DBOCD89",

"Payload": {
"ProfileURL": "https://mdm.server.goes.here/profiles/importantsetting.mobileconfig"

}

}




DDM Integration with MDM

Details

Select one or more accounts, and then click a preference below.

Applications L) Classic
Energy Saver Finder
Media Access Mobility S8 Network

Parental Controls . e Printing A ) Software Update

System Preferences ' Time Machine ‘ Universal Access

() preference is being managed for the selected accounts

Preference is being managed for some of the selected accounts




DDM Integration with MDM

e 06 Profile Manager: User Group: Settings for Sales Users 8 |
| € + €3 https://server.krypted.com/profilemanager/#/user_group/7B481FSB-7E9C-4E63-92¢ ¢ Q- @ |

Apple Yahoo! Google Maps YouTube Wikipedia News(131)¥ Popular v

@~ Authel com.apple.SoftwareUpdate a
- . New Key Delete
. Settings for Sales Users |
8 Payloads Configured — Created 04/05/12 at 9:32 PM t Name Type Value
Grot Once dictionary
SCEP 1 m sale Often dictionary
Preference Domain -® B o wor Always dictionary
Th of a preferenc CatalogURL string + httpZiserver.krypted.com:8088/index.sucatalog
ﬁ Web Clips com.apple.SoftwareUpdate
ACTIVITY Property List Values
@ Active A Security & Privacy Key value pairs for sett specified domain
ey alue
® L K Val
ios CatalogURL s Lkrypted,com:SOBSIindex.sucatalod
ENROLLMI
Restrictions
New
r_;\:x Subscribed Calendars
L=
&2% APN
s
Mac OS X
Restrictions Upload File... Add ltem Delete item
£ IiChat
Done
Login Items




DDM Integration with MDM

"Type": "com.apple.configuration. legacy",
“"Identifier": "4BOE572A-7188-4249-87B3-C58F2340ECF8",
"Server Token": "815357CC-6571-4992-A8E4-AFDB9DBOCD89",

"Payload": {
"ProfileURL": "https://mdm.server.goes.here/profiles/importantsetting.mobileconfig"

}

}










New DDM-managed software updates

e (Can enforce software updates for a
specified OS version and build at
specified time.

 Available for the following
platforms:

e macOS
e iOS
e PadOS




New DDM-managed software updates

e DDM software update
configurations can coexist with
MDM software update commands
e Software updates enforced by

DDM will take precedence over
MDM commands or profiles
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DDM-managed app deployment

e DDM configuration can specify an
app be available on a device at a
desired time.

e App can be sent to the device
ahead of time, then made
available when needed.

e Administrators can switch
between sets of apps as needed.




DDM-managed app deployment

e App can be shown to user without
the app being installed, so that the
user can choose when to install it.

e Since user is choosing to install,
no consent prompt appears.

e Asynchronous reporting keeps the
admin up to date on changes to
managed apps on the endpoints.




DDM-managed security compliance

e sshd

sudo

PAM

CUPS
Apache httpd
bash

zsh




DDM-managed security compliance

 FileVault status monitoring
e Status item:
diskmanagement.filevault.enabled
e Returns a boolean value to
iIndicate whether FileVault is
enabled or not
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Useful Links

Apple Mobile Device Management: https.//
developer.apple.com/documentation/devicemanagement

Apple Device Management documentation: https://
developer.apple.com/documentation/devicemanagement

A Push Odyssey - Journey to the Center of APNS: https://
www.youtube.com/watch?v=/-Lg9uBbmfk

Getting MicroMDM working and working with MicroMDM:
https://youtube.com/watch?v=WGKT-PyHz6|

Demystitying MDM: open source endeavours to manage
Macs: https://youtube.com/watch”?v=6DBGIDcBKFw



https://developer.apple.com/documentation/devicemanagement
https://developer.apple.com/documentation/devicemanagement
https://developer.apple.com/documentation/devicemanagement
https://developer.apple.com/documentation/devicemanagement
https://youtube.com/watch?v=WGKT-PyHz6I
https://youtube.com/watch?v=6DBGIDcBKFw

Useful Links

WWDC 2023 What’s New in managing Apple devices: https://
developer.apple.com/wwdc23/10040

WWDC 2023 Explore advances in declarative device
management: https://developer.apple.com/wwdc23/10041

WWDC 2022 Adopt declarative device management: https://
developer.apple.com/wwdc22/10046

WWDC 2021 Meet Declarative Device Management: https://
developer.apple.com/wwdc21/10131



https://developer.apple.com/wwdc23/10040
https://developer.apple.com/wwdc23/10040
https://developer.apple.com/wwdc23/10041
https://developer.apple.com/wwdc21/10131
https://developer.apple.com/wwdc21/10131
https://developer.apple.com/wwdc22/10046
https://developer.apple.com/wwdc22/10046

Downloads

PDF available from the following link:

https://tinyurl.com/PSUMac2023PDF

Keynote slides avallable from the
following link:

https://tinyurl.com/PSUMac2023Keynote



https://tinyurl.com/PSUMac2023PDF
https://tinyurl.com/PSUMac2023Keynote

