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About Alectrona

“We could have expanded our internal IT team, but the

ANV

cost and time to develop the level of expertise required

made it a no-brainer to hire Alectrona.”

Dave Stoicescu
Deputy CISO, Expel

Alectrona.com
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Qur Services

Alectrona Patch Alectrona Migrator
The best Patch Migrate users from one
Management tool Mac to another.
around.

Infrastructure for Enterprise Professional Services

Supercharge your IT Realize your Mac
team with Alectrona. management end-
state.


http://alectrona.com

ccccccccccccc

Reimagining


http://alectrona.com

I <<("on2.com

2023

What are the challenges of patch management?
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What are the challenges of patch management?

Creating software packages
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What are the challenges of patch management?

Creating software
packages

Software deployment

Source: https.//basicappleguy.com/basicappleblog/hello-wallpaper
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What are the challenges of patch management?

Creating software Software
packages deployment

Maintaining a good user experience

Source: https.//basicappleguy.com/basicappleblog/hello-wallpaper
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What are the challenges of patch management?

Creating software Software Maintaining a good
packages deployment user experience

-nforcing updates

Source: LEGO, https://www.lego.com/en-us/product/police-car-60312
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What are the challenges of patch management?

Creating software Software Maintaining a good Enforcing
packages deployment user experience updates

Figuring out what to update
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What are the challenges of patch management?

Creating software Software Maintaining a good Enforcing Figuring out
packages deployment user experience updates what to update

.Just to name a few
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Source Options

Talk is cheap. Show me the code. - Linus Torvalds

............

AUtoPKG / Munki

A tool to automate software packaging and a server to manage

software package deployment.

Installomator

A script-based Patch Management and software installation t

DIY

Rolling your own scripted Patch Management solution or

creating software packages and deploying them with your |
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What was missing for us?

* Relying on the kindness of others to maintain

* In-house maintenance requires scripting abilities

* Risk of bad recipes or malicious contributions

* Required infrastructure for servers or hosting packages

* The end-user experience

APPEARS SLOW BUT IS
VERY DANGEROVS' + Time =

= ALLY ~ :
Bur svu_-bgggf Sé’m’e ~. * Neglecting manual processes leaves countless systems

unpatchead

Source: Phil Jones, https.//www.flickr.com/photos/phildesignart/5249892922/in/album-72157625368548711/
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Provided Solutions

N Addigy  Zajamf PRO

|- mosyle  kandiji ¢
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What was missing for us?

» Speed of availability for new patches
* End-user experience

» Reliability of installation methods

» Size of app catalog

 |Lack of automation
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We were frustrated

We were done making packages and dealing with the lacking
end-user experience when updating software using the

methods available with an MDM at the time.

We wanted a tool that:

* Could both install or update the latest version of a software
title - obtained directly from the vendor.

* Performed comprehensive security validations.

* Ensured a consistent and user-friendly experience.

* Was completely automated.

* \Was easy to deploy and maintain.
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7 Alectrona delivers ridiculously simple people, process, and
. A | e Ct ro n O PO tC h security solutions for Apple-based businesses.

Automate Patch Security

Easy patch management on macOS - zero packaging required

Alectrona Patch Was Born

Ready for Alectrona Patch to make
you the security hero of your team?

Verizon's latest Data Breach Report (DBIR) shows how issues °
with application updates and other human errors are a

. . L . primary cause of cybersecurity incidents. To avoid these
We bUIlt AleCtrona PatCh tO fll Our need fOr a |eX|b|e, easy tO issues, you must move enforcement into the hands of reliable, °
clear, and consistent automation. To defend against malware
and the vulnerabilities which allow for it, using effective ° Make your security team and your

No more unpatched apps

Address third-party app
vulnerabilities fast and automatically

Ma nage SOlution that Can bOt"] inSta” and upo ate third—pa rty automation for patch management is your best defense. end users happy

Enter Alectrona Patch Make patch compliance easy

macOS apps.

Designed to reflect the familiar approach of the Apple App

Store, Patch updates applications according to your

preferences and requirements, giving you the best method to i'_‘
avoid zero day attacks and keep your environment secure. J

Patch integrates with your existing management platform to
enable fully automated processes and flexibility when you

EA
We used Alectrona Patch internally for our MSP customers feed L Keep users happy wihoutreng on thern o keep { ;\
before releasing the product publicly in 2021.

This is what patching on the Mac should be. It is easy,
automated, and well thought out. If you are like me and
have made your own patch engine, then you will really 350+ apps & growing
appreciate the attention to detail and user experience! Install or upgrade over 350 Mac
applications without the need
for any packaging

Simon Carlson, Senior Endpoint AIectrona.com/potch
Engineer, SiriusXM
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Alectrona Patch is

Source: Wikimedia, https://commons.wikimedia.org/wiki/File:Swift_logo.svg
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Swift

Source: Wikimedia, https.//commons.wikimedia.org/wiki/File:Swift_logo.svg
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We chose not to host packages
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We catalog software metadata

description

version — code signature

vendor homepage URL

filename
checksum

install directory

IcCoN
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Alectrona Patch
Functional Flow *

Q Update Slack
Q Update Firefox

Install?
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Alectrona Patch
Functional Flow

Q Update Slack
Q Update Firefox

Install?
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Functional Flow

() Update Slack -
() Update Firefox
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Alectrona Patch
Functional Flow

() Update Slack -
() Update Firefox
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Alectrona Patch
Functional Flow

Q Update Slack
Q Update Firefox
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Deploying
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version="1.0"

YOUR_ALECTRONA_PATCH_LICENSE_KEY

e — — ————— —  ————— ——5
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Owning the User Experience
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Owning the User Experience

 Users are notified with when an open app has an available update

* The update dialog can be customized for your organization

* Include your own logo rather than the default app icon

» Custom descriptions, button labels, dialog timeouts and more

» The update dialog is customized with a profile
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enu1 PatchlUpdateDiglogVariables: Strina

(hése PATCH_FRIENDLY_ NAME = “Frlendly name of theapp”‘

case PATCH TARGET VERSION = "Target version o

case PATCH I STALLED VERSION = "Installed versxon of the app"

,ff.UTToN LABEL = "The Undate Button label" )

= e Ie er Button Llabe ]

- RRAL_COUNT = "Current number of deferrals for the app"
case PATCH_DEFERRAL_LIMIT "Deferral Llumit for the app”
case PATCH DEFERRALS UNTIL LIMIT = "Number of deferrals until the limit i1s reached"
case PATCH_FINAL_DIALOG_TIMEOUT = "Timeout of the final update dialog in seconds"”
case \n = "New Lline"
case \t = "Tab"
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Enforcing Updates

* The Mac Admin can specify how many deferrals are available when updating

* A forced update occurs when a Deferral Limit is reached

« Deferral Limits can be set for all software titles or a subset of titles

 Deferral Limits are tracked on a per-user basis

» Configured with a profile
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version="1.0"

* ﬁe?érralLimif“»
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Reporting

» Generate a JSON report of installed apps on a Mac that are in the Patch Catalog

* Limit the report to include only updatable (out-of-date) apps

* Limit the report to include only apps managed by Alectrona Patch

» Data your SecOps team would love to get their hands on

- Make better decisions about the apps you configure Alectrona Patch to manage
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version="1.0" JOmf PrO
UpdateOnly §f— Extension Attribute

signal
spotify

FESEL =S lO=Erk: Use the report subcommand in a Jamf Pro

Extension Attribute.

aws-cli-2
brave

Easily identify apps you should manage with

Alectrona Patch.



http://alectrona.com

ccccccccccccc

Introducing a New


http://alectrona.com

ccccccccccccc

Update Al


http://alectrona.com

I <<("on2.com

2023

Update All

* A simple way to update all apps on a Mac that exist in the Patch Catalog

» Determines updatable (out-of-date) apps super fast

* Performs updates in a meaningful order

* Perfect for organizations with app sprawl

» Easy to configure and allows exclusions
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FileZilla needs to be closed so it can be updated.!

Please click "Update" to close the application
and update now or choose "Later" if you are
unable to update at this time.

Alectrona.com

ater—— ——Opdate J

2023
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version="1.0"

Conﬂguring the UpdateOnly

Update All Feature

visual-studio-code

Configuring Alectrona Patch with the Update

aws-cli-2
All feature is easy. brave
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Customer Feedback

“This is what patching on the Mac should be. It is easy,

AN

automated, and well thought out. If you are like me

and have made your own patch engine, then you will
really appreciate the attention to detail and user

experience!”

Simon Carlson
Senior Endpoint Engineer
SiriusXm
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Thank

We'd love to connect and discuss this topic more!
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&l' Chad Swarthout, CEO

Visit alectrona.com/MacAdmins2023 for linkedin.com/in/chadswarthout

: : : chad@alectrona.com
presentation slides and more info!

Give us feedback on today’s talk:

https://bit.ly/psumac2023-142 2+ Ryan Ball, Director of Engineering

linkedin.com/in/ryangball

ryan@alectrona.com
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