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A short history lesson
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macOS  
is  

UNIX



` `` Hierarchical File Structure

Short Name

Real Name


UID

Primary Group

Home Directory

macOS is UNIX

Local Accounts and Groups

File Owner

Group Owner


Read / Write / Execute

Other Apple Specific Magic

Basic Privilege Access 
Management (PAM)

Administrator User

Standard User


Guest User

Sharing Only User



Local User Accounts
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“Hey, sometimes I’m lazy and I 
like to use a GUI.  Then I realize 
that I need to get back to work.”

Joke gratuitously stolen from Tim Knox



To Thine Own Self Be True, or who am i, really?

* Armin Briegel rocks.
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dscl

Individual Keys



dscl

Individual Keys



dscl

Individual Keys

Append a record with stuff

Remove keys from a record

Dump the whole record to XML for further munging



dscl



dseditgroup
It says “edit” in the name so that must be all it does, right?

List all local groups



dseditgroup
It says “edit” in the name so that must be all it does, right?

Check if an individual user is an admin or not



dseditgroup
It says “edit” in the name so that must be all it does, right?

Check if an individual user is an admin or not



Changing a user’s local password
Or, why do I need four different ways to accomplish the same thing?



sysadminctl
The command line tool that gets jammed full of stuff when nobody knows where else to put it.

• User - Create / Delete


• Password - Set / Force Reset


• FileVault secure token - Enable / Disable / Status


• Auto-login - Enable / Disable / Status


• Guest accounts - Enable / Disable / Status


• Samba (SMB) or Apple Filing Protocol (AFP) guest access - Enable / Disable / Status



sysadminctl
The command line tool that gets jammed full of stuff when nobody knows where else to put it.

• User - Create / Delete


• Password - Set / Force Reset


• FileVault secure token - Enable / Disable / Status


• Auto-login - Enable / Disable / Status


• Guest accounts - Enable / Disable / Status


• Samba (SMB) or Apple Filing Protocol (AFP) guest access - Enable / Disable / Status

• Automatic Time (?!?) - Enable / Disable / Status (but not which NTP server, thats in /etc/ntp.conf)


• File System encryption - Status


• Screen Lock - Status OR disable / seconds to enable with local admin password required



pwpolicy
Wait, it does more than reset passwords?

Disable a local user from logging in

Do something terrible and set a local account policy manually

Clear account policies (aka set it back to 4 character minimum requirement)



pwpolicy
Wait, it does more than reset passwords?

Disable a local user from logging in

Do something terrible and set a local account policy manually

Clear account policies (aka set it back to 4 character minimum requirement)

*



Unscoping or removing a profile 
does not remove the password policy


from the device.

Pushing settings via MDM…
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Local User Accounts - Section Summary

• macOS is UNIX

• Useful commands

• dscl 

• dseditgroup 

• passwd 

• pwpolicy 

• sysadminctl

• Unscoping a config profile donna 
undo a pwpolicy applied to machine 

• There are a billion config profile keys 
spread across a billion payloads



And now 
for something  
completely different.



















FileVault, or why you will have a local user account forever



FileVault, or why you will have a local user account forever

User logs in with  
macOS login window, or however


it’s been modified by someone



HCS Technology Group - Resync FileVault Passwords

https://hcsonline.com/support/blog/entry/how-to-fix-out-of-sync-filevault-password

https://httpbin.dmuth.org/qrcode/



Apple - Resetting a local user password

https://support.apple.com/en-us/HT202860

https://httpbin.dmuth.org/qrcode/



Apple - Resetting a local user password

https://support.apple.com/en-us/HT202860

Option 3: Reset using your recovery key
1. Click the option to reset using your recovery key.
2. Enter your FileVault recovery key. It's the long 
string of letters and numbers you received when 
you turned on FileVault and chose to create a 
recovery key instead of allowing your iCloud 
account (Apple ID) to unlock your disk.

3. Enter your new password information, then click 
Reset Password.



On-Premises and Cloud 
Directory Services



<!—content warning—> 
<rant>



On-Premises Directory - Binding your Mac to AD

• Centralized account management

• Unified password complexity policies

• Common credentials for all on-premises services

https://support.apple.com/guide/directory-utility/integrate-active-directory-diru39a25fa2/6.3/mac/13.0
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On-Premises Directory - Binding your Mac to AD

• Centralized account management

• Unified password complexity policies

• Common credentials for all on-premises services

• User and Machine based certificates

• Key Distribution Server (KDS) on prem

• Kerberos ticket for accessing resources

• Mount and traverse DFS namespace

• Automatic mounting of underlying SMB shares

https://support.apple.com/guide/directory-utility/integrate-active-directory-diru39a25fa2/6.3/mac/13.0



On-Premises Directory - Binding your Mac to AD

• All users are “Network” accounts
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On-Premises Directory - Binding your Mac to AD

• All users are “Network” accounts
• Some users can be “Mobile” accounts
• But everyone is still also a local account, so….

This will be a problem for you, 
guaranteed, 
every time.



On-Premises Directory - Binding your Mac to AD



On-Premises Directory - Binding your Mac to AD



On-Premises Directory - Binding your Mac to AD

A Mobile account is just a local user account where 
the password happens to be the same… until it’s not.



On-Premises Directory - Binding your Mac to AD

https://developer.apple.com/videos/play/wwdc2021/10130/ https://developer.apple.com/videos/play/wwdc2020/10639/

https://developer.apple.com/videos/play/wwdc2022/10045/



On-Premises Directory - Binding your Mac to AD

DO NOT BIND MACS TO A DIRECTORY.

https://developer.apple.com/videos/play/wwdc2021/10130/ https://developer.apple.com/videos/play/wwdc2020/10639/

https://developer.apple.com/videos/play/wwdc2022/10045/



</rant>



On-Premises Directory - Alternatives

• Kerberos Single Sign-On Extension *

• Built into the operating system, no companion app needed

• Configured and deployed with MDM config profiles

• Supported by AppleCare

* Artist formerly known as Apple Enterprise Connect 



On-Premises Directory - Alternatives

• Kerberos Single Sign-On Extension *

• Built into the operating system, no companion app needed

• Configured and deployed with MDM config profiles

• Supported by AppleCare

* Artist formerly known as Apple Enterprise Connect 

• NoMAD

• Uses a partner application

• Offers additional features that are customizable

• Open Source - Free as in Beer - Community support



On-Premises Directory - Alternatives

“Your password is…” “My password is…”



On-Premises Directory - Alternatives

“Your password is…” “I’m gonna make my 
password be…”



On-Premises Directory - Alternatives

“Your password is…” “My password was…”



On-Premises Directory - Alternatives

•Kerberos Tickets

•Mount file shares

•Home directory

•Ongoing password sync



On-Premises Directory - Alternatives

• Make user account with Setup Assistant

• “MDM managed user”
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On-Premises Directory - Alternatives

• Make user account with Setup Assistant

• “MDM managed user”

• Make users with NoLoAD

• Make users with MDM or terminal

• No user level config profiles

Sean rants about MDM managed users



On-Premises and Cloud 
Directory Services



Cloud Directory



Cloud Directory



Cloud Directory



Cloud Directory

• Jamf Connect

• XCreds

• Mosyle Auth

• Kandji Passport



Cloud Directory



Cloud Directory



Cloud Directory

* SAML token stunt double used



Cloud Directory

* SAML token stunt double used

User’s “real name”

A user name

Groups



Cloud Directory

* SAML token stunt double used

User’s “real name”

A user name

Groups



Cloud Directory

But wait, didn’t you  
forget something?



Cloud Directory

But wait, didn’t you  
forget something?🔐



Cloud Directory

👍/👎



Cloud Directory

👍/👎
Resource Owner Password Grant


or

ROPG



Cloud Directory

👍/👎



Cloud Directory

👍/👎



Cloud Directory

• Local account with a “password nag”

• FileVault and Keychain password kept in sync

• Grab Kerberos tickets without a bind

• Mount file shares, home directories, etc.


• Login window could…

• Force network login

• Force network login unless no network found

• Allow or default to local logins







PLACEHOLDER - Offline MFA Video



PLACEHOLDER - Offline MFA Video



Cloud Directory

Sample Uses
• Login and Menu Bar

• Just Login

• Kiosk / Lab / Shared Desk

• Ephemeral accounts, deleted after X time


• Just Menu Bar

• Ongoing password sync, 1:1 machines



Cloud Directory and FileVault, or “war never changes”



Cloud identity proviers and why 
those terminal commands are still 

important



















https://github.com/sean-rabbitt/
JIT-user-deletion-with-jamf-

connect



Or, rampant speculation because ain’t nobody has released 
this to the public yet

The Future:  
Platform Single Sign-On



Single Sign-On Extension for Enterprise



Single Sign-On Extension for Enterprise



Single Sign-On Extension for Enterprise

open https://example.com/login

Public domain

https://example.com/login


Platform Single Sign-On Extension

open https://example.com/login

Public domain

https://example.com/login






Platform Single Sign On - as of macOS Ventura
Feature Platform Single Sign On Jamf Connect & Others

Works at login window ✅

Makes local user account ✅

Admin / Standard rights management ✅

Works in Zero Touch Enrollment flow ✅

Can enforce network only logins ✅

Can enforce MFA for offline auth ✅ (Depends on tool used)

Keeps local account in sync with IdP ✅ ✅

Kerberos support ✅ (with Kerberos SSOe) ✅

Automatically logs in to cloud IdP 
gated apps ✅

Screensaver Unlock ?



We don’t talk about 
betas in public 
forums.



But it’s not really beta…

https://appleseed.apple.com 
https://beta.apple.com/it 

https://appleseed.apple.com
https://beta.apple.com/it


Platform Single Sign On - as of macOS Sonoma
Feature Platform Single Sign On Jamf Connect & Others

Works at login window ✅ ✅

Makes local user account ✅ (After first admin account created) ✅

Admin / Standard rights management ✅ ✅

Works in Zero Touch Enrollment flow 🤷 ✅

Can enforce network only logins ✅

Can enforce MFA for offline auth ✅ (Jamf Connect only)

Keeps local account in sync with IdP ✅ ✅

Kerberos support ✅ (with Kerberos SSOe) ✅

Automatically logs in to cloud IdP 
gated apps

✅

Screensaver Unlock ✅

PIV / SmartCard Support ✅



Platform Single Sign On - as of macOS Sonoma

Authentication Scenarios:

• Password - Local account password sync with the IdP 

• Password with WS-Trust - IdP doesn’t know password - SAML token auth

• User Secure Enclave Key - Auth to IdP without a password - still local password

• SmartCard - Auth with cert on PIV - local password maybe?



Platform Single Sign On - as of macOS Sonoma

Authentication Scenarios:

• Password - Local account password sync with the IdP 

• Password with WS-Trust - IdP doesn’t know password - SAML token auth

• User Secure Enclave Key - Auth to IdP without a password - still local password

• SmartCard - Auth with cert on PIV - local password maybe?

Group Membership:

• Pass up to 100 IdP based groups to local macOS device

• Local UNIX group membership determines admin/standard/sudo rights



Platform Single Sign On - as of macOS Sonoma

Shared Device Registration



Platform Single Sign On - as of macOS Sonoma

Shared Device Registration

User Registration



Final thoughts : 
Local User Accounts 
Network Accounts


Cloud Identity Accounts

Platform Single Sign-On



Final Thoughts

• macOS is UNIX

• FileVault gonna FileVault

• Tying to a directory introduces challenges

• Challenges can be overcome

• Let’s see what happens with PSSOe in the future

• macOS is still UNIX



https://github.com/sean-rabbitt 
for slides


I’ll be at Jamf’s booth after this.

https://github.com/sean-rabbitt


Thank you.


