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History



25 years and 11 months ago



App Mac Windows Mac 
headstart

PowerPoint Apr 20, 1987 May 22, 1990 3 years, 1 month

Excel Sep 30, 1985 Nov 19, 1987 2 years, 2 months

Word Jan 18, 1985 Jan 8, 1990 5 years

Office suite Jun 19, 1989 Oct 1, 1990 1 year, 3 months

Outlook 1997 1997 (tie)

Source

http://www.yourmacexpert.com/blog/2015/06/09/of-course-microsoft-office-is-available-for-the-mac/






Building Blocks





Desktop Apps

•Obtain

•Install

•Manage

•Update



Obtain



Obtain



Side 
Bar



Install
*Microsoft 365 Business Pro Suite



Install
*Microsoft 365 Business Pro Suite

sudo installer -pkg /path/to/
Microsoft_365_and_Office_16.75.23070901_BusinessPro_Installer.pkg 
-target /
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Install
*Microsoft 365 Business Pro Suite



✅



Manage



Manage



What settings do you care about
• First launch


• License


• Prompts 


• Local vs. Online Save


• Security Settings


• Export e-mail


• Remote Content


• OneDrive


• Bandwidth


• Personal Sync



How are we going to make and deploy them?
• Terminal


• defaults command


• Custom Profile XML


• Text editor


• iMazing Profile Editor


• Deploy


• MDM


• Drag and drop local install

https://imazing.com/profile-editor


How are we going to make them?



How are we going to make them?



First launch
defaults write com.microsoft.office OfficeAutoSignIn -bool TRUE

Command Line/Script

Category Details

Domain com.microsoft.office

Key OfficeAutoSignIn

Data Type Boolean

Possible values false (default) 
true

Apps Word, Excel, PowerPoint, Outlook, 
OneNote

Config Profile Settings



First launch… now

Category Details

Domain com.microsoft.office

Key OfficeActivationEmailAddress

Data Type String

Possible values Various (example: “clippy@psu.edu”)

Apps Word, Excel, PowerPoint, Outlook, OneNote

defaults write com.microsoft.office 
OfficeActivationEmailAddress -string “clippy@psu.edu”

Command Line/Script

Config Profile Settings



First launch… now… now





First launch… now… now… now



First launch
defaults write com.microsoft.office ShowDocStageOnLaunch -bool FALSE

Command Line/Script

Config Profile Settings

Category Details

Domain com.microsoft.office

Key ShowDocStageOnLaunch

Data Type Boolean

Possible values true (default) 
false

Apps Word, Excel, PowerPoint



Local vs. Online Save
defaults write com.microsoft.office DefaultsToLocalOpenSave -bool TRUE

Command Line/Script

Config Profile Settings

Category Details

Domain com.microsoft.office

Key DefaultsToLocalOpenSave

Data Type Boolean

Possible values false (default) 
true

Apps Word, Excel, PowerPoint



Security Settings (export mail)
defaults write com.microsoft.Outlook DisableExport -bool TRUE

Command Line/Script

Category Details

Domain com.microsoft.Outlook

Key DisableExport

Data Type Boolean

Possible values false (default) 
true

Apps Outlook

Config Profile Settings

🙅📤📧



Security Settings (remote content)

defaults write com.microsoft.Outlook AutomaticallyDownloadExternalContent -int X

Command Line/Script

Category Details

Domain com.microsoft.Outlook

Key AutomaticallyDownloadExternalContent

Data Type Integer

Possible values 0 = Never
1 = Messages from contacts
2 = In all messages

Apps Outlook

Config Profile Settings

📡📧📎



OneDrive (bandwidth)

Null

Command Line/Script

Category Details

Domain com.microsoft.OneDrive

Key DownloadBandwidthLimited
UploadBandwidthLimited

Data Type Integer
Possible values 50 and 100000 to specify the 

download throughput in KB/sec that 
the sync app can use

Apps OneDrive

Config Profile Settings



OneDrive (Personal Sync)

defaults write com.microsoft.OneDrive DisablePersonalSync -bool TRUE

Command Line/Script

Category Details

Domain com.microsoft.OneDrive

Key DisablePersonalSync

Data Type Boolean

Possible values true

Apps OneDrive

Config Profile Settings

🙅🏠📀



Many more can be found for OneDrive at: 
 

https://learn.microsoft.com/en-us/sharepoint/deploy-
and-configure-on-macos

https://learn.microsoft.com/en-us/sharepoint/deploy-and-configure-on-macos
https://learn.microsoft.com/en-us/sharepoint/deploy-and-configure-on-macos


✅



Updates





Updates
defaults write com.microsoft.autoupdate2 AcknowledgedDataCollectionPolicy RequiredDataOnly

Command Line/Script

Category Details

Domain com.microsoft.autoupdate2

Key AcknowledgedDataCollectionPolicy

Data Type String

Possible values RequiredDataOnly

Config Profile Settings



Updates
defaults write com.microsoft.autoupdate2 HowToCheck -string 'AutomaticDownload'

Command Line/Script

Category Details

Domain com.microsoft.autoupdate2

Key HowToCheck

Data Type String

Possible values Manual, AutomaticCheck, 
AutomaticDownload (will do a 
download and install silently if 
possible)

Config Profile Settings



Updates
defaults write com.microsoft.autoupdate2 UpdateCheckFrequency -int 60

Command Line/Script

Category Details

Domain com.microsoft.autoupdate2

Key UpdateCheckFrequency

Data Type Integer

Possible values Default is 720 minute (12 hrs). Input 
any number for a minute value that 
you desire

Config Profile Settings



Updates Null

Command Line/Script

Category Details
Domain com.microsoft.autoupdate2
Key UpdateDeadline.DaysBeforeForcedQuit

Data Type Dictionary

Possible values <key>UpdateDeadline.ApplicationsForcedUpdat
eSchedule</key>
<dict>
<key>/Applications/Microsoft Excel.app</
key>
<dict>
<key>Application ID</key>
<string>XCEL2019</string>
<key>ForcedUpdateDate</key>
<date>2019-07-20T20:01:20Z</date>
<key>ForcedUpdateVersion</key>
<string>16.56.19060901</string>
</dict>
</dict>

Config Profile Settings

https://learn.microsoft.com/en-us/deployoffice/mac/mau-deadline

https://learn.microsoft.com/en-us/deployoffice/mac/mau-deadline


Updates
defaults write com.microsoft.autoupdate2 DisableInsiderCheckbox -bool TRUE

Command Line/Script

Category Details

Domain com.microsoft.autoupdate2

Key DisableInsiderCheckbox

Data Type Boolean

Possible values Default is false. Set to true to make 
the "Join the Office Insider Program..." 
checkbox unavailable/greyed out to 
users

Config Profile Settings



✅



Single Sign On Extension



https://learn.microsoft.com/en-us/mem/intune/configuration/use-enterprise-sso-plug-in-ios-ipados-macos?pivots=all

https://learn.microsoft.com/en-us/mem/intune/configuration/use-enterprise-sso-plug-in-ios-ipados-macos?pivots=all
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Conditional Access

✅



Why?
• Zero Trust Complaint Device


• If the device is registered its state is known


• Meets compliance benchmarks


• State is sent to Azure AD


• Required by regulation or security policy


• More access control outside of just the identity


• Global/geographic sign-in rules


• Session controls





How do I get it on my Macs?
• Intune as an MDM


• Workplace Join (WPJ) workflow adds certificate at enrollment


• Partner Compliance Management


• Launched in July 2020


• Any MDM vendor that is in the partner program can integrate


• Jamf, Addigy, VMWare, etc.


• Sending a yes/no flag (as well as device name, user, and OS etc.)


• Allows for Conditional Access policy enforcement and state sync with other MDM profile 
installed


• WPJ -r


• Partner Device Management (2017)



Conditional Access

✅

MDM











Conditional Access



















https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/plan-conditional-access

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/plan-conditional-access

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/plan-conditional-access
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/plan-conditional-access
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Q&A



Thank You



Post session links and notes
• Blog post about WPJ cert. removal


• https://www.macbuddy.info/blog/lets-get-conditional-unconditional-love-scripted


• WPJ PRT


• https://learn.microsoft.com/en-us/azure/active-directory/devices/troubleshoot-
mac-sso-extension-plugin#checking-keychain-access-for-prt


• Company Portal Logs


• https://learn.microsoft.com/en-us/mem/intune/user-help/send-errors-macos


• Jamf Integration Slack Room


• https://learn.microsoft.com/en-us/mem/intune/user-help/send-errors-macos  

https://www.macbuddy.info/blog/lets-get-conditional-unconditional-love-scripted
https://learn.microsoft.com/en-us/azure/active-directory/devices/troubleshoot-mac-sso-extension-plugin#checking-keychain-access-for-prt
https://learn.microsoft.com/en-us/azure/active-directory/devices/troubleshoot-mac-sso-extension-plugin#checking-keychain-access-for-prt
https://learn.microsoft.com/en-us/mem/intune/user-help/send-errors-macos
https://learn.microsoft.com/en-us/mem/intune/user-help/send-errors-macos

