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What is a Webhook?



What is a Webhook?

• A web-based notification whenever a specific event occurs



How are web hooks configured?



How are web hooks configured?



How are web hooks configured?



Webhook message contents



Webhook message contents
{ 
  "event": { 
    "managementId": integer, 
    "type": "string" 
  },  
  "webhook": { 
    "eventTimestamp": epoch, 
    "id": integer, 
    "name": "string", 
    "webhookEvent": "PushSent" 
  } 
} 

Source: https://developer.jamf.com/developer-guide/docs/webhooks

https://developer.jamf.com/developer-guide/docs/webhooks


Webhook message contents

https://webhook.site 

https://github.com/webhooksite/webhook.site

https://webhook.site
https://github.com/webhooksite/webhook.site


What do I do with this info?



Terraform Basics



Terraform Basics

• Resources 

• Data Sources 

• Modules 

• Input Variables



Resource



Resource

resource "aws_s3_bucket" "example" { 
    bucket = "my-test-bucket" 
}



Resource

aws_s3_bucket.example.id



Resource
aws_s3_bucket.example.id 
aws_s3_bucket.example.arn 
aws_s3_bucket.example.bucket_domain_name 
aws_s3_bucket.example.bucket_regional_domain_name 
aws_s3_bucket.example.hosted_zone_id 
aws_s3_bucket.example.region 
aws_s3_bucket.example.tags_all 

Source: https://registry.terraform.io/providers/hashicorp/aws/latest/docs/
resources/s3_bucket#attributes-reference

https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/s3_bucket#attributes-reference
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/s3_bucket#attributes-reference
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/s3_bucket#attributes-reference


Resource

resource "aws_s3_bucket" "example" { 
    bucket = "my-test-bucket" 
}



Resource

resource "aws_s3_bucket" "example" { 
    bucket = "my-test-bucket" 
} 
resource "aws_s3_bucket_versioning" "example" { 
    bucket = aws_s3_bucket.example.id 
    versioning_configuration { 
        status = "Enabled" 
    } 
}

aws_s3_bucket.example.id



Resource

resource "aws_s3_bucket" "example" { 
    bucket = "my-test-bucket" 
} 
resource "aws_s3_bucket_versioning" "example" { 
    bucket = aws_s3_bucket.example.id 
    versioning_configuration { 
        status = "Enabled" 
    } 
}

aws_s3_bucket.example.id



Data Source



Data Source

data "aws_s3_bucket" "example" { 
   bucket = "my-test-bucket" 
}



Data Source
data.aws_s3_bucket.example.id 
data.aws_s3_bucket.example.arn 
data.aws_s3_bucket.example.bucket_domain_name 
data.aws_s3_bucket.example.bucket_regional_domain_name 
data.aws_s3_bucket.example.hosted_zone_id 
data.aws_s3_bucket.example.region 
data.aws_s3_bucket.example.website_endpoint 
data.aws_s3_bucket.example.website_domain 

Source: https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/
s3_bucket#attribute-reference

https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/s3_bucket#attribute-reference
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/s3_bucket#attribute-reference
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/s3_bucket#attribute-reference


Data Source

data "aws_s3_bucket" "example" { 
    bucket = "my-test-bucket" 
} 
resource "aws_s3_bucket_versioning" "example" { 
    bucket = data.aws_s3_bucket.example.id 
    versioning_configuration { 
        status = "Enabled" 
    } 
}



Module



Module

module "example_bucket" { 
    source = "terraform-aws-modules/s3-bucket/aws" 
    version = "3.14.0" 

    bucket = "my-test-bucket" 
}



Module
module.example_bucket.s3_bucket_arn 
module.example_bucket.s3_bucket_bucket_domain_name 
module.example_bucket.s3_bucket_bucket_regional_domain_name 
module.example_bucket.s3_bucket_hosted_zone_id 
module.example_bucket.s3_bucket_id 
module.example_bucket.s3_bucket_lifecycle_configuration_rules 
module.example_bucket.s3_bucket_policy 
module.example_bucket.s3_bucket_region 
module.example_bucket.s3_bucket_website_domain 
module.example_bucket.s3_bucket_website_endpoint 

Source: https://registry.terraform.io/modules/terraform-aws-modules/s3-bucket/aws/latest?tab=outputs

https://registry.terraform.io/modules/terraform-aws-modules/s3-bucket/aws/latest?tab=outputs


Module

module "example_bucket" { 
    source = "terraform-aws-modules/s3-bucket/aws" 
    version = "3.14.0" 

    bucket = "my-test-bucket" 
}



Module

module "example_bucket" { 
    source = "terraform-aws-modules/s3-bucket/aws" 
    version = "3.14.0" 

    bucket = "my-test-bucket" 
    versioning = { 
        enabled = true 
    } 
}



Module
module "example_bucket" { 
    source = "terraform-aws-modules/s3-bucket/aws" 
    version = "3.14.0" 

    bucket = "my-test-bucket" 
    versioning = { 
        enabled = true 
    } 
    acl = "private" 
    logging = { 
        target_bucket = module.log_bucket.s3_bucket_id 
        target_prefix = "log/" 
    } 
}



Variables



Variables

bucket_name = "my-test-bucket" 
enable_versioning = true



Variables

module "example_bucket" { 
    source = "terraform-aws-modules/s3-bucket/aws" 
    version = "3.14.0" 

    bucket = "my-test-bucket" 
    versioning = { 
        enabled = true 
    } 
}



Variables

module "example_bucket" { 
    source = "terraform-aws-modules/s3-bucket/aws" 
    version = "3.14.0" 

    bucket = var.bucket_name 
    versioning = { 
        enabled = var.enable_versioning 
    } 
}



Variables

aws_s3_bucket.example.id 
data.aws_s3_bucket.example.id 
module.example_bucket.s3_bucket_id 
var.bucketname



Variables

"prefix-${aws_s3_bucket.example.id}-postfix" 
"prefix-${data.aws_s3_bucket.example.id}-postfix" 
"prefix-${module.example_bucket.s3_bucket_id}-postfix" 
"prefix-${var.bucketname}-postfix"



Variables

"${var.subdomain}.${var.domain}" 

description = "Holds images for the ${var.subdomain}.${var.domain} website."



Variables

"${var.subdomain}.${var.domain}" 

description = "Holds images for the ${var.subdomain}.${var.domain} website." 

locals { 
    full_domain = "${var.subdomain}.${var.domain}" 
} 

description = "Holds images for the ${local.full_domain} website."



Terraform Commands

• terraform init 

• terraform validate 

• terraform plan 

• terraform apply 

• terraform destroy



terraform init



terraform init

terraform init 
  -backend-config="../config/dev/backend.tfvars"



terraform init

terraform init 
  -backend-config="../config/dev/backend.tfvars"



terraform init

terraform init 
  -backend-config="../config/dev/backend.tfvars" 

config/dev/backend.tfvars: 
  bucket                 = "dev-terraform-remote-state" 
  region                  = "us-west-1" 
  key                       = "env:/dev/sample-webhook-handler" 
  dynamodb_table = "dev-terraform-state-lock"



terraform validate



terraform plan



terraform plan

terraform plan 
  -out plan.out



terraform plan

terraform plan 
  -out plan.out 
  -var-file="../config/dev/terraform.tfvars" 
  -var-file="../config/terraform.tfvars"



terraform plan

terraform plan 
  -out plan.out 
  -var-file="../config/dev/terraform.tfvars" 
  -var-file="../config/terraform.tfvars"



terraform plan

config/dev/terraform.tfvars: 
  aws_account_alias = "sample_account_alias" 
  domain                    = "domain.io" 
  environment            = "dev" 
  region                      = "us-west-1" 

config/terraform.tfvars: 
  stack_name = "sample-webhook-handler" 
  subdomain   = "sample-webhook-handler"



terraform apply



terraform apply

terraform apply 
  plan.out



terraform apply

terraform apply 
  -input=false 
  plan.out



terraform destroy



terraform destroy 

terraform destroy 

terraform apply -destroy 

terraform plan -destroy



Amazon Web Services (AWS)



AWS

LambdaAPI Gateway



https://aws.amazon.com/api-gateway

API Gateway

https://aws.amazon.com/api-gateway


https://aws.amazon.com/lambda/

Lambda

https://aws.amazon.com/lambda/


AWS

LambdaAPI Gateway



AWS

https://registry.terraform.io/modules/terraform-aws-modules/apigateway-v2/
aws/latest 

https://registry.terraform.io/modules/terraform-aws-modules/lambda/aws/
latest

https://registry.terraform.io/modules/terraform-aws-modules/apigateway-v2/aws/latest
https://registry.terraform.io/modules/terraform-aws-modules/apigateway-v2/aws/latest
https://registry.terraform.io/modules/terraform-aws-modules/lambda/aws/latest
https://registry.terraform.io/modules/terraform-aws-modules/lambda/aws/latest


Putting it all Together











































































Questions?
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