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Disclaimer

ASNMP v1 is used for most common devices at within the School of
Computer Science at the University of Waterloo

AAny SNMP device that requires write access or has sensitive
Information uses SNMP v3 and Is separated on a network level

he awesome world of
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Francois Joannette — FJ Consultant
Manuel Deschambault — Symbiotic System Design
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Our Situation

AHMY aLJzof AO dzaSé¢ 106 al Oa
AVariousNettop/specialty labs running Ubuntu

AVarious public and nepublic printers

AMixture of Dell, HP and Super Micro servers

AVarious services hosted within LXCs or VMWare
ADatacenter services (UPS, SPDU, HVAC)
AEnvironmental Sensors

UNIVERSITY OF

WATERLOO




Our Situation

When running a lab in any school, one thing becomes
painfully obvious

Studentsove to unplugthings
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Cacti

Current 0.8.8h
(May 2016)

Created in 2001
by lan Berry




What Is Cacti?

Cactl Is gassivanonitoring solution*
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What Is Cacti?

MC 3003 - Console Lsage

L as
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Lons
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Wesk 18

Current Users:
Total Usable:
Total Unusable:

M3 3101 Environment - APC Environmental Management Sy

Week 19
B Probe 1 Temp: Current:
B Frobe 1 Humidity: Current:

M3 3101 Environment - APC Environmental Management Sy

Jun Jul Aug
B Probe 1 Temp: Current:
B Frobe 1 Humidity: Current:
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Wwhy Cacti?

ASimple to install, Open Source

ANot resource hungry

AConfiguration and management is similar to other common
monitoring platforms such as Nagios

ADifficult to break the entire platform

Nagios'

General

# Home
# Documentation

Current Status

® Map
® Hosts
8 Services
# Host Groups
* Summary
s Gnd
% Service Groups
* Summary
¢ Gnd
# Problems
* Services (Unhandled)
* Hosts (Unhandled)

* Network Outages

|

Whoops!

Error: Could not read object configuration data!

Here are some things you should check in order to resolve this error:

1. Venfy configuration options using the -v command-line option to check for errors.
2. Check the Nagios log file for messages relating to startup or status data errors.

Make sure vou read the documentation on installing, configuring and running Nagios thoroughly before continuing. If all else fails, try sending a message to one of the mailing lists. More

information can be found at hitp:
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What iIs RRDTool?

Data Is polled from target machine(s) and stored into different
Round Robin Archives (RRAS) that exist within a single
Round Robin Database (RRD) file

Round Robin Archives have a predefined amount of space for
data that overwrites itself as it becomes full.

Therefore the RRD never grows largerfiiesize
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Round Robin Archives

S Round Robin Archive- RRA I

Fixed Time Period —

Fixed Amoupt of Entries O
I Add Delete m

|

Newest Entry Oldest Entry

Once the archive is full, when new data I1s added
the oldest entry Is destroyed
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Round Robin Archives

Consolidation

S Round Robin Archive- RRA I

Fixed Time Period ——

Fixed Amoupt of Entries O
I Add Delete m

|

Newest Entry Oldest Entry

Consolidation can be used to reduce the amount of data
points stored without much data loss.
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Round Robin Archives

5 min
 —

10 min
"
20 min
"

RRAL

RRAZ

RRAS3

Multiple RRASs can be used to provide consolidated data
over different time frames.
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RRDTool

Daily
(5 Minute Average) [ ———

1c: 08 12:00 20:00 22:00 00:00 02:00 04:00 06500 02:00 10:00 12:00 14:00

current

Weekly
30 Minute Average)

current:

MC 3022 - Console Usage

Monthly
(2 Hour Average) [

current:

MC BBEE = CﬂﬂEHlE USEQE

Yearly
(1 Day Average) [

Current: 3

Jun Jul Auig
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RRDTool

RRDToatan then read from the specified
RRD files to create a graph

Week 18
current lsers:
Total Usable:
Total Unusable:
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RRDTool

Graphs fronRRDToare embeddable images that

can be placed almost anywhere
cacti/graph_Iimage.php?actiawview&local graph KGRAPHID&rra 2P

UNIVERSITY OF

WATERLOO




